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Foreword

It is a pleasure to write a brief foreword to this book Setting Up Healthcare Services
Information Systems. It is billed as a guide for requirement analysis, application
specification and procurement, but it goes beyond that and gives much of the
background necessary for understanding the nature of the tasks involved in setting up
the systems that are required. | have stressed repeatedly, here in the Pan American
Health Organization (PAHO), that information is a critical resource for our work. Our
technical cooperation must be based on good information about those areas in which we
will cooperate with our Member States. It is essential that we have information about the
health status of the people of the Americas and that part of our technical cooperation be
also directed towards strengthening the national capacity to collect the needed data on
health status and transform them into useful information.

But we are well aware that it is not enough to have information on health status or
morbidity conditions; it is also crucial that there be information on those factors that have
been deemed to be determinants of health. Many of these factors are outside the range
of activities that fall within the purview of those institutions, which have traditionally been
included in the health sector. But there is no doubt that the health services, which
represent one of those determinants, have to be the constant concern of the health
sector.

The importance of the health services does not only depend on their intrinsic value for
health, but also because they represent a major cost — particularly those services that
are responsible for the restoration of health. The growth of technology has made
healthcare services increasingly complex and with this growth in complexity has come
more difficulty in managing the multiple resources that must contribute to the function of
the services. Competent management of the services requires that there be efficient and
effective information systems. The information systems have themselves grown in
sophistication and the net effect of the changes and developments has been to create
the need for understanding the systems within the services as interlocking and for
appreciating the extent to which information technology can assist.

Thus a publication which guides the manager in understanding the needs for the
information technology is most useful. But, in addition, this publication performs the
essential task of helping those who have managerial responsibility in the healthcare
services to understand the steps necessary to definite needs and then to acquire the
information technology to satisfy those needs. The responsibility of disseminating
information that is important for various aspects of management of the health systems
and services, is also an important facet of our technical cooperation.



Another attractive aspect of this publication is that it represents the product of a
partnership with a private sector organization. This is a trend that must continue, as it
becomes ever clearer that all sectors and a wide range of actors are to be involved in
finding solutions to the pressing problems of health.

I hope that this publication will have the widest possible circulation and be a useful
reference for all those who are involved in providing healthcare.

Dr. George A. O. Alleyne
Director
Pan American Health Organization



Executive Summary

Executive Summary

Setting Up Healthcare Services Information Systems: A Guide for Requirement Analysis, Application
Specification, and Procurement contains practical guidelines and suggestions to be used by
healthcare and systems professionals when embarking in the initial stages of planning and
developing healthcare services information systems and information technology (IS&T) applications.

Setting up information systems in healthcare involves some key preparative technical tasks:
requirements analysis; technical specification of computer-based applications; preparation of Request
for Proposals (RFP) for information systems, technology, and services; evaluation and selection of
providers; and contracting aspects when acquiring IS&T for healthcare services.

It is expected that the judicious use of the concepts and recommendations detailed in this publication
will contribute to improved decisions regarding IS&T design, acquisition, and deployment at all levels
of management. The material was prepared considering the specific planning and execution
requirements of tasks related to systems design, such as reaching consensus regarding desired
functions in computerized applications, and to the complex process of procurement and acquisition of
equipment and services. In addition, these guidelines may prove to be of great usefulness to those
involved in making policies or to anyone who desires to develop a critical vision of healthcare services
information systems and related technology.

Although general principles for requirement analysis and procurement can be applied to any
healthcare information project, special consideration was given in this work to the technical
knowledge components needed by healthcare professionals involved in IS&T institutional projects.
The document describes current developments occurring in the field of information systems and
technology, with appropriate emphasis on its implications for healthcare and projection of trends.
Highlights of successful ingredients of an IS&T implementation plan are covered, including
development of a strategic plan, processes and roles, implementation phases, and application
modules.

This publication seeks to balance the readiness for long-term decisions with the practical needs of
today’s diverse healthcare institutions in the area of IS&T. To that end, it should be viewed as a
general source of information, with references to applicable World Wide Web sources for further
details. It is not the purpose of this document to provide highly specific guidelines for individual
application systems or users, or the promotion of a specific set of standards.

After a short introductory presentation of the objectives, audience, and description of how this
publication was envisioned and written, a Quick Reference chapter facilitates the identification of
topics and the navigation throughout the work.

Basic principles of IS&T implementation are discussed from the broad perspective of healthcare
services requirements, followed by a comprehensive review of information systems and information
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technology solutions where project management, market, and commercial aspects are examined.
The general and institutional IS&T development framework presented considers healthcare services
as productive organizations operating in particular settings with specific functionalities and content
requirements that must be defined in each case. In particular, healthcare networks, involving several
stakeholders and different levels of clinical and managerial decision-making, must be supported by
integrated IS&T solutions. Healthcare-related indicators have been included, representing a range
from basic (PAHO Core Data Indicators) to more detailed indicators, involving higher level of
information systems development (OECD Healthcare Indicators).

The review of information systems and information technology solutions covers the state of the art
and trends. It includes the area of health services automation, features of health services information
networks, issues regarding the structuring of the information chain, computer-based patient records,
and information project management and implementation aspects of interest to health and systems
professionals involved in information systems project development. Components involved in
developing, deploying, and operating IS&T are detailed. These components are inter-related in a
dynamic process, through project management, project operation, and project development teams.
For the purposes of this document, discussions are focused in three basic components: planning,
preparation, and procurement. Legal, confidentiality, and security aspects of health information
systems and databases are addressed, and references on those important areas are reproduced,
including a set of recommendations of functional requirements for healthcare documentation.

Procurement and contracting of IS&T services and products are described. Those topics encompass
pertinent details related to the technological and market aspects of systems acquisition, including
essential aspects of technology and services outsourcing, preparation of Request for Proposals
(RFP), evaluation of proposals and providers, and the negotiation and contracting of services,
products, and technological resources.

The core contribution of the document is the description of healthcare services applications functional
specifications (Part D). This highly technical chapter lists the basic functionalities that each
application area should consider. It includes a systematic categorization of functions in different
formats, with the objective of assisting decision makers in the preparation of RFP, in evaluating
existing products, and as a departure point for the discussion with users of desired functions when
planning systems acquisition or development. The proposed desired functionalities also assist
developers and users, in each implementation environment, to reach a consensus regarding which
basic data elements would be needed for each application. Suggested basic data elements follow
recommendations of the National Committee on Vital and Health Statistics, U.S. Department of
Health and Human Services.

An electronic database of application functionalities in MS-Acess format (APFUNC.MDB) is included
as a file in the CD-ROM version — with it developers and other interested parties will be able to
generate a variety of reports and printouts. The database also can be used as a departure point for
the construction of databases of functional descriptions tailored to particular projects.

The heterogeneous development level of societies and health services throughout Latin America and
the Caribbean Region is associated with different degrees of infrastructure, organization, and quality
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of healthcare information. The document dedicates a chapter to the particular issues related to the
implementation of information systems in the health sector of Latin America and the Caribbean.

Standards are a central element of open systems — without reliable, approved ways to connect the
necessary components, open systems cannot work. Within the healthcare industry there are a very
large number of categories of information that require standardization. There is an extensive
examination of the complex issue of standards on data, communication, software, and hardware, at a
highly specialized and technical level, and four annexes are added as references. The knowledgeable
healthcare executive will do well to stay current on healthcare standards development. In addition,
vendors demonstrating present and future commitment to standards are those most likely to survive
in the very competitive healthcare IS&T marketplace, and should be given top consideration by
healthcare enterprises in the process of systems selection.

Finally, references related to the issue of setting up information systems are also included: a listing of
World Wide Web sites for Health and Medical Informatics and Standards Organizations, and a listing
of Pan American Health Organization and World Health Organization publications in the area of
Health Informatics.

This work is the successful result of a collaborative study conducted in the context of a partnership
between the Pan American Health Organization and the IBM Corporation directed to the study of
health information issues in Latin America and the Caribbean. The study was enriched by the
collected experience reflected in several reference sources and by the contributions of a large panel
of international experts from public and private organizations. Funding for the organization and
conduction of consultation meetings, preparation and editing of manuscripts, translation, and
publication was shared by the partners.

The final product is organized in a modular electronic format intended to provide a logical and step-
wise framework for study and practical utilization. The electronic format allows the reader to have
dynamic access to the different chapters and sections, according to the individual interest of each
reader.
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The concern over information systems is solely that they should
support health and health services, and the purpose of technology
is that it should support the necessary information system.

George A.O. Alleyne
Director of the Pan American Health Organization

The implementation of healthcare information systems and technology has become critical to the
delivery of cost-efficient and quality healthcare. Information systems applications have contributed to
better health service management and delivery of care by creating an environment conducive to
increased access and quality of patient care and by supporting the knowledge base required for
clinical and administrative decision making.

Indeed, the dominant objectives for the deployment of information systems are: facilitation of the
logistical aspects of healthcare; enabling health institutions to function efficiently; assisting care
providers to act effectively; improving access to individual and collective administrative, clinical, and
epidemiological data; and simplifying the access to biomedical reference. These benefits are
achieved through automated patient and clinical data management, support to diagnostic and
therapeutic services, image-based systems, resource management, integration of administrative and
clinical data, remote access to medical information, access to knowledge databases, and appropriate
physical resource and financial management.

1. The Relevance of a Cautious IS&T Implementation

In the area of information systems and technology (IS&T), health services seek appropriate
responses to issues related to the possibilities offered by IS&T and want to be advised on feasible
expectations, benefits, and constraints associated with the introduction of information systems and
technologies.

In what is becoming increasingly known as the Information Society, the public, politicians, and
professionals all expect information to be readily available to improve services, and thus to improve
health and healthcare. However, information and the organization, resources, and technology to
make it happen are not cheap — they are expensive commodities that rapidly become obsolete.
Information per se is a perishable asset and one that can be hazardous, if misused. Data collection
and information generation, storage, and retrieval cost money and time to establish and process in a
consistent manner. Information is also perishable, and must therefore be regularly maintained and
updated. It has no intrinsic value, but becomes invaluable in the appropriate utilization setting. Its



Introductory Remarks

utility is in the illumination it provides to problems under consideration, or which should be
considered. Investment in successful information systems has a high cost-benefit ratio. Furthermore,
investment in information collecting, processing, and archiving activities has to compete for financing
against other healthcare activities with more immediately obvious and immediate benefits.

Moreover, the past investment experience in information systems has been sometimes disappointing.
In the United States, it has been said that the healthcare industry's significant investments in patient
information systems over the last thirty years failed to meet many expectations, and a large-scale
study showed that only one-quarter of the built-in functionality of hospital information systems was
actually used. Many projects resulted in disillusionment with information systems that were built with
little regard to user’'s day-to-day needs. Lack of relevance to actual practice or clear-cut benefit to
operational staff results in systems that are not properly used, and thus are prone to deliver
inaccurate information. Therefore, though there are compelling reasons for investment in information
systems, there are also significant risks to avoid.

The broad spectrum of country and institutional development level requires implementation strategies
that range from very basic to very sophisticated. The variety of requirements and possible solutions
demands that each project must be approached in a unique and individualized manner. Any strategy,
however, must consider the long-term outlook of healthcare IS&T and focus on practical and tactical
implementation issues directed to the solution of immediate informational problems faced by
countries, organizations, and healthcare services. The reform processes of the last years, occurring
in the healthcare sector and the society in general, and the fast-paced advances of information
systems industry, mean an increased level of complexity, detail, and interdependency of decisions
and actions.

In order to assist Latin American and Caribbean countries and their local decision-makers in
developing appropriate and effective information systems, the Pan American Health Organization has
described very clearly in an earlier document® the challenges and potential solutions for the
introduction of information systems and technology. The subsequent and practical companion
document is the present publication.

2. Emphasizing the Role of Information in Healthcare

Information systems should be related to need, in exactly the same way that health services should
be needs-led rather than provider-driven. The essential first task of setting up any information system
is, therefore, the identification of the healthcare issues under consideration, and the factors that may
influence them, so as then to define the appropriate information requirements. When investing in
information systems, the core purpose (“the business”) of the organization must be clearly identified.
In the case of health services, the core purpose is to improve the state of health of individual citizens
and the health of communities, by improving the systems of health and healthcare. This core purpose
should always be kept in mind when designing information systems — as it is not at all rare for

% Information Systems and Information Technology in Health: Challenges and Solutions for
Latin America and the Caribbean. July 1998. 113 pp. ISBN 92 75 12246 6
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health managers to permit systems technical staff to come to crucial decisions in the design of
systems that are technically driven and may result in inappropriate applications.

Decisions made without good information may be appropriate decisions or may be very inappropriate
ones, and the need and value of information relates directly to their contribution to decision making.
The availability of relevant and appropriate information is the essential ingredient that transforms a
decision into an informed decision — and one that is thus much more likely to be the correct one. It
is of significance to understand how the resource of Information relates to Data and to Knowledge.

Data are the raw items, such as a blood pressure reading, a temperature, the name of a
pharmaceutical product, the date of a patient’s hospital discharge. By themselves, data have
no meaning; they are totally isolated facts.

Information is produced when data are grouped by a specified set of common factors. Thus
an assembly of biometric facts becomes information about a patient’s vital signs or the serial
grouping of discharge dates related to one individual patient becomes the pattern of
hospitalization, whereas dates of discharge for different persons within a specified calendar
period indicate a hospital's rate of activity. Information, in many circumstances is also the
“middle part” of an information continuum, being both a product and an input.

Knowledge is created when information is put into an overall setting. For instance, it relates to
the expected pattern of vital signs for a particular illness, the available pharmaceutical
products and their known side effects, or the level of activity of a hospital as it relates to
budget and catchment population.

The key issue is, therefore, context — information can be described as data put into a specific
context, whilst knowledge is information put into a general context. Thus definition of the context for
which information is required is essential to developing appropriate information systems, and relates
directly to wider decision-making processes.

From the perspective of health services, three broad levels of information are required for decision
support: Clinical, Operational, and Strategic. These can be further refined to five core functions: Case
Management, Caseload Management, Operational Management, Strategic Management, and
Political Accountability. The actual utilization of information by clinical and administrative managers
can be further refined considering the specific areas of application.

Having defined the nature and role of information, one should consider the development of a
systematic approach to both the production and use of information. This is important for two reasons:

In the health sector, the responsibility and burden for nearly all data capture fall squarely to
the clinical and operational levels. Staff responsible for primary data capture may not
understand the objectives or problems to be addressed, nor see it as important and the
original data supplied may be inaccurate and thus the information compiled will be either
incorrect or of limited usefulness. One-off-a-kind data collection to provide information for a
specific decision is difficult, expensive, and a burden to line staff and should rarely be
employed.
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In many decision-making situations, not least with regard to health status itself, a key
technigue is the analysis and interpretation of trends. This means that information must be
compiled and compared on a regular basis to standardized definitions.

To meet both these challenges, a methodical approach to information is required to ensure that data
flows regularly and smoothly to meet the desired objectives and purposes of implemented systems.

3. The Institutional Context of Information Systems

If information systems must be developed considering context, what are the settings that determine
requirements? In this direction, five important contextual aspects of healthcare must be examined
when designing information systems:

Healthcare model

Patterns of healthcare provision
Primary care and community orientation
Information infrastructure
Appropriateness

There are a number of models of healthcare, with regard both to funding and delivery. Healthcare
may be funded publicly, it may be insurance-based, or consumers may pay directly (with or without
co-payments from a third party). Those alternatives are not mutually exclusive — for instance,
insurance companies may offer supplementary services in situations where there is a basic publicly
funded service. Similarly, the supply of healthcare may be rendered by public sector services, by
private or not-for-profit providers, or by a combination of them.

It is the prevailing model of care of a defined country that will ultimately determine the types of
decisions being made, and thus the requirements for information. Most Latin American and
Caribbean (LAC) countries have models which are more closely aligned to European, Canadian, or
Australian models, and indeed many countries in the LAC region have already established fruitful
links with agencies and information service suppliers in these countries. The examination of the
installed healthcare infrastructure shows the relatively small size of most LAC hospitals. In the
1996/1997 period, 76% of the region’s 16,500 hospitals were 100 beds or fewer (with 61% having 50
beds or fewer) and only 215 hospitals (1%) had more than 500 beds. Most ambulatory care is
provided in offices or clinics with rather limited diagnostic resources. This suggests that advanced
hospital information systems modeled on those of highly industrialized countries will not be
appropriate for those institutions.

The challenge is to identify the health provision infrastructure and their information requirements, as it
enables to focus where priority information systems are mostly needed — in secondary or tertiary
sites, or at primary care at the community or local level. Focus at the patient level and the
development of patient-based and community-oriented health information systems is in accordance to
the World Health Organization recommendations, which have global endorsement. This perspective
should underpin our thinking in all strategic healthcare information solution development. It is within
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primary care that the greatest volume of healthcare activity takes place, including almost all
preventive healthcare, and thus where health status is determined. Also, it is at the community level
that basic information about the health of citizens and communities should reside, and it should
constitute the core information for policy and service development at all levels.

There is a tendency to consider information systems in terms of high-technology computerized
systems, but this is likely to be inappropriate in many settings in developing areas or small
organizations. Latin America and the Caribbean has the lowest per capita expenditure on information
technology, and with the growth of communications-based information applications, essential
infrastructures such as telephone lines are still a major problem — telephone lines range from 1.7
telephones per 100 persons in Nicaragua to 31.8 in Barbados, whereas in developed countries
telephone connectivity reaches 70 to 80 per 100 persons. Power supply is also variable in many
places and power outages may be a daily occurrence. Unsuitable technical investment will simply be
a waste, and even when the capital cost is donated, as in many international cooperation projects, the
time and effort of trying to operate inappropriate systems will merely divert resources from more
productive tasks, as well as creating a bad image for information systems generally.

Another important concept is that of appropriateness, particularly regarding the selection and
deployment of technology. Many places in the region are already too familiar with other
inappropriately deployed technologies, such as clinical equipment that cannot function without reliable
physical infrastructure or for which replacement components cannot be obtained, or cannot be
maintained. One should avoid replication of this situation with regard to information technology, and
appropriateness of technological components and potential use must be a principal guiding element.

4. Purposes and Nature of the Guidelines

This publication contains practical guidelines to be used by health and systems professionals when
embarking in the technical activities related to requirement analysis and the initial technical
specification of computer-based applications. These include a number of tasks which health
professionals are expected to have a minimum level of competence and be prepared to manage:
preparation of Request for Proposals (RFP) for information systems, technology, and services;
evaluation and selection of providers; and contracting information systems and technology (IS&T).

4.1. Objective and Scope

It is expected that the judicious use of the concepts and recommendations detailed in this publication
will contribute to improve decisions regarding IS&T design and acquisition, and the deployment of
information systems and technology at all levels of management and clinical settings. The material
was prepared considering the needs of health executives and practitioners and systems professionals
involved in the definition of user requirements, in reaching consensus regarding desired functions in
computerized applications, and immersed in the complex process of procurement and acquisition of
information equipment and services. Although the principles for requirement analysis and
procurement hereby described can be applied to any health information project, they were specifically
written considering the needs of healthcare services professionals. In addition, this text may prove to
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be of great usefulness to those involved in policy making or to anyone who desires to develop a
critical vision of healthcare services information systems and related technology.

The experts that participated in the writing of the document and in the development of
recommendations and guidelines were concerned with the following realities:

Lack of a comprehensive source for guidelines — There are many written publications that
can be used by healthcare and systems professionals to assist their work in user requirement
analysis, technical specification, and the procurement of information systems and technology.
Unfortunately, few are related to the health sector area of application.

The need for a comprehensive source for desired functionalities of health services operation
and management computerized applications — To be used as a departure point for user
requirement analysis and as a template for the preparation of Requests for Proposals and
evaluation of provider bids, proposals, and products.

The demanding changes occurring in the health sector in Latin America and the Caribbean
— These changes include the merger of the traditional vertically constructed and frequently
overlapping stakeholders of the healthcare process (regulators, providers, payers, employers,
and consumers) into new and integrated organizations, whether virtual or real. These are
known as integrated delivery systems (IDS), health maintenance organizations (HMO),
preferred provider organizations (PPO), managed care organizations (MCO), and others. The
consequent impact on information needs is enormous and changing at a fast rate.

The rapid developments in the information technology industry — Improvements in all
aspects of computers and communications are enabling health and healthcare organizations
to link together disparate sources of data, share information electronically across previously
impassable distances and borders, and bring clinical practice and administration alike to the
healthcare professional’s environment as never before.

Against this changing backdrop, the current state of readiness for the deployment of modern
information systems in Latin America and Caribbean countries lies across a wide range. In some
areas or sub-sectors, users already enjoy a high degree of sophistication, many with pioneering
clinical information systems and networks. In others, well-established, stand-alone, and relatively
straightforward departmental systems such as laboratory, radiology, pharmacy, basic medical
records, and others are still awaiting initial automation.

The scope of this publication is to balance preparation for long-term decisions with the practical
needs of today’s diverse healthcare institutions. The publication is intended to serve as a guideline to
the planning and initiation of healthcare service IS&T implementation. To that end, it should be
viewed as a general source of information, with references to applicable sources for further details. It
is not the province of this document to provide highly specific guidelines for individual systems or
users, or even the endorsement of specific standards.
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4.2. Intended Audience and Utilization

The document was written for the technically initiated and conceived as a manual with a
utilitarian objective.

This publication does not delve into general conceptual aspects of IS&T, with healthcare
services managerial models, or the operational aspects of healthcare organizations or
services.

It is specifically targeted to healthcare executives, health services administrators, information
technology professionals and managers, and other interested professionals working in
healthcare institutions with an immediate and pragmatic interest in information systems and
related technology.

The reader is expected to have a fair knowledge about information systems and information
technology, about health services organization and management, and to be comfortable with
technical terms related to the above areas.

The Editors and Collaborators earnestly expect that this documentation will be profitably used
as an instrument to assist health organizations currently involved with or anticipating the
planning of IS&T in their services.

Guidelines and recommendations, regarding infrastructure and dealing with technology and
service suppliers, were drafted considering the particular needs of health managers, care
providers, and policy makers in the Latin America and the Caribbean Region.

4.3. How this Document Was Developed

The recommendations and concepts hereby presented grew out of a review of the voluminous
published material in the subject and from extensive consultations with prominent healthcare
professionals, IS&T experts, and interested vendors and consultants, from Latin America, the
Caribbean, the United States, and Europe.

The consultations and writing of the document followed a structured approach. A number of
prominent health sector IS&T experts from Latin America and the Caribbean were identified and
commissioned to prepare extensive individual position papers for preliminary input. These consultants
were later interviewed for additional details and clarification. A team of health IS&T professionals from
Latin America, the Caribbean, United States and Europe was then commissioned to edit the material,
combine it with other publicly available information on healthcare IS&T trends, and then to assemble
the voluminous material into a cohesive set of technical reviews, guidelines, and references. The
resulting draft was brought before a panel of managers, health professionals of different levels and
fields of expertise, clinicians, consultants, and vendors for a thorough review and subsequent
revision.



Introductory Remarks

The document is, therefore, the collaborative product of a large number of professionals. A great
amount of time was spent by the Editorial Team in bringing a unified format to the variety of
viewpoints and experiences related to information systems in the Region.
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Knowledge is of two kinds. We know a subject ourselves,
or we know where we can find information upon it.
Samuel Johnson (1709-1784)

Setting Up Healthcare Services Information Systems: A Guide for Requirement Analysis, Application
Specification, and Procurement provides a systematic introduction to the most important knowledge
components required by decision makers when embarking in the initial stages of healthcare services
information systems and information technology planning and development.

The changes in both the healthcare industry in the Region and the information systems industry itself
mean an increased level of complexity and detail. In addition, the broad range of development in the
Region, from very basic to very sophisticated implementations, calls for a unique approach.
Accordingly, this manual has been designed to guide the audience — healthcare administrators and
clinical practitioners, and IS&T executives and professionals — along two paths:

One is the long-term outlook of healthcare IS&T, as forecasted by the consensus perspective
of the document’'s contributors. Particular attention is devoted to the development of the
Computer-based Patient Record and Healthcare Information Networks.

The second is the focus on practical, tactical implementations found in many current systems
throughout the Region and the world. Considerable detailed information is included that
speaks to the potential functional specifications for those systems.

With these two concepts in place, the document guides the audience through the current
developments occurring in the field of information systems and technology, with appropriate
emphasis on its implications for healthcare, and projection of trends. Planning for the IS&T
implementation is emphasized. Highlights of successful ingredients of a plan are covered, including
development of an IS&T strategic plan, processes and roles, implementation phases, and application
modules.

Document Structure

The publication consists of seven parts in a modular format that is intended to provide a framework
for study and practical utilization.

Part A was written with the general reader in mind, one that is interested only in the basic
principles and a broad perspective of the area of healthcare services information systems. If
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a deeper understanding of the technology and market aspects is desired, one may progress
to Part B.

Part B is dedicated to the presentation of the state of the art and trends in the area of health
services automation, the features of health services information networks, issues regarding
the structuring of the information chain, computer-based patient records, and information
project management and implementation aspects of interest to health and systems
professionals involved in information systems project development.

Part C describes in detail the technological and market aspects of systems acquisition,
including essential aspects of outsourcing information technology and services, preparation
of Request for Proposals (RFP), evaluation of proposals and providers, and negotiating and
contracting services and technology.

Part D describes in detail the basic functionalities that each application should have — it
presents a systematic categorization of functions in different formats, with the objective of
assisting decision makers in the preparation of request for proposals, in evaluating products,
and as a departure point for the discussion with users of desired functions. The focus on the
definition of desired functionalities will assist the users in each implementation environment to
reach a consensus regarding which basic data elements will then be needed in each
application. Part C is the technical core of this document.

Part E examines particular issues related to the implementation of information systems in the
health sector of Latin America and the Caribbean.

Part F, a highly specialized and technical chapter, addresses the complex issue of data,
communication, software and hardware standards, the central element of open systems.
Without reliable, approved ways to connect the necessary components, open systems cannot
work, and within the healthcare industry there are a number of categories of information that
each have separate standards. Four annexes enrich the information presented. This is a
technical part, intended to be used as a reference. The knowledgeable healthcare executive
will do well to stay current of healthcare standards development. In addition, vendors
demonstrating present and future commitment to standards are those most likely to survive in
the very competitive healthcare IS&T marketplace, and should be given top consideration by
healthcare enterprises in the process of systems selection.

Part G contains a listing of World Wide Web sites for Health and Medical Informatics and
Standards Organizations. Also there is a listing of Pan American Health Organization and
World Health Organization publications in the area of Health Informatics.
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Intended Audience

Oriented towards the general reader, interested in the
basic principles and in acquiring a broad perspective of the
area of healthcare services information systems.

This chapter was written for readers that wish to have

a deeper understanding of the hardware, software,
organizational, and implementation issues in health services
information systems design and deployment.

Reader interested in understanding the technological and
market aspects of systems acquisition, including essential
features of a Request for Proposals (RFP), evaluation of
proposals and providers, and the contracting of services.

Systematic categorization and description of functions for
each healthcare service application area with the objective of
assisting the preparation of RFP, evaluating products, and
for the discussion of desired functionalities.

This chapter discusses issues of interest to readers involved
in the implementation of healthcare information systems in
Latin America and the Caribbean.

This is a specialized technical chapter to be used as
initial source of reference for the complex issues related to
data, communications, software, and hardware standards.

List of World Wide Web sites of Medical/Health Informatics
and Standards organizations sites. List of PAHO and WHO
publications in the area of Health Informatics.
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Part A. General and Institutional Framework for
the Development of Healthcare Information
Systems

The first glance at History convinces us that the actions of men
proceed from their needs, their passions, their characters and talents;
and impresses us with the belief that such needs, passions and
interests are the sole spring of actions.

Georg Wilhelm Friedrich Hegel (1770—1831)

A.1l. Conceptual Framework for Information Systems
Development

Information Systems and related Technology (IS&T) are necessary in order to create, "democratize"”,
and apply knowledge. Information systems function at many levels of sophistication and complexity
— from very specific to very general. The goal is to improve the health of individuals and populations
through the appropriate application of knowledge created through organized information systems.

Before embarking in the process of setting up information systems, one must clearly and explicitly
identify the objectives of the system, i.e., determine the expected results. The following questions
must be answered regarding what is desired from the information system: is the objective to facilitate
care?; are the implemented systems going to be used to manage resources, in this case from a
single organization or for the whole healthcare system?; is the system going to be utilized to allocate
and control resources?; are the systems expected to contribute to preventive care and in the
promotion of health of a defined population?

In order to ensure that Information Systems add value (i.e., do something good and "keep one out of
trouble™) by implementing systems that are the best possible answer — technically, cost-wise, and
deployed effectively — it is necessary to follow a defined and logical process. Also, one must be
aware of the technical, human, and financial resources required to carry out each stage of the
process.

A.1.1. Concepts and Goals of Information Systems
in Healthcare Delivery Organizations
When dealing with the issue of Healthcare Information and Technology, it is useful to start by defining

certain terms. The most common term in use to refer to information systems for the support of the
operation and management of healthcare services is Healthcare Information System (HIS). Although
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some experts have advocated abandonment of this common term, it is ubiquitous and simple enough
to prove useful for the present discussion. A Healthcare Information System may be defined as a
computerized system designed to facilitate the management and operation of all technical
(biomedical) and administrative data for the entire healthcare system, for a number of its functional
units, for a single healthcare institution, or even for an institutional department or unit.

The establishment and operation of an information function component in the context of organizations
involve the development and management of three interrelated areas: Information Systems (IS),
Information Technology (IT), and Information Management (IM).

Information Systems (IS) — Represented by the collection of administrative and technical
tasks realized with the objective of ascertaining the demand for the application portfolio of the
organization. Information Systems are, therefore, concerned with “what” is required (demand
issues).

Information Technology (IT) — Represented by the collection of technical knowledge and
tasks with the objective of satisfying the demand for applications. It involves creating,
managing, and supplying the resources necessary for the development and operation of the
applications portfolio of an organization; it is concerned with “how" what is required can be
delivered (supply issues).

Information Management (IM) — The strategic organization-wide involvement of four
components: data, information systems, information technology, and information personnel.

Information Technology (IT), in a more strict sense, is a machine-based technology that actively
processes information. IT is just one of a set of information-related technologies that share some
characteristics. The definition, however, does not separate active information processing from other
technologies, such as the telephone and the television, and from non-technological information-
handling activities.

The special characteristics of IT — hardware and software, — as "physical" and "abstract" machines
distinguish it from other similar technologies. Hardware and software are alternative yet
complementary aspects of IT; both aspects are required for any IT system and they share a flexible
symbiotic relationship. Further, the development of new instances of IT depends directly on existing
hardware and software, among other factors, meaning that IT is essential to its own development.

Health information systems, to be useful, must allow for a wide scope of health data. Information is an
essential element in decision making, and the provision and guidance of healthcare are a complex
enterprise, highly dependent on information for a great variety of clinical and managerial decisions.
To be useful, information systems must capture and process health and health-related data of broad
diversity, scope, and level of detail. All organizations have always had some form of information
system to help them record, process, store, retrieve, and present information about their operations.

At all sector levels, the greatest need remains the establishment of continuous information systems
that enable the recovery of patient-oriented, problem-oriented, and procedure-oriented data. It has
been only in the last twenty-five years that organizations have come to realize that information is a
most valuable asset — the quality of managerial decision making, which depends on their success in
a very competitive world market, is directly related to the quality of the information available to their
managers.
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This realization has been gradually forcing organizations to perceive information systems in a
different light, more as decision-support tools than as mere registry of past activities. hformation
systems are, accordingly, gradually moving out of the "back room" to which they have for so long
been relegated and into the "front office" of executive suites.

Information, and the technology used to support its acquisition, processing, storage, retrieval, and
dissemination, have, as a consequence, acquired strategic importance within organizations, ceasing
to be elements that had to do only with operational and administrative support. The ultimate goal of
computerized information systems is to improve the way we work, by increasing efficiency, quality of
data, and access to stored information.

The technological basis of automated information systems is the computer program — the application
software — that enables us to achieve that goal. Application, in broader terms, is defined as the use
of systems resources (equipment, computer programs, procedures, and routines) for a particular
purpose or in a special way to provide the information required by an organization. All hardware and
operating systems, however, are worthless without properly designed and written programs that
address and answer, as completely as possible, the requirements of users.

Figure 1. Data, Information, and Knowledge Relationships
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The role of information systems is to capture, transform, and maintain three levels of facts: raw data,
processed data, and knowledge. Processed data, traditionally referred to as information, conveys
intelligence about a particular topic. Knowledge represents an intellectual construct of a higher order,
where evidence and information from various fields and sources are linked, validated, and correlated
to established scientific truths and thus becoming a generally accepted body of wisdom. We could
say that information is data in context and knowledge is information in context (Figure 1).

A.1.2. The Process of Setting Up Information Systems

Development and implementation of information systems is seen by many decision makers as a
paradoxical mixture of opportunities to harness modern solutions and gain new technology and, at the
same time, an intimidating situation, as they become aware of the limitations of their own
understanding and knowledge of the variety and complexity of issues brought forth by IS&T. From the
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identification of the simple essential steps through to reference material on many technical details
there is a wealth of available published materials to assist in those processes.

Fundamental to the understanding of the process of setting up IS&T is the concept of added value —
all participants must get out of an information system at least as much as they put in, as well as the
system — it must generate benefits greater than its own cost, otherwise the system by definition
becomes a burden. Information systems are almost totally dependent upon the staff who provide and
record the information, yet these are usually the lowest valued and least involved. If this fact is not
recognized and benefits realized for these contributors, there is a high probability of building
inaccuracy, instability, and future failure into any information system. Good practice and positive
guidelines do exist and some are reproduced in this Guide, along with lists of positive learning points
as well as warnings of hazards to avoid.

A.1.2.1. The Process

Figure 2. Dynamics of the Process of Developing and Operating IS&T
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The nine components (Figure 2) involved in developing, deploying, and operating IS&T are:

Plan

Prepare

Procure

Test

Implement
Operate

Maintain

Measure Success
Improve

There follows a brief description of each of the first three components (Plan, Prepare, and Procure),
which are pertinent to the initial phase of systems development. They will be discussed in detail
throughout this document.

Component 1. PLAN

[a] Define knowledge needs
- define information outputs
- define data needs and sources
[b] Define scope of the project
- is it too large?
- is it feasible?
[c] Understand legacy information systems — electronic or not
[d] Do cost/benefit analysis (business case)
[e] Identify Resources
[fl Do process analysis
[0] Identify appropriate technical experts
[h] Define users
[i] Define indicators of success
[i Ensure top level commitment
[k] Define project management methodology
- all viewpoints
* business
* technical
- user
[l] Identify Change Agent
- is there someone with the SKILLS internally or externally?
* respected
» knowledgeable
* energetic
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Component 2. PREPARE

[a] Design new/refined processes (if required)

[b] Designate project director

[c] Define functionalities required

[d] Identify training needs (immediate and continuing)
- IT staff
- operations staff

Component 3. PROCURE

[a] Write RFP specifications
- technology
- capabilities
- training
- accountabilities (both parties)
- maintenance needs
- project management responsibilities
« vendor
* purchaser
* guarantees, etc.
[b] Prepare negotiation strategy - "buy", don't be "sold"
[c] Prepare proposal evaluation and selection process
[d] Identify possible vendors
- advertise
[e] Distribute RFP
[f] Short list responses
[0] Demonstrations on site - define expectations
[h] Select according to predefined process
- ensure decision is defensible
[ Manage unsuccessful vendors
[i1 Write contract

A.1.2.2. Standards — the Principal Strategic Issue

The most important strategic issue in information systems is standards. Data processing, technical,
and electronic standards are essential if equipment is to be able to interconnect. Data definitions and
terminologies will be essential if health professionals are to communicate. Specific technical
components such as the recording and transmission of images have their own international
standards. And in the country-specific setting, the requirements for statistical and other analyses to
be passed upwards to support informed decision making must be compatible and follow specific
standard definitions.
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This Guide gives a wide range of references to international standards, enabling local decision
makers to draw directly upon best international practice. Failure to adhere to open technical
standards will result in isolated "islands of automation"; failure to adopt data and terminological
standards will result in "islands of information”. Only compliance with recognized standards, which are
too complex for local development, will ensure an integrated information system.

A.1.2.3. Cost-Benefit Analysis

The only justification for any information system, or particular component, is that the benefits justify
the costs. Those benefits must be identified, being justified not only in monetary terms but also
considering improvement of access, quality of care, better return of resource utilization, better clinical
end results, user satisfaction, and improvement of the overall community health status.

There may be more than one way of meeting an information need; there will almost certainly be
competing calls for application of information system development funds; and there will certainly be
other competing demands such as for diagnostic equipment or increased pharmaceutical supplies.
Given limited and finite resources, the right decisions can be reached only by appraising the
alternative options to see which gives most added value, as well as being affordable within budget.

A.1.2.4. Incremental Development

Rarely can one develop a complete Information System in less than two years. Even in the most
industrialized countries, where fully integrated electronic patient record systems are appropriate in
very large hospitals, attempts to specify and implement major systems in one exercise have been
fraught with difficulties and have often gone seriously over budget. A stepped approach, adding
compatible components in a phased basis, has major attractions.

A.1.2.5. Stakeholder Support

Obtaining the support of key stakeholders and their interests is essential. Good and bad experiences
abound; Canada has considered it worthwhile to invest heavily in identifying local views and obtaining
stakeholder support — by contrast, the Department of Health in England minimized this step, which
led to mistrust of some of the perceived objectives and technical standards of the strategy and
consequent definition of requirements and project implementation delays. Key amongst stakeholders
are staff, whose understanding and commitment are essential to information system success,
commencing with the data recording process. In the U.S. a high failure rate of technically sound
medical information systems has been identified due to user or staff resistance. Systems must
therefore be defined, then procured or developed, using organizational methods that are openly
focussed on all user needs.
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A.1.2.6. Security and Confidentiality

Given the very sensitive nature of health care information, and the high degree of reliance by health
professionals in particular on reliable records, security and confidentiality must be seen to be clearly
and effectively addressed. Security relates to the physical safety of information, including protection
against accidental loss as well as against unauthorized alteration. Confidentiality relates to ensuring
that only persons with a clinical responsibility see patient-specific information. At the same time, the
regulations and technical standards developed must be realistic in terms of recognizing the realities of
health care delivery.

A.1.2.7. Education and Training

The importance of education and training cannot be overemphasized. Education relates to change in
professional practice, as information systems often give opportunity to work in a new and more
appropriate manner. This can apply as much to finance staff, maintenance staff, and pharmacists as
it can to clinical health professionals, and the education in new ways of healthcare practice must be
undertaken through professional channels. Training, on the other hand, is specifically related to the
information system itself, for which all staff must be trained on how to use the equipment, how to
enter data, and how to get out appropriate analyses. Training in particular must be ongoing, both to
give update training as staff become more familiar with the system and wish to make better use of the
functionality, and also to ensure that new staff are trained in information system use as part of their
induction training.

A.1.2.8. Project Management

Information systems projects are notorious for running over-time, and over-budget, yet often still
failing to deliver all the specified functions satisfactorily. This could be largely avoided by effective
project management, including planning, quality assurance, and resource management components.
Obtaining an effective system is not simply a process of competitive tendering, local development, or
acceptance of an externally funded donated system. The procurement process should be planned
and structured, in order to match the solution to the need and circumstances. This in turn needs a
systematic approach to defining the requirements and the available resources, including running
costs and staff availability.

A.1.2.9. Ongoing Evaluation and Development

Information systems must never become static, or they lose their value. The context in which they
operate, the clinical patterns they support, and the policy environment will all change, and therefore
so must the information systems. Additionally, the development and progressive roll-out of new
technical infrastructures means that new opportunities will also arise, which should be exploited when
cost-benefit analysis shows this to be justified. Scientific evidence from formal evaluations should be
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sought for any health information technology application. Equally important, and more within the
control and responsibility of the operational implementing organization, is ensuring that information
systems are evaluated and adjusted in the light of how they are perceived, and how they change
practice within the organization, and ultimately change the organization itself. Evaluation of the use
and effects within the organization should therefore start from the time of implementation, using
structured approaches.

Beginning Automation: A Case Study

Background

A hospital of 120 beds, located in a major city, decided to automate information. At the time,
the hospital had two desktop computers and three laptops, and only a few of their personnel
knew how to use a computer to perform basic tasks. The administration was willing to make
another effort to create a network to automate all the information. It is important to mention
that the same administration had tried to develop systems in the past few years, but the
vendors had provided solutions that led to poor results, creating a very skeptical environment
for any new companies trying to offer products or services.

The Plan

Needs assessment is performed and creation of a three-year project is suggested to the
administration, following priorities and budget limitations:

1. First-year objectives were to buy some workstations, start training personnel, and to
develop a Human Resources/Personnel and a Financial-Billing module.

2. Second year, start installing a network and initiate the development of an Admission
module and Medical Inventory.

3. During the third year, integration of all the modules and completion of training all the
necessary personnel.

Results

The first year of the plan started on schedule, equipment was bought, training was provided and
requirements were gathered for the HR/Personnel and Financial-Billing modules.
Development of the modules started slowly due to the lack of experience of some engineers,
and precious time was lost setting standards and getting everyone at the same level. Modules
were implemented on schedule.

continues next page...
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In the second year there were problems with the budget, several months were lost, and
installation of the network was left behind. The Admission and Medical Inventory
modules were developed and implemented. By the end of this year, people were getting
tired and the interest from management and employees was very low.

Training was provided for the new modules but problems persisted because employees
were expecting that the modules would make work easier and not so much detalil
oriented and complex. Also, duplication of data and concomitant added effort to record
data was being questioned by some employees.

At the beginning of the third year, problems with the quality of data started to appear.
Employees were careless about data entry and management was getting reports with
very questionable results. Management started to question the quality of work of the
modules and the integration was postponed. A few months later the administration of
the hospital changed, and due to the questionable results of the data in the modules, no
priority and budget were assigned for the next year.

Commentary

Expectations in data automation are too high in many of our institutions. It is incredible
the amount of money and effort involved not only in development but also in
maintenance and training in corporations and governments. This amount of effort never
ends, technology is taking us into a very complex environment where only the people
with a realistic, systematic, and objective-oriented vision will accomplish the goals and
expected results proposed for IS&T implementation.

Lessons Learned

= Vendors will provide anything to anyone. Selection of vendors should be done using
a very objective evaluation, and by getting professional help to make your selection
a successful one. Poor design in computer systems creates future complex
automation problems.

= Full commitment from management is indispensable, and integration of employees
into the automation process will make for better acceptance of new working
procedures, due to a better understanding of the institution goals, while automation
will be accepted as a normal process of institutional development.

= Consistency in every automation process is necessary to guarantee good data and
analysis information.
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A.2. Infrastructure for Health Services Information
Systems and Technology (IS&T)

The future of Information Technology (IT) as a whole could not be brighter, particularly as it concerns
health services and its users, patients, and other constituents. Virtually every category of IT is
experiencing progress that promises to bring powerful processing and problem solving to the industry.
New technologies are emerging and rapidly maturing, in some cases even faster than users can
absorb and integrate them. Developments in technology are divided into the categories of hardware,
software, and systems architecture.

A.2.1. Hardware and Software

The ongoing improvements in hardware technology — the oldest element of computing — show no
signs of letting up. Computer hardware consists of these main components:

Processors - The logic and arithmetic units of computers will continue to see strong
advances. In fact, the physics of silicon and circuitry promise to yield an additional 100-fold
increase in processor speed and power before reaching the natural barrier of the individual
atom as a unit of data storage. Recent breakthroughs in the semiconductor industry involve
the use of higher performance copper chips in integrated circuits. This could increase
processor speed and power by an order of magnitude over the aluminum wiring traditionally
used in chip manufacturing. In health services IS&T this means faster processing for less
cost for all applications, but particularly for such data-intensive functions such as patient chart
access and update, image retrieval and manipulation, and chronological retrieval of clinical
laboratory data. It also means improved workstations for both healthcare providers and
administrators, available at lower cost for dispersal over the enterprise.

Storage - Research and development in files has been no less dramatic, producing
unprecedented advances in capacity, performance, and price. Already on the market are
hard disk drives that can store a billion characters on a square inch, with additional three-fold
increases in the laboratories. Also, new 3% inch devices are now available which allow
storage of over 13 gigabytes of data on 10,000 RPM drives with average seek times of 6.3
milliseconds. In addition, optical storage has been rapidly developing in all key aspects.
Traditional tape storage systems have also continued to see improvements. All of these
devices have enjoyed better engineering, with fewer moving parts, higher reliability, and less
energy consumption. For health services IS&T this means faster, better, more reliable
storage media for the very large files required by the large, integrated health services
organizations seeking to provide the continuum of care. It also means improved capacity for
the enormous amounts of data generated, for example, by radiographic images, and for the
massive data mining requirements generated by outcomes research and clinical studies.

Displays - The trend in video display technology is toward larger, thinner screens, higher
resolution, better use of color, and improved price/performance. There are now available a
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number of models thin enough to fit onto a wall, and which display thousands of color
combinations. On the other end of the spectrum, very small hand-held devices are available
inexpensively. While limited in their ability to deliver large amounts of data, they provide easy,
quick, portable access to many kinds of information. All these improvements are required for
health services IS&T, since high-quality, low-cost displays are needed to present the data-
rich information commonly found in the clinical setting. These include charts and graphs such
as ICU flow sheets and ECG waveforms, and radiographic images requiring very high
resolution. Display screens must be thin and compact enough for mounting in limited-space
environments such as inpatient rooms. They must be inexpensive enough to station at all
relevant points of care, not only inpatient rooms, but also outpatient clinic treatment rooms
and care givers’ offices and homes.

Multimedia - This is a catchall category for the efforts to integrate data, text, voice, and full-
motion video. It is also perhaps the most visible and popular point of interest in the industry at
present. While still emerging and relatively expensive, multimedia has promise for providing
integrated information. This is good news for health services IS&T, since the industry has
excellent application potential for this technology. A typical use of multimedia might be to
present a full-motion video of a patient’s beating heart, alongside an ECG wave form moving
in conjunction with the video, together with data from laboratory results, problem lists, and
demographics, all accompanied by a voice playback of the cardiologist's assessment and
diagnosis.

Personal Identification Devices - Technology of all types continues to improve. Magnetic-
stripe badge readers have been in use for some time, and will continue to play a large part of
many systems. They currently enable employee identification and controlled access. The
development of denser data storage in badges heralds the advent of the so-called “chip card
or smart card”, in which a patient will be able to carry a credit card that contains coded clinical
data (allergies, problems, medications, physicians, etc.), demographics, and coverage data.
Other technologies include fingerprint recognition devices, which are already replacing
magnetic-stripe readers for employee identification and controlled access, and newly
emerging retina scanners, which promise even more speed, accuracy, and ease of use.

Bandwidth Technology - Communications technology will grow the size and speed of data
transmission, especially over fiberoptic cable, microwave links, and satellites. This is
especially important to healthcare since much clinical data, such as radiographic images,
consists of very large packages. A typical mammogram, for instance, requires 64 megabytes
for storage. Compression technologies may reduce the file size and improve transmission
rates.

Connectivity Equipment - An entire business segment has sprung up around the requirement
to link together different portions of a network. Hubs, routers, and their kin are now integral
parts of a powerful communications system that supports the health services enterprise of
today and tomorrow.

Other Input/Output Devices - Traditional hardware systems for data entry and output will also
see improvement, albeit not as dramatically as those in the other categories. Printers and fax
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machines will continue to become more compact, quieter, and less expensive while printing
faster, in a broader range of colors. This has direct application in sending rich patient data to
healthcare providers and administrative offices located remotely. Relatively new devices like
scanners will experience the same improvements, enabling the capture and transmission of
clinical and administrative data across and between enterprises.

Just as important as hardware to the utilization of information technology is the progress in software.
In this respect health services IS&T is very much like other industries, which depend on a variety of
programs to perform the industry-specific tasks that give computers their value. While there are many
types of software for many functions, we have chosen to list the ones pertinent to the health services
industry, as follows:

Software Languages - Although the progress in software language development has not
equaled that of hardware, advances have nonetheless been steady and sure. Recent times
have seen new languages and techniques designed to exploit new hardware and networking
technology. Other types of software enable programmers to “paint” screens with data from
other applications and databases. Health services IS&T benefits from progress in software
language development by acquiring applications sooner, that run faster, over a variety of
computing environments. These applications are just in time to support the explosion in
application development brought about by the changes in healthcare described in Chapter 5.

Systems Software - While the development of mainframe operating systems has proceeded
quietly but steadily over the years, there have been quantum leaps in systems software for
workstations, client/server systems, and devices. In particular, personal computer multi-
tasking, multi-programming operating systems have enjoyed tremendous growth, as have
graphical user interfaces (GUI). The significance of software to health services IS&T is
paramount, since these capabilities are necessary to permit healthcare providers an easy
and powerful use of workstations for patient-centric work.

Software Enablers - Recent years have seen significant growth in software that logically
operates between the systems software and the application layer. They include database
management systems, security systems, interface engines, messaging systems, and a
variety of software generally known as “middleware”, to name the most prominent. Health
services IS&T requires the latest in this technology to enable complex processing to take
place without the IS&T staff having to concern itself with development and maintenance of
complex, system-wide functions.

Communications Software - This category includes network programming like Ethernet,
Token Ring, ATM (Asynchronous Transfer Mode), and other software designed to manage
the flow of data along communication lines. In addition, we have elected to include in this
category most of the software developed for the Internet, such as hypertext markup language
(HTML), web browsers, and other programs for connectivity. These are vital to health
services IS&T as the industry joins others in the leap to electronic commerce.

Application Software - Nowhere, however, is there more focus and excitement than in
application software development. This is understandable, since this is the primary emphasis
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of the user; and the user — the health services administrator or healthcare provider — is now
involved in IS&T as never before. The new emphasis on the Computer-based Patient Record
has seen application development expand to include not only the traditional billing and
accounting functions but also clinical applications for clinical users. The new emphasis on
Healthcare Networks has seen new applications for linking the traditional payer and provider
functions into a single network. Whole new types of applications have arisen, such as speech
recognition, with programs written to handle domain-specific vocabularies such as radiology
and pathology.

Table 1 summarizes the hardware and software developments, some key examples, and their chief
applicability to the health services industry:

Table 1. Software and Hardware Developments

Computer Hardware

Applicability to Health

!

Processors Data-rich clinical functions I

Storage Longitudinal medical records |

Displays Ubiquitous placement, intuitive presentation 01
many clinical data types

Multimedia Single-point presentation of multiple patient data}

types; distance learning

Personal Identification Devices

Employee identification, patient “smart card”

Bandwidth

Longitudinal medical record transmission

Connectivity Equipment

Transmission of high-volume patient data

Other Input/Output Devices

Transmission of patient data to clinical points off
care

Computer Software

Applicability to Health

Software Languages

Faster development of software for a rapidly
changing industry

Systems Software

Easier presentation of data to healthcare providers

Software Enablers

Health services |IS&T developers focus on
applications I

Application Software

New applications improve the value of health
services IS&T to the healthcare process

Communications Software

Construction of Healthcare Networks |

A.2.2. Systems Architecture

Systems architecture goes beyond hardware and software, including additional components and
factors that blend into the IS&T design process. The best analogy is that of a blueprint for an IS&T
system. The blueprint takes into account key elements such as networking infrastructure, connectivity
and communications. Standards loom large in importance when considering architecture. There are
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many features that could fall into the category of systems architecture. This document focuses on two
with particular application to the health services industry: open systems and network computing.

Designing the right systems architecture for a health services institution is likely to be the most
important technical step. From an information technology perspective, systems architecture serves
the same purpose as a blueprint when applied to the construction of a physical building. The blueprint
defines the end point, what the building will look like when completed, and what standards are to be
applied during construction. Once you have an agreed-to blueprint, you can begin building with the
confidence that the completed solution will all fit together. The same is true for the design of a health
services IS&T solution. One could broaden the building metaphor even further in the context of health
services IS&T:

Think of an IT architecture in terms of planning a city rather than just building a
house. Architecture provides building codes that limit near-term design options for the
sake of the community, but these codes do not tell individuals what kind of buildings
they need. Like building codes, an IT architecture should consist of a set of
standards, guidelines, and statements of direction that permit step-by-step business-
driven implementation without sacrificing integration.

When an organization picks a proprietary system the vendor automatically chooses the architecture.
Indeed, many institutions, particularly smaller ones, choose proprietary systems because they do not
want to focus resources on questions of systems architecture definitions. Nevertheless, since the
overwhelming emphasis in today’s IS&T environment is on open systems, and since an open system
usually requires more up-front planning, institutions that aspire to open architectures will want to outfit
themselves with detailed technical information on the subject. Here again, there is a considerable
amount of easily accessible publications, but an overview of open systems selection criteria is in
order.

Detailed pros and cons of open versus proprietary systems will be highlighted later, but here it
suffices to say that a well-defined open systems architecture, in combination with a good health
services business strategy, offers the following advantages:
It enables sharing of resources, a critical role in evolving health services institutions today.
The linkage between the institution and technical strategies enables better decision making,
by clearly identifying key business issues and demonstrating linkages between the business

strategy and the IS&T strategy.

Having a defined set of standards allows users to assemble the necessary modules more
quickly and take advantage of market opportunities as they appear.

It offers support for transparent end user access to system resources (single log-on and
security, for example).

Common services (reusable building blocks) can help reduce future maintenance costs.
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It can simplify systems administration and reduce costs through use of common distribution
and communication services.

The transparent access to resources helps application developers in deployment of new
solutions.

Using a technical architecture helps eliminate potential technology integration issues in the
future.

A technical architecture clearly defines the technologies for the organization, which allow
development of competencies in selected areas.

A.2.2.1. Open Versus Proprietary Systems

Information systems were initially introduced with software components — including operating
systems, enablers, and even some languages — that were proprietary to the vendor. Indeed, there
are many health services information systems still on the market that are proprietary. Generally, the
terms “proprietary” and “closed” are used interchangeably in this discussion, to mean system
characteristics kept from the public domain by the vendor.

An analogy lies in the area of stereo components. In the 1960’s, manufacturers of stereo equipment
agreed to make most of their component parts interchangeable by making the connections standard,
so one vendor's speakers would connect to another vendor’s tuner, etc. Nowadays the trend is
actually reversed, with manufacturers building whole systems, including tuners, speakers, amplifiers,
tape and CD decks all connected together — a closed or proprietary system.

That proprietary systems in the health services IS&T arena still enjoy continued success due to some
very tangible assets of proprietary systems that are discussed in the next section. However, the
worldwide trend is inexorably toward open systems that utilize recognized standards.

The current and most accepted definition of open systems is an environment that implements
sufficient open specifications for interfaces, services, and supporting data formats to enable all
properly written applications to do the following:

Allow porting with no changes or minimal changes across a variety of hardware architectures

Inter-operate with applications on both local and remote systems having various architectures

Interact with users in a common manner that allows user skills to transfer easily among
different hardware architectures

Open specifications are public specifications maintained by an open, public consensus process. They
usually contain international standards as they are adopted. They can also contain specifications
developed by private companies or consortia when maintenance of the specification is transferred to
some public consensus or control process.
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There are many influences to help drive the open systems environment. These influences fall into
four major categories:

De Facto Standards - A de facto standard is a specification that is widely implemented and
used. De facto standards can be either open or proprietary. The public can generally obtain
the specification for an open-system de facto standard. There is a process for the public to
control the future content of the specification. Microsoft Windows and Systems Network
Architecture (SNA) from IBM are examples of proprietary de facto standards. An example of
an open de facto standard would be the Hypertext Markup Language (HTML), used for
presenting information on the Internet.

De Jure Standards - De jure standards are produced by a group with legal status, such as
sanctions by a government body or by a recognized international organization. To create the
standard, the de jure group must follow an open process that allows anyone to participate in
forming a consensus. This consensus building process is the longest of all the open systems
processes. The World Health Organization International Classification of Diseases (ICD) is
an example of de Jure Standards.

Consortia - Since 1988, many open systems consortia have formed. Consortia are usually
not-for-profit organizations funded by members with a common interest in defining some
aspect of the open systems environment. Consortia often incorporate existing de facto and
de jure standards; they then address other user needs with an open process. In this process,
members define profiles and standards for areas that have no de facto or de jure standards.
Health Level 7 (HL7), for instance, is a prime example for healthcare provider data message
format standards.

Technology Providers - Technology providers actually produce a usable technology (source
code) for an open systems environment, incorporating existing de facto, de jure, and other
consortia specifications.

The pros and cons of open and proprietary systems are captured in Table 2, where the checkmark
denotes the type of system generally acknowledged to have the advantage. In considering the
acquisition of a health services information system, the decision of whether to purchase an open
system, a vendor proprietary system, or something in-between is often difficult. The fast-moving world
of health services IS&T demands the versatility of the “plug and play” environment of open systems. It
is, however, impossible to say unequivocally that all health services IS&T systems should be open.

The advantages enjoyed by users of proprietary systems are substantial enough to require at least a
comparison of relative strengths and weaknesses. Technology — in the form of faster and less
expensive hardware and software, combined with widening standards development and acceptance
— will with great probability result in predominately open systems in the future.
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Table 2. Open Versus Proprietary Systems

CHARACTERISTIC PROPRIETARY| OPEN
SYSTEMS |SYSTEMS

Best performance

||Fewest interfaces

||Lowest maintenance

O10{010

||Fewest number of vendors

||Easier to answer user requirements

||Least reliance on a single vendor

||\Nidest choice of applications / technologies

||Fastest time to application development

O O O O7 Oj

||Ease and speed of growth

Open systems have the benefit of being attractive for institutional top management. As in the stereo
analogy, managers can make strategic decisions without worrying about whether a particular health
services IS&T vendor can supply the needed computer-related solution. Moreover, reliance on a
single vendor carries increased risk in today’s fast-moving environment. Recent industry events have
seen some vendors pass out of existence overnight, as a result of faulty planning, poor product
performance, or acquisition. Open systems provide the opportunity to spread the risk among several
strong players. These issues are further detailed in the section below regarding selection of systems
architecture.

There is no question that the trend in IS&T is to open systems. The majority of IS&T suppliers have
demonstrated tangible commitment to openness by bringing new technology to market with a wide
spectrum of open features and adherence, in one degree or another, to open standards. The
standards are what make open systems possible. The subject of standards in the health services
industry is involved and important enough to warrant its own section, later in this document.

The software industry is also approaching a new paradigm: the industry of software components. This
new approach depends on the ability of transportable and reusable components to communicate with
each other according to standardized interfaces. The Object Management Group (OMG) is a large
consortium of individuals, companies, and developers with the mission of developing such standards.
The specification is described by CORBA (Common Object Request Broker Architecture), which is
expected to allow the development of pieces of software that can be easily expanded and replaced
without jeopardizing the whole application.
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A.2.2.2. Network Computing

The second major architectural trend is toward network computing. In fact, there is arguably no more
prominent topic in IS&T architecture today. The term is distinct from “Healthcare Networks” to be
described later in A.3.1.3. Healthcare Networks is an organization and application concept, while
network computing is an IS&T implementation. Network computing in the IS&T sense enables
Healthcare Networks. A subtle feature of the term “network computing” is that it is frequently used
interchangeably with “the Internet.” This is because the Internet has grown so large and so visible as
an example of network computing. While networks have been in common use in health services for
over ten years, the Internet has seen its explosive growth over just the last few years. This document
uses the terms network computing and the Internet interchangeably.

The move to network computing represents an evolution to a form of computing that has the power to
significantly alter the business process itself. It is a combination and extension of other forms of
computing — centralized, distributed, and personal computer oriented. In network computing,
applications and data reside in the network, allowing, as we have already seen, health services
enterprises to merge into large, vertical and horizontal organizations that share comprehensive
information to provide the continuum of care. The continuous movement toward network computing
raises the demands placed on applications. The World Wide Web is a network computing application
that works with almost any workstation. This aspect alone has huge significance for health services
IS&T, since it means that many networked health services institutions can enjoy the benefits of
integrated systems and applications using inexpensive terminals and workstations.

Thousands of graphics are transmitted daily over the Web to millions of users worldwide, many of
them in health services and many of them in Latin America and the Caribbean. Some have a smaller
number of users but require extensive network resources, such as the Intranet, which is an Internet
that limits access to a selected group of people or resources and uses the same communication
protocols as the Internet. Wider use of applications and their increasing use of graphic and
multimedia content are driving the need for more bandwidth. And, because bandwidth can be costly,
efficiency is critical. The most striking example of network computing is the estimate that by 2000,
more than 150 million people in more than 100 countries will have connected to the Internet. The
number of users increases by 1 million each month, and 60 percent of the users are business people
(Figure 3). In 1997, about 15% of the U.S. population used electronic mail and 12.8 million
households had E-mail connectivity. Over 100,000 companies were conducting business worldwide
using the World Wide Web and over 15,000 business concerns were listed in the Commercial Sites
Index — and, on average, 73 new entries were being added daily. By the end of the next decade it
is expected to be upwards of 800 million users on the Internet, over 1 million networks, and over $1
trillion per year in Internet-based transactions.

Much has been said about the impact of computers and the Internet on society. The question remains
if we really will transform society through the use of computers and the Internet. Certainly the
potential is there, but it will be realized only if we can get access in the hands of everyone.
Otherwise, we are not likely to see the much-heralded revolutionary changes expected from the
generalized use of the Internet resources. We still will have the schisms and chasms in society where
there will be sectors of society in which people are able to partake of the wonderful riches online
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while, at the same time, other groups are effectively excluded. Effective change will require getting
entire countries — especially developing countries and societies — online.

Figure 3. The Growth of the Internet
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Without network computing, Healthcare Networks would not be possible and network computing
promises exciting functionality and a whole new world of features and capabilities.

A quick summary of network computing requirements includes:
Network Provider - These are organizations that provide integration, management, and
delivery of networked applications. They typically offer a range of multi-protocol requirements,

EDI (Electronic Data Interchange) transmission, and network speed.

Network Application Services - These include the functional applications such as patient
registration, master patient indexes, professional communication, and many others.

Professional Services - Networks usually require significant up-front consulting for systems
design and planning, customization of education and training for users, and services for

network management.

Network Enabling Products - Networks require special languages and tools, web servers and
clients, various gateways, and network systems management programs.
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Servers - Servers are the computers, both the hardware and the operating system
environment that will act as the central hub of the network.

Security - The network is the logical place to install the health services enterprise’s security
system and all its components. Since this topic is so important to the health services industry,
it is included in a separate section.

As with systems architectural considerations, health institutions must understand and plan for their
respective regional idiosyncrasies. From the community level to the institutional level, networks
depend on individual members for success. Proper interregional planning by all affected members is
necessary for networks to achieve their promise.

A.2.3. Human Resource Infrastructure

The key to success in the implementation of information systems of any kind is the existence of a
skilled and motivated workforce with competence in the use of information. Considering the
requirements for technical (systems and programming) expertise and, above all, of specialized
professional management, an assessment must be made of the number, level of experience, and
balance of skills required. Especially in less developed countries, the identification and recruitment of
competent professionals and difficulties with staff retention may be a major hindrance to systems
development and operation.

The existence of an appropriate behavioral and institutional infrastructure implies that a framework
must exist to allow information to be used in a way that encourages individuals to work towards the
overall objectives of the organization. Unless such an appropriate framework is in place, information
cannot be translated into action. It should include:

Clearly defined responsibility and accountability structure,
Setting of objectives and targets for individuals and departments,
Mechanisms for motivating individuals and for providing feedback about their achievements,

An environment in which managers are able to take action to influence events in their areas
of responsibility.

Work patterns will have to be modified and considerable training both of line staff and management
will be required. They will have to learn to work with the new system's technology and to use the
better information available to improve decision making and the provision of health services. In
addition to these demands, there also will be a change in the role of information services. In the past,
information services have been organized entirely on a national or regional basis, but now local levels
require a defined information management function. Initially the information management function of
the organization may be invested in an existing manager but eventually an appropriate team of skilled
people will be required — the Information Systems Committee. The role of this group will be to plan,
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steer, and undertake the implementation of systems. It will also play a leading role in defining
information needs and interface with the systems professionals.

A.2.3.1. Data Management Activities

There are two key human organizational components to the successful production of data: the health
service line manager and the system manager. The line manager has a well defined responsibility for
the timeliness and accuracy of data captured by the health staff, and the system manager is
responsible for developing policies, procedures, and standards, and for monitoring activities to ensure
that these are adhered to. Both should respond directly to a formal organizational body (Information
Systems Committee or equivalent).

Line Manager Responsibilities - Line Managers must assume explicit responsibility for ensuring
that data captured in their sphere of activity are within the agreed standards of accuracy,
completeness, and timeliness. They are also responsible for appropriate staff training to carry out
their data production tasks.

Information Systems Manager Responsibilities - Information Systems Managers are to be
responsible, from the user's viewpoint, for the operation of implemented applications, whether
manual or computerized, and to serve as an intermediary for questions related to existing or
desired applications. They play key roles in:

Formulation of operational policies for systems,

Development of procedures and routines in cooperation with the systems staff (analysts
and programmers),

Responsibility for organizing and providing training,
Coordination of systems introduction or reorientation,

Setting performance targets and monitoring standards,
Supervision of the execution of procedures and routines, and

Establishing liaison with systems technical personnel and with the higher levels of the
health organization structure.

A.2.3.2. User Education and Training

The involvement in and acceptance of computerized system by staff is the most important and

challenging part of its implementation. In general, the direct care staff does not have a real
understanding of either the role or the value of information technology in medical care and health
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services administration and the effort, in terms of time, commitment, and resources needed for the
deployment of effective information systems. Even administrators may be surprisingly ill equipped to
discern such issues. Paradoxically, they all state that they are aware of the importance of information
for decision making and that there is “not enough” information.

After appropriate hands-on training, users should be able to visualize the benefits of better
information with better patient care and the many issues attendant to IS&T. A structured human
resource development program must be defined to increase awareness, to assess training needs,
and to involve the staff in all aspects of systems design and implementation with the objective of
developing an understanding of the methodologies and the technology of information systems,
without which it would be very difficult to make appropriate use of data and deployed processing
capabilities. Individuals in the organization who generate, collect, and use data and information must
be educated and trained, so they can effectively participate in the management of information.

The training support staff should be involved throughout all the nine steps of systems design and
implementation (see A.1.2.). Practical actions regarding the establishment of a human resource
development and training program include:
Ensure, as soon as possible, that those staff involved in all levels of systems implementation
and operation are identified and selected to receive appropriate training, both theoretical and

practical, in health information systems and systems technology,

Consider the issues associated with the organizational environment in which systems will be
deployed and utilized,

Develop training strategies for health information systems, which take account of the issues
associated with their development, the organizational environment in which they are
expected to operate, and the specific circumstances of the organization.

The following guidelines on training strategies for health are recommended:

Identify target groups on the basis of user functions.

Analyze expected user performance requirements associated with the new system using a
participatory model that calls upon all professional categories.

Assess training needs, including current level of comfort and skill with technologies to be
used.

Develop training programs to meet identified target groups' needs.

Establish a network of training focal points, which take account of the organization health
units’ requirements and undertakings.
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A training strategy for modern forms of information processing and analysis must cover all
those involved in healthcare and be interdisciplinary, while taking account of the specific
needs of the different functional and professional groups.

The following target groups must be considered: those who originate, collect, and supply data;
operational decision makers (direct healthcare professionals and administrators); managers,
planners, and policy makers; and information systems managers. Each organization must develop its
own strategy for initial and continuing training in health information systems, which takes into account,
on the one hand, the overall development of health information systems and, on the other hand, its
particular healthcare and market environment. Attention must be given to:

Training should take place in a multidisciplinary setting;
Advanced technological teaching tools should be used wherever practicable;
In-service training should be provided at all levels to meet day-to-day requirements;

Education and training should be closely linked to practical experience of health services to
motivate users.

Depending on the target group, great attention must be given to avoid excessive use of
jargon and complexity of concepts.

Define minimum levels of competency.

Provision of resources to support the preparation of teaching aids and to allow for the
adaptation of training material to meet the needs of target groups at various levels. The
training should include hands-on basic computer skills, application-specific training, and
individual role and functions in systems operation.

Test training programs prior to full-scale use.

The methodology used for presentation should allow for interaction of participants. Training
should be done away from distractions from the daily work environment and as close as
possible to the actual implementation. Group activities will help to reduce the tedious
development of some technical issues. Simulated situations, group or individual
presentations should be devised to determine to what extent participants achieved the level
of knowledge or mastery of skills indicated by the objectives.

Evaluate effectiveness of training programs by considering user satisfaction and feedback,
manager feedback, pre- and post-testing, audit trails, and the frequency and type of calls for
assistance during systems use.

The knowledge basis necessary to provide to trainees, in each category, must necessarily be related

to the expected competencies required for optimal performance of the non-automated and automated
systems to be developed and implemented. Besides a core knowledge requirement needed for all
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professionals of the same category, each in turn will demand training specifically oriented to their
operational needs. The concept of training modules arranged in "tracks", specifically developed and
appropriate to each professional category, is considered as the most suitable approach to the
question of diversity of training required.

Case Study
User Training

Background

The facility involved is a 250 bed regional hospital that has emergency services, an intensive
care unit, obstetrics, pediatrics, and adult medical and surgical care. The existing information
system application was a 15-year-old financial system. The system was networked with all
nursing units, supply office, and the billing office. The administration decided to implement a
new application, an Admissions, Discharge, and Transfer (ADT) system that integrated with
the financial system. The new system utilized a graphical user interface (GUI) and
introduced the mouse as an input device. The system tracked patients’ location from
admission through to discharge, providing real time status of every bed in the hospital.

Prior to implementation, the location of the patient was difficult to track because the manual
system for tracking was maintained in the Admitting office, but was not kept current as
patients moved throughout the hospital. The nursing units were supposed to call Admitting
with every patient transfer and discharge, but the calls were often late or forgotten. There
was never an accurate count of the available beds at any given time

The Plan

An ADT system had been purchased from a national vendor that has installed this system in
seven other regional hospitals.

Duration -The time frame for installation was 3 months and utilized the vendor’'s
training packet to establish the institutional training program.

Parameters - Each nursing unit, the admitting office and the administration office,
and the Emergency Room needed to have new hardware.

Expected Outputs - Every patient that was admitted to the hospital would have &
retrievable trail location and duration of stay. Additional information was also
obtained including diagnosis and care providers, providing staff with a basic history
of the patients’ admissions and diagnoses.

continues next page...
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continuation from previous page...

Clinical View

Current users of the billing system are clerical staff who track hospital charges and generate
patient billing. They have basic keyboarding skills and are comfortable with the current
billing application. They have not used any Windows-like applications or data input using &
mouse.

The clerical staffs on the nursing units and the Emergency Room have no experience with a
computer but are efficient at typing dictated reports. The professional nursing staff, a total of
10 Registered Nurses, are also users of the new ADT system. They hold supervisory and
administrative jobs.

IS&T View

Prior to the installation of the new ADT system, the hospital had a computer network that
linked the nursing units and the billing and supply office. A contract was initiated with a local
IT business to upgrade the network to all patient care units, the admitting office,
administration, and the emergency room. The training responsibilities for implementing this
new system were assigned to an IT staff member whose other responsibilities included
scheduled maintenance of the current network.

Training Needs Analysis

Identified users were surveyed, through a written questionnaire to assess their level of
experience, comfort, and skill in using computers and/or keyboards — a sample survey form
is reproduced at the end of this discussion. Survey results indicated that the billing office
clerical staff had basic keyboarding skills and were comfortable with the mainframe
application that had been in place for 15 years. None of them, however, had used the GUI
applications or mouse devices.

The clerical and professional nursing staff on the patient units were, in general, less
proficient with computers than the billing office staff. The majority had no more than basic
keyboarding skills. The survey feedback also revealed that most nursing staff were anxious
about using a computer. The following training needs were identified based on the survey
results and the vendor recommendations for skills and knowledge required for use of the
new system:

continues next page...
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continuation from previous page...

[a] Basic Computer Skills

Input devices:
- Keyboarding skills
- Use of mouse

Operating system and GUI
- Screen set-up
- Navigation

Output
- Reports for tracking, auditing
- Printing capabilities

[b] System-Specific Skills
- Purpose of ADT system
- Implications for patient care
- Responsibilities of users: clerical staff and professional staff

The training plan included provision of basic computer skill education by the IT staff member
and system-specific education based on the vendor-provided materials. Staff members were
assigned to attend one or both of the above sessions during the four-week period prior to
the system implementation date. Training sessions were offered in a centrally located
classroom away from the patient units.

During the four-week training period, approximately 75% of the identified users actually
completed the training. The remainder, although scheduled for classes appropriate to their
needs, were unable to complete the training for a variety of reasons.

Commentary

The system implementation was only partially successful. Twenty-five percent of the staff
had been unable to complete training prior to the target date, delaying implementation by
two additional weeks. This delay further complicated the process in that the staff who had
been trained early, four to six weeks prior to actual implementation, found that they forgot
some of what they had been taught before the system was in place on their unit. Early
weeks were more stressful than they needed to be because the anxiety of the users had not
been addressed.

continues next page...
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continuation from previous page...

Lessons Learned

Schedule training as close as possible to implementation. Offering training on a new
system four weeks or more before the system is available will not be sufficient.
Users will forget what they learned if they do not use the information and skills
immediately after receiving the training.

Consider super user/ train the trainer approach in order to support the staff using the
system. This can provide staff who have an interest and/or skills with computers with
a specific role in supporting the implementation of new systems. These staff
members can be given more in-depth training and can then provide one-on-one
training and/or support to the rest of the staff during the initial implementation
process. The super users can also provide ongoing support to staff and can
participate in orienting new staff as they are hired. These staff members may also
be resources to the IS&T department for other system selections and installations.

Address computer anxiety prior to training by creating introductory activities such as
e-mailing, searching the Internet, and solitaire.

Begin planning for the training as soon as the system selection has taken place.
Whenever possible, the system selection process should even consider training
issues as a part of the decision-making process. The importance of this, alone,
cannot be over-emphasized.

continues next page...
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continuation from previous page...

Model for a basic computer literacy assessment form:

Basic Computer Literacy Assessment

Please complete the following:

Date: / / Unit:

Job Title:

1. Do you own a Personal Computer (PC)? ____ Yes _____No

2. Have you ever used a Personal Computer (PC)? __ Yes ______No

3. If yes, for how many years, approximately? _____ Years

If yes, have you used any of the following applications?

Word Processing Yes No
Spreadsheet Yes No
Internet Yes No
4. Do you “surf “ the Internet? Yes No
5. On a scale of 1-5, please rate the following based on your level of comfort or
familiarity: Least Moderate Most
Computers in the workplace.............. 1 2 3 4 5
The external parts of a computer........ 1 2 3 4 5
The mouse........ccoove i 1 2 3 4 5
Windows based applications............ 1 2 3 4 5
Handling diskettes.......................... 1 2 3 4 5
The computer keyboard................... 1 2 3 4 5
Laser printers.......ccccoovvvee e veivennnan, 1 2 3 4 5
Label printers.........cocoivvii i, 1 2 3 4 5
6. Would you be interested in taking a basic computer literacy class developed to help
you be comfortable with PCs? Yes No

If yes, what days and times would be convenient for you?
Days of the week

Times
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A.2.4. Security and Confidentiality

Healthcare organizations face a great variety of security and confidentiality risks and are fully
responsible for maintaining all aspects of security and confidentiality of data and information, and the
eventual conflicts between data sharing and data security and confidentiality must be addressed early
in the process of systems procurement and development. The prudent healthcare enterprise
automating application modules will want to consider a number of system-wide security and
confidentiality implementation factors that cross application boundaries. Two factors make the subject
a preeminent concern in the healthcare industry today: the intrinsically sensitive nature of patient
data, and the growing use of network computing, particularly the Internet, for healthcare information
processing. These two items in combination have frequently made headlines in the healthcare
industry in the last few years.

Selling the importance of security to managers and developing security awareness in physicians and
administrative staff, and writing, implementing, and monitoring security policies are functions of the
systems manager working in close collaboration with the Information Systems Committee, the high
administration and the legal counsel of the organization. The terminology used in the areas of
"security"”, "safety", and "data protection” is far from uniform and frequently confusing. All issues can

be, however, grouped under four areas:
Integrity - the prevention of unauthorized modification of information,

Access - the prevention of the unauthorized entry into information resources, and

Physical protection - the protection of data and data processing equipment against intentional
or accidental damage.

Confidentiality - the prevention of unauthorized disclosure of information.

None of the issues related to systems security and confidentiality is unique to the health sector; it is,
however, the combination of some of these aspects that justifies special consideration in the case of
health information systems. Among the many characteristics of health data some are very particular:

Health information systems store identified data on the health of people, and some of the
information is highly sensitive,

Because of the team nature and frequent interdisciplinary activities in health, confidential
individual data are needed by many professionals and access control and authorization
become special problems,

Recorded individual data play an essential role in healthcare delivery and may even be

critical to the patient. Availability, even on-line, and quality of such data deserve special
attention and the balance of access and integrity control is a serious problem in these
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circumstances.

Remote access to medical records and other healthcare data is being granted to increasing
numbers of service providers, payers, controllers and clerical workers — the challenge is to
simultaneously provide required levels of access, while ensuring protection for internal
systems, confidentiality, meaningful authentication of users, and the ability to audit systems
utilization.

Patient data are important for research and the statistical analysis of groups of patients is
important for planning and improvement of medical practice and of social interest.
Confidentiality, one of the aspects of data security, includes balancing the demand for
healthcare information with patient privacy rights and the establishment of fair principles of
privacy of individual data — limits of use of health records by public health authorities, police,
and researchers.

In keeping with the growing focus on the patient as the centerpiece of medical care is the
notion of ownership of the medical record. More and more, the trend is to promote the patient
as the owner of his/her medical record data. However, the actual legal instruments to enforce
this perspective are lagging. In most countries of the Americas the healthcare institution is the
legal owner of the medical record created at that entity, just as the institution owns other
“business records” it creates. And while the majority of independent healthcare organizations,
user groups, consultants, and affiliations encourage providers, payers, and employers to
invest ownership with their constituents, the reality is mixed at the present time.

Each organization must determine the level of security and confidentiality for different categories of
information, and which access to each category of information is appropriate to the user's title and job
function. An effective way to deal with the questions of security and confidentiality includes the
following definitions:

Who has access to data or information?

Definition of data or information sets to which a particular professional has access,

Establishment of mechanisms to educate and compel (via disciplinary action) the individual
who has access to information to keep it confidential,

Rules for the release of health-related information,

Establishment of physical barriers and systems deterrents to secure data and data
processing equipment against unauthorized intrusion, corruption, disaster, theft, and
intentional or unintentional damage.

There are many features under the umbrella topic of security that bear review by the healthcare
enterprise. Security can be implemented at the hardware or software levels, and a secure remote
access architecture may combine a variety of technologies: firewalls, authentication, virtual private
networks, filters, backdoor software security flaw prevention, encryption, passwords, etc., but the
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features of security that bear directly on the confidentially and protection of electronic patient data use
fall into five basic categories:

Physical Security. Lightning, power fluctuations, flooding, fire, static electricity, and improper
environmental conditions constitute the most common problems. Theft of equipment and data
media is less common but can be disastrous. A contingency plan for disaster recovery and
backup of data and redundant equipment are the ways to deal with problems of this nature.

Authentication. This is the most basic method. It entails a user sending user identification
code, along with a password, to the network the user is interrogating. The network security
system matches the identity to the password, and “authenticates” the user in the case of a
match, or denies the user access if there is no match. Different levels of access can be
defined for the same record.

Encryption. Encryption is the method of encoding a message, a field, forms, data, or an entire
network, using alphanumeric keys to scramble the data so that only the individuals
possessing the appropriate key can decrypt and read the information. The end result is
secured data. The encryption key can be a string of digits that have a mathematical
relationship to a decryption corresponding key, so that one is used to encrypt, the other to
decrypt, or the same key can be used to encrypt and decrypt.

Digital Signature. This is an identification mark provided by the sender/composer in each
communication transaction to prove that he/she really sent the message. Digital signatures
meet the following conditions: they are impossible to fraudulently imitate, authentic, not
alterable, and not reusable. They have the potential to have greater legal authority than
handwritten signatures. This feature has clear-cut potential in the healthcare industry for
enabling electronic physician signatures.

Access Control. This is a sophisticated form of security that has wide applicability in the
healthcare industry. Access control systems work by allowing the enterprise to define a
number of roles. Examples of roles are patients, attending physicians, consulting physicians,
nurses, therapists, administrators, etc. Different roles are allowed access by to different levels
of data, beyond the simple requirement for authentication. Access control methods have
excellent potential for protection of sensitive patient data.

Within each of these categories there are many features, some subtle, some obvious (Table 3). The
healthcare enterprise automating security on a network should thoroughly investigate the specifics of
vendors supplying electronic security. However, the human factor is the weakest link in the prevention
of security and confidentiality faults in any setting. Most episodes of breach of systems security and
unauthorized access to confidential records are related to absent or poorly implemented or monitored
procedures and malicious use or damage to systems by insiders, disgruntled employees, fraudulent
or criminal activity, and espionage. Recently, security experts have been cautioning organizations to
the increasing risk of external attacks and the risks represented by downloading executables (Java
Applets, Active X) and recommend that non-trusted code should never be allowed to be executed on
the corporate network.
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Table 3. Administrative Procedures to Guard Data Integrity,
Confidentiality, and Availability

Requirement

Implementation

Certification.

Chain of trust partner agreement.
Contingency plan (all listed implementation
features must be implemented).

Applications and data criticality analysis.
Data backup plan.

Disaster recovery plan.

Emergency mode operation plan.
Testing and revision.

Formal mechanism for processing records.
Information access control (all listed
implementation features must be implemented).

Access authorization.
Access establishment.
Access modification.

Internal audit.
Personnel security (all listed implementation
features must be implemented).

Ensure supervision of maintenance personnel by
authorized, knowledgeable person.

Maintenance of record of access authorizations.
Operating, and in some cases, maintenance personnel
have proper access authorization.

Personnel clearance procedure.

Personnel security policy/procedure.

System users, including maintenance personnel, trained
in security.

Security configuration mgmt. (all listed
implementation features must be implemented).

Documentation.

Hardware/software installation & maintenance review
and testing for security features.

Inventory.

Security Testing.

Virus checking.

Security incident procedures (all listed
implementation features must be implemented).

Report procedures.

Response procedures.

Security management process (all listed implementation
features must be implemented).

Risk analysis.

Risk management.

Sanction policy.

Security policy.

Termination procedures (all listed implementation
features must be implemented).

Combination locks changed.

Removal from access lists.

Removal of user account(s).

Turn in keys, token, or cards that allow access.

Training (all listed implementation features must
be implemented)

Awareness training for all personnel.

Periodic security reminders.

User education concerning virus protection.

User education in importance of monitoring log in
success/failure, and how to report discrepancies.
User education in password management.

A recovery plan should be defined for offsetting the effects of an unpredictable disaster or data loss.

Such a contingency operation can take the form of a document that delineates the steps necessary

for recovery, including a listing of critical operations, financial or otherwise, that must be resumed

immediately and a listing of all software items (applications and data files) needed for carrying out the
organization’s critical operations. Equipment listings, vendor delivery considerations, communications
linkage specifications, and the people to contact must be also incorporated in the document.
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Government intervention and legal constraints have been introduced in many countries, especially in
Europe. A set of security recommendations was developed by the U.S. Government and directed to
the improvement of security measures in healthcare organizations.

A.2.5. Legal Issues Related to Software

A well-defined policy and guidelines regarding the acquisition, development, distribution, and support
of computer software must be conceived concerning technological, legal, social, and marketing
considerations.

Many problems exist, with potentially significant and costly legal implications, regarding the
acquisition, distribution, and utilization of software products. Among the most common issues,
mention is made of: the use of illegal copies of commercial packages; disregard of copyright issues
and ownership rights in contracting external software development; inappropriate agreement
provisions with contracted external systems developers; lack of guidelines regarding the selection,
testing, and evaluation of software products, and the lack of guidelines regarding the transference of
software products.

A.2.5.1. Some Relevant Definitions

"Source code" means the set of instructions as written by the programmer in one or more
computer languages.

"Object code" means any instruction or set of instructions in machine-executable form, also
referred to as "compiled code". Object code is generated by processing the source code with
specialized programs called compilers.

"Technical documentation" means any printed, magnetic, or optical media material containing
a detailed description of the internal organization, procedures, and sequencing of machine
operations related to one specific computer software product and should include a copy of
the source code.

"User documentation” means any standard manuals or other related materials used for user
instruction or reference in use of the licensed program.

"Licensed program" means the object code version of the program and related program user
documentation.

"Use" means copying of any portion of the licensed program from a storage unit or media into
the designated equipment and execution of the licensed program on that equipment.

"Copy-protected software” does not, as it may appear, relate to copyright regulations, but to
the existence of software or hardware solutions that make it difficult or impossible for users to
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make copies of the object code or prevent installation of the programs except for a pre-
determined number of times. There are many copy protection schemes as well as many ways
to by-pass such limitations. Much used in the past, presently very few commercial programs
still use such resources.

A.2.5.2. Trends in Software Design and Developer’s Rights

In the first-generation electric tabulators and electronic computers, the instructions ("software" or
"programs") were hard-wired by the physical connection of rows of contacts. Because of the desire to
be able to run multiple unrelated applications without the bother of rewiring the contacts every time,
removable panels with wiring were later introduced. This approach was later improved by the
introduction of the "loaded-program concept”, using removable boards with appropriately connected
cables and plugs similar to the ones utilized by early hand-operated telephone exchanges.
Subsequently, decks of punched cards, initially only used for data entry, storage, and loading, were
also employed for loading the instructions to be used by the electronic circuitry to execute a defined
set of sequential operations.

Eventually, magnetic media of varied formats (disks and tapes) and optical media (laser disks)
became the support elected for general use in the distribution of software and data storage. Up to
about a decade ago, commercial programmers relied on secrecy and on the strict enforcement of
copyright laws to ensure competitiveness of their programs. The arcane command structure of early
programming languages also provided a significant barrier for outsiders to copy or emulate such early
products.

Based on the origins of programming, patent lawyers argued that the software was just another way
of wiring up a machine. This concept deemed the duality computer-software not much different from
any other piece of equipment and thus free to be patented. By 1995 some 12,000 software patents
were been issued, and about 3,000 more awaited review. Software developers found trespassing on
other firms' intellectual property have been sued and large sums have been paid as settlement for
such litigation cases.

More recently, the trend has been to get away from patenting and move towards the implementation
of strong copyright protection and its enforcement. The concept, however, is fully valid only for what is
usually labeled as "generic" or "development" software. Such products, usually programming
languages, are employed in the development of "applications", i.e. software written in one or more of
the generic products with the object of performing a predetermined sequence of data manipulations
with a well-defined purpose. The burden of proving the occurrence of copyright infringement is much
more complex in the case of an application software product.

From the point of view of patent rights, in contrast with the generic products or development
programming languages, an application software is built out of thousands of lines of source code that
rely on standard expressions that are part and characteristic of the programming language syntax,
rules, and conventions (e.g., sort values, select the larger of two values, compare a set of variables,
write to the video monitor, or transfer to a printing device, etc.). Similarly to what happens in literature,
it is the way known ideas are expressed — not the ideas themselves — that makes a computer
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application program useful. Here, the issue becomes the protection of the intellectual production of
software developers, in a manner not dissimilar to the one afforded to writers, musicians, and movie
or video directors. Although the issue of software property rights is still very cloudy, the prevailing
view is that such a computer program is entitled to copyright "as a literary work".

Radical innovations in the way applications were developed occurred in the 80's. That decade
witnessed a confrontation between the traditional role of the Data Processing Department, as the
omnipotent master of information technology, and end-users who could, for the first time, afford to
buy their own systems, including development software, and design and write their own applications.
The growing power of desktop computers and user-oriented languages empowered the users to turn
data into information, information into decisions, and, through communication, decisions into
knowledge. However, the tools of the 80's were crude and cumbersome to use, and the deployment
of systems was limited by cost considerations, the slow learning curve, and the quality of the
applications. More recently, with the introduction of a large variety of productivity tools designed to
work in conjunction with many of the available programming languages, the property rights situation
of applications software became a great deal more complicated. Those highly efficient tools assist
programmers in the technical definition and documentation of systems and in the generation of
programs ("application generators"). They can produce code that will control everything in a program,
from the code used to drive the data-related procedures and reporting to the construction of the user
interface with all the “bells and whistles” that may be desired.

In the development of applications, the "programming without programmers" became a reality. Over
the next decade it is expected that open standards will become generalized and user interface and
programming tools will evolve to become more and more user-oriented. They will incorporate
cognitive elements such as object-oriented programming, authoring tools, extensive use of neural
networks and knowledge navigators, integration of multimedia and systems built on small, portable
code, with many layers of high-level interfaces. Object-oriented technology will allow greater freedom
to assemble skeleton routines or components into a solution that could be tailored to very specific
implementation environments.

While traditional development focused on the optimization of the application for the most efficient use
of the hardware, next-generation development software will continue to emphasize optimization
based on users' needs, even when this may require larger programs and more lines of code. The
source code of routines of different applications, generated by software development and productivity
tools utilized by different developers, will certainly have large portions that may be identical. In these
circumstances, the question of the confines of the developer's intellectual property becomes more
difficult to ascertain or justify for a specific product.

The appearance of multimedia created new, and broader, legal enforcement problems. The combined
use of a scanner, sound board, and a multimedia authoring software allow a user to incorporate a
large quantity and variety of data from the surrounding environment. It is rather improbable that
someone will end up being prosecuted for digitizing and using a "stolen" segment of music or a
scanned picture from, for instance, the National Geographic Magazine in his or her microcomputer
production, although the fact remains that the contents of virtually every book or magazine are
copyrighted, as are films, TV programs, tapes, CDs, etc.
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A.2.5.3. Ownership Rights
Software ownership and attending rights fall into two categories: proprietary and public domain.
Proprietary Software

"Proprietary software" corresponds to products, usually developed for commercial purposes,
where copyright or, more rarely, patent protection applies. Proprietary software can be distributed
through a variety of outlets: computer manufacturers, software houses, retail software
businesses, and special distribution schemes as is, for instance, the case of "shareware".

Shareware distribution gives users a chance to try software before buying it. If you try a
shareware program and continue using it, you are expected to register and pay for it. Individual
programs differ on many details — some do not need mandatory registration, while others
require it, some specify a maximum trial period. With registration, anything from the simple right
to continuing use of the software to an updated program with printed manual could be had.
Copyright laws apply to both shareware and commercial software, and the copyright holder
retains all rights, with maybe a few specific exceptions. Shareware authors are accomplished
programmers, just like commercial authors, and the programs are of comparable quality. The
main difference is in the method of distribution. The author specifically grants the right to copy
and distribute the software, either to all or to a specific group of users.

Commonly the user of a proprietary system is licensed for one or more installations of each
product. A "site license" is a relatively inexpensive way for more than one person to legally use
one copy of a program on more than one computer at a time. Site licenses are designed for
companies, offices, or workgroups where more than one person in the organization needs to use
a product. A site license does not require the acquisition of additional original installation disks.

All programs are distributed as a licensed product for use and very rarely sold to users. A
licensee understands and agrees that the source code for the licensed program and all related
documentation constitute property and trade secrets of the developer, owner of the copyright to
the licensed program, embodying substantial creative efforts which are secret, confidential, and
not generally known by the public. A licensee usually is supposed to agree that, during the term
of the corresponding license, he will hold the licensed program, including any copies and any
documentation related to it, in strict confidence and not permit any person or entity to obtain
access to it except as required for the licensee's own internal use. It is required, under the law of
most countries, that the licensee shall inform the developer promptly and in writing of any actual
or suspected unauthorized use or disclosure of the licensed programs or related documentation.

Public Domain Software
This type of product is distributed free of charge although the developer may charge the cost of
the distribution media, printing of documents, and mailing. There are a very large number of

products in this category and many specialized catalogs of public domain software are regularly
published. Many international, governmental, and non-governmental organizations have been
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instrumental in developing and distributing public domain software and the tendency has been to
have products developed with public or international resources to be considered in this category.

A.2.5.4. Understanding Software Copyright Protection

The licensee of a copyrighted product is granted a nontransferable, nonexclusive right to use an
agreed number of copies of the licensed program. In general, the licenser will deliver one copy of the
licensed program to the licensee. The licensee may make additional copies of the licensed program,
up to the number of copies licensed, provided that each copy of the program contains the developer's
copyright notice and any other proprietary legends deemed appropriate and necessary.

In general, each copy of the licensed program provided under a license may be used on only one
computer at any one time. If used on a network system, each terminal user is frequently considered
to be using a distinct copy of the licensed program whether or not he is actually using it.

It is understood, under copyright protection agreements, that the licensee shall not use, copy, rent,
lease, sell, modify, decompile, disassemble, reverse engineer, or transfer the licensed program,
except as provided in the pertinent agreement. Any such unauthorized use may result in immediate
and automatic termination of the license and eventual legal prosecution. A license is effective until
terminated unilaterally or by failure to abide by the conditions of the license agreement. The licensee
may terminate his binding agreement at any time, by destroying the licensed program and all copies
of it. In some cases, he or she may be required to notify the developers in writing and, on termination,
the licensee is supposed to erase or destroy the magnetic media containing the program and may be
bound to return part of or all materials not destroyed to the developers, together with a written
declaration that the eventual remaining materials have been indeed destroyed.

In the past, the extent of software copyrights was interpreted as protection to the source code, any
translation of the source code into another language as well as the structure, sequence, and
organization of the source code, including routines and subroutines and the order in which they are
called by the sets of instructions written by the developer. The protection of the structure and
organization of a software product is equivalent to the protection against plagiarism awarded to the
plot or ideas in a written work, even if the actual text may not be identical.

Cases have been brought to court in the U.S. and the U.K. where these matters were taken well
beyond copying the structure, sequence, and organization of the program code itself — and
copyright infringements have been found when programs do no more than exhibit close similarities at
the user level interface, even when the structure of the underlying code is completely different. The
commercial computer software industry has long been advocating that the user interface should be
entitled to copyright protection.

With the appearance and widespread utilization of application generators and other software
development aids, the question of protection of the structure, internal organization, and user interface
of programs becomes, however, very difficult to justify. Much controversy around this matter is
expected to occur in the future.
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A.2.5.5. Copyright Issues in Contracted Software Development

It has been a general understanding that in the absence of any specific assignment of ownership and
copyright to the customer, the product development work done for a customer by someone who is not
directly employed by the customer carries limitations on the contractor's ownership rights. In this
situation, the ownership and copyright rests with the developer, independent of the fact that the
developer may have given the contractor an unrestricted right of use of the developed product. Even
if the commissioned work represents just the rewriting of portions of an existing program or making
improvements, the contractor may be faced with a property claim by the developer.

Too many instances occur of contracted software development carried out without proper attention to
the above principle and organizations have found themselves, with products that they paid for,
without technical documentation or access to the source code. The caveat here is that a written
agreement, dealing specifically with copyright ownership, must always be secured before
development work is initiated.

Similarly to the situation observed with the introduction of photocopiers, which created a generalized
and mostly uncontrollable infringement of copyright regarding printed works, the ease of copying
magnetic media has facilitated the illegal reproduction of copyrighted software. It has been claimed
that in some countries 90% of generic commercial software in use consists of illegal copies.
Enforcement is a major problem and there are many who believe that copyright protection of software
products should be revised considering the realities brought forth by modern software development
tools and the prevailing attitudes and practices.

A major problem in many organizations, and potentially costly from the legal point of view, is the
rampant infringement of copyright requirements for proprietary software. This situation emulates the
also generalized illegal copying of software in private computers. Users and managers have become
too complacent with the practice and this may put their organizations in an exposed situation if the
software developers or legal owners decide to prosecute. Many episodes of legal action taken against
organizations in the U.S. and other countries should be considered as a serious warning.

A clear definition of the responsibilities of the organization and the introduction of controlling
mechanisms to deal with the problem of illegal software utilization must be addressed. It must be
clearly established that proprietary software acquired, installed, or distributed by an organization
should conform to existing legislation, and efforts should be made to enforce such regulations. The
responsibility to establish and enforce such actions should be left to the information systems manager
or, when one does not exist, to the chief executive or manager.

As a distributor of proprietary, commercial products or in the case of transference of products
developed by other organizations or individuals, the organization assumes the legal liabilities related
to improper utilization as well as the responsibilities regarding product registration and dealing directly
with the developer or supplier, if eventual problems do occur.

39



Part A - General and Institutional Framework for Development of Healthcare Information Systems

A.2.5.6. Developer’s Responsibilities

There are technical and ethical obligations of the developer or legal owner to support the user and
provide maintenance of the software for a reasonable period of time. A few pertinent points must be
stressed:

A developer, even in proprietary or commercial products, never warrants that the program is
free from coding errors. Usually programs are distributed or licensed "as is". However,
program problems reported to the developer and determined to be actual coding errors
should be corrected within a reasonable time.

The limited warranty that usually accompanies a program also does not apply to the extent
that any failure of the licensed program to perform as warranted, if the program is not used in
accordance with the user documentation or modified by any person other than authorized
personnel.

If existing, the liability of developers or suppliers for any claim or damage arising out of the
use of their products is commonly limited to direct damages which do not exceed the license
fee(s), which have been paid by the licensee for the specific product that is the subject of
such claim or damage.

It is a standard clause in agreements that no developer is liable for damages, including lost
profits, lost savings, or other incidental or consequential damages arising out of the use or
inability to use the software product in question.

In transfer or license agreements, the agreement or any rights or obligations cannot be
assigned or otherwise transferred by the licensee to other parties without prior written
consent of the developers, providers, or distributors.

Proprietary software developers maintain great secrecy of their trade products. There are, however,
many possibilities of obtaining source code from independent developers and other sources. Most
developers, even of non-commercial products, usually do not share freely the code of their
applications. In general it is not advisable that the source code and complete technical
documentation, even in the case of public domain products, should be made indiscriminately
available. The responsibilities of the developer regarding software maintenance and upgrading and
the interests of maintaining standards of data definition, programming routines, reporting, and quality
may be impaired by the proliferation of many "copy-cat" versions of the original product.

In very specific circumstances and after assurances regarding the technical qualification of the
recipient and clear definition of intended use, source code and technical documentation may be
provided to other parties with the clear understanding that the alterations will be the total
responsibility of the new owner. Although credits may be given, the changed products should be
clearly differentiated from the original ones to avoid confusion to the end-user.
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A.3. Organizational Environment and Content
Requirements for Health Promotion and
Care Information

Health promotion and care information systems and technology adopt different roles and
characteristics, depending on multiple determinants, such as: the goals pursued by the healthcare
delivery systems, particular day-to-day clinical, educational, and managerial needs, and the level of
development and integration reached by single healthcare organizations. This chapter focuses on the
variety of implementation environments at different levels of decision and action, and the content of
required information for each level of management and data aggregation.

A.3.1. Information and Healthcare Services

The importance of information in health services relates to its support to the aspects of management
and operation:

Sustaining the day-to-day operation and management of health services and healthcare
network, and support of diagnostic and therapeutic functions.

Facilitate the clinical and administrative decision making at various levels of action and
decision.

Support the monitoring and evaluation of healthcare interventions; the health status of
populations and the conditions of the environment; the production and utilization of the health
care services; and the impact attributable to the action of the health services and other
health-related interventions.

Figure 4. Functions and Information Systems in Health Services
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In health services, information systems and their associated technological infrastructure are oriented
to the support of two functional levels (Figure 4):

[a] Systems for the support to the operational and management functions:
Management of Transactions - logistics of healthcare; flow, registry, processing, and
recovery of clinical and administrative data; operation of diagnostic and therapeutic

support services.

Managerial Control - administrative operation, accounting, financing, and human and
physical resources management.

[b] Systems that utilize operational data arising from the operation of health systems and services
in support of decision functions — planning and evaluation — and for research:

Support for decision making - support for the administrative and clinical decision
making based on evidence.

Executive Systems - support to the tasks of planning, evaluation, and research.
The operational and managerial control data, isolated or in combination with other organizational data

or originating from external sources, constitute the basis of the systems for the managerial support
and for high-level decisions.

Figure 5. Integrated Components of Health Information Systems
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Three IS&T components (Figure 5) are required:

[a] Information - needs assessment, definitions of data, production of information (flow;
processing; analysis, products or outputs), and adequate contents;

[b] Management and organizational - including pertinent resources that are necessary for the
implementation and operation of applications (organizational infrastructure); and

[c] Technological infrastructure - processing and communication.

The operationalization of the three components is achieved in a different manner in each
implementation environment, in accordance with the characteristics, needs, and local resources.
When we colloquially speak about “information systems”, actually we refer to the integration of the
three aspects described above: systems as such, the management of the information function in the
organization, and the technological infrastructure for data capture, processing, and communication.
This concept orients the functional and strategic perspective of the present document.

A.3.1.1. Health Services as Object of Investigation and Evaluation

Information systems are strategic components of the health services and contribute to informed
action on:

planning, supervision, and control of care

evaluation and monitoring of the state of health of populations
evidence-based clinical and administrative decision making
assessment of outcomes

education and health promotion

research

A.3.1.2. Healthcare and Health Promotion Productive Processes
and Indicators

Healthcare organizations determine the particular environment for the possible purposes and
implementation strategies of information systems. This is summarized in Figure 6.

As in other commercial and industrial areas of application, information on the productive process of a
particular health service is related to input such as resources, organization, knowledge, and
technology and to outputs, such as products and effects. Monitoring and evaluation of the outputs of
the productive processes of healthcare is a useful tool, but it depends on opportune and dynamic
information generated from the capture and processing of quantitative and qualitative data. Health
services information data capture and processing are, however, extremely more challenging. The
content of information of healthcare activities being mainly obtained by ongoing measurement of
performance, fulfillment of tasks, and quality of the process, deals with the delivery of heterogeneous
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and complex health products and services. The goals of healthcare being well beyond simple outputs
(products and services) involve outcomes and effects, on individual and group health, which are of
difficult measurement.

Figure 6. The Organizational Health Promotion and Care Environment of
Information Systems and Technology
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As an illustration of the issues involved, the quantity of vaccine applications is the routine measurable
output of an immunization drive, but the number of vaccinated individuals who were effectively
immunized, i.e., acquired an appropriate level of antibodies and the concomitant reduction of
infections, should be the real measurable effect (outcome) of the initiative. Further difficulties in
establishing measurable outputs are related to the fact that there are outcome measurements of
quality of care and health promotion that involve judgmental criteria. Satisfaction of users,
understanding of drug utilization, how to prevent infirmities, perception of health improvement,
prevention of avoidable events (avoidable deaths and hospital infections), and fulfillment of quality
norms and guidelines constitute variables difficult to categorize and quantify.

The variety of implementation environments of the sector also poses many problems to information

systems developers. Information for management must be applicable to different definitions of "local”
level: primary health care centers, hospital internal productive (intermediate or final) services, and
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health care delivery networks (health services organized in a multi-centered pattern), and information
must support the different specific functions related to decision making in each level.

Different levels of care and management require distinct aggregation and display of processed data.
Health information at the “local” level uses an amalgam of detailed mixed data from patients, local
resources, and procedures, with the objective of providing more exact parameters of administrative or
clinical details, whereas aggregated data from groups of patients or institutions are many times
adequate only to the macro levels (district, region, province, state, national). Macro-level aggregated
data, with few exceptions, consist of both simple and compound collective indicators.

The overall information resulting from compound indicators, although of common use, is in general
not sufficient to provide a true vision of the reality of the health status and appropriateness of
healthcare of a population group. An example of this problem is the case of child health status, which
usually is approached through a set of indicators such as infant mortality, incidence of transmissible
diseases, and anthropometric parameters. Such a set of indicators provides just a simplistic and
incomplete knowledge of the real world.

Despite the limitations of information in representing the realities of health and healthcare, the
information needs for research, planning, and decision making justifies the use of diagnostic
approaches based on sets of simple and compound indicators.

A.3.1.3. Healthcare Networks

Healthcare delivery systems, mainly in the public sector, tend to be organized in a multilevel basis
according to technical complexity and degree of specialization. As long as referral from one level to
another is based on needs, this can provide appropriate access to primary healthcare and to more
complex technological levels of care.

Within the healthcare network model (Figure 7), primary healthcare (PHC) is the normal gate to the
system. Primary healthcare has great importance and a priority role in promotion and prevention, with
emphasis in prevention-oriented services, although it also provides simple cure-oriented services and
refers those patients that are beyond local solving capability to higher complexity levels of care,
including curative, rehabilitative, and palliative care.

Organized PHC is found more frequently in the public sector, because private healthcare tends to be
concentrated in specialties that deal with complex medical conditions, using modern and high-cost care
technologies. They are located in large cities and are mostly hospital centered. The higher organizational
care levels (secondary, tertiary) have reduced population coverage and are usually concentrated in
larger urban areas.

Complex hospitals and clinical specialties, as well as more sophisticated equipment used to support

medical specialties, are at the top level of the referral hierarchy. In this situation, the patient referral
system and coordination between levels are key issues.
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A

At the health promotion and patient care level, information supports mostly clinical and educational
actions and clinical management, based on detailed data, and local administrative management. In a
wider geographic or administrative area, such as in networked health services,
commonly used in an aggregated format, and addresses administrative management. At national
level, an information system uses different sources of aggregate data, including sources outside the
health sector, addressed mainly to macro administrative and normative roles, such as planning,
national monitoring, and control of financial flows. A national system of information involves four
areas supporting planning, management, and evaluation for national and regional, province, state, or

Figure 7. The Healthcare “Complexity/Coverage” Organized Delivery Network
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This document focuses mainly in the last area, and is concentrated on the functionalities needed for
individual health promotion and care and detailed management of physical resources. It must be
stressed that in most comprehensive multilevel information systems, data collected at the care site
and community are the necessary primary input for further construction of aggregated indicators and
variables, used by the higher organizational levels.

From the user’s perspective, the key issues related to the need for information are the determination
of the specific data requirements and the search for adequate technical answers. Some of the main
phases in the implementation of information systems and technology, addressed by clinical,
educational, and managerial needs are:

determining the need for information according to clinical, educational, and managerial
requirements

specifying of variables and indicators (aggregated measures)
defining which are the primary sources of data needed to develop the required indicators

defining how the information system is organized and how processing and delivering of
information will be accomplished

defining what information technology supporting the system is appropriate and how it will be
implemented

developing human resources for implementing and managing the system.

A.3.3. Operational and Management Support

The objective of the information system application in the operation and management of health
services considers that systems and computer technology, when designed, implemented, and
handled appropriately, contribute to reach the goals and expected results of the health system:

equitable access to services

better technical and administrative management
improvement of service and quality of individual care
support for preventive actions

facilitation of health promotion and self-care

access to knowledge bases

clinical decision making based on evidence

expansion of the opportunities for professional education

Systems in this area are oriented towards administrative and financing efficiency, emphasis on cost
control, and facilitation of reimbursement schemes; the maintenance of data inventories for shared
use by organizations and individuals; support of services with the objective of knowledge and
resource management; individual clinical care; and the support of public health interventions at both
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individual and population levels. In this area IS&T represent the principal organizational asset for
operation, planning, control, and competitiveness.

A.3.4. The Decision-Making Requirements

An ongoing feature of all Latin American and Caribbean countries, and indeed of most countries in
the world, is that of health sector reform. The realization is that centrally driven and standardized
health systems are not flexible enough to provide needs-led and appropriate healthcare to meet the
differing priorities and volumes in individual localities within any country. For purposes of information
system development two key features become challenges and opportunities in identifying the need
for information, and in deciding on the creation of information systems. These are:

Decisions will be devolved to the lowest possible level, within such policy criteria.

Many services will be outsourced on a contractual basis, including clinical as well as support
services.

A.3.4.1. Autonomy without Fragmentation

Not least in information systems, autonomy of decision making has the potential risk of fragmentation.
This cuts across the key principles of information gathering, where information from one level should
be summarized to provide the raw input for information at the next level upwards using standard
definitions. Indeed, a strategic United Kingdom policy group indicated that it was impossible to think
of any information relevant at one level that was not required in more detail at the lower level. In
information system development, this means that whilst systems must be acquired and implemented
at the local level to meet local need, this must be within an overall strategic framework devised at the
national level.

A.3.4.2. Levels of Decision-Making and Information Systems

In increasingly devolved health services, levels of organization and geographical aggregation involve
different types of decision making. They can be summarized as shown in Table 4.

Understanding these levels and types of decisions is key to identifying information needs and thus
meeting those needs. It also indicates the levels at which implementation of information systems
occurs. There is an important national role in defining a strategic framework, but implementation
within this must be at the lower levels. On occasion, there may be an important role at the regional
level either for coordination, where the smaller units see advantage in a collaborative approach, or for
pilot studies, but it is important that these are requested and supported at the devolved level.
Imposed solutions will not work effectively, but requested support can be beneficial.
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Table 4. Type of Decision and Health Services Organizational Levels

AGGREGATION LEVEL PREVAILING STRATEGIC POLICY
NATION/ REGION/PROVINCE Resource Allocation;
Secondary and Tertiary Services

OPERATIONAL UNIT Operational Management;
(Primary Care Unit; Hospital) Local Strategic Development
HEALTHCARE PROFESSIONAL Treatment Delivery
POPULATION Lifestyle and Health Behavior

A.3.4.3. Decision-Making Processes

In order to make effective health decisions a systematic approach is necessary, and this in turn will
be instrumental in identifying the information requirements. Helpfully, the discipline of public health
provides a valuable model, with the three key tasks of Assessment, Policy Development, and
Assurance of delivery and of effect. Application of this conceptual framework should help to define
the necessary information needs.

The core purpose of the process is to enable decision-makers at all levels to make appropriate
decisions about development of information systems in their settings. This process starts with
identifying the levels of decision making and needs for information, specific to the issues, which are
relevant in that setting in that country.

A.3.5. Content Requirements for Healthcare Information

The primary input data for the information system should consider the components of the health
promotion and care delivery (structure, process, and results). Several factors determine the
characteristics of the information required, planned, collected, or produced:

Specific issues to be covered related to the healthcare organization, the institutional aspects,
the process of health education and care, the population, and the environment.

Operational utilization of the information. The users, mainly those responsible for clinical,
educational, and managerial decisions, must define each specific application and utility of

information.

Options regarding the use of new data, to be generated, or use of already existing data,
either from internal or external sources.
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Level of aggregation (individual, local center, health care network, national level)

Expectations for the quality and adequacy of the resulting information. Expectations are
linked to the feasibility of collecting and producing adequate information.

A.3.5.1. Patient-Based Data

Individual data are focused in identification, administrative, and clinical data captured for each patient:
Identification: unique coded identification, name, age, gender, address
Administrative data: insurance type, insurance healthcare number

Clinically useful data: pre-existing diseases and risk status, disabilities, anthropometric
measures, diagnoses, and clinical performance tests

Healthcare process data: consultations, hospital admissions, examination procedures, clinical
procedures for treatment, clinical findings, and the patient’'s perception about the health
problem
Resources used in clinical procedures and the production of intermediate activities
Procedures and norms: clinical guidelines applicable to patients
Social health-related useful data: income, type of work, family structure, ethnicity, language
Degree of patient knowledge about the health problem, how to avoid it, the treatment and
satisfaction with healthcare: past and current individual opinions and survey results on
perceptions and experiences with healthcare delivery
A.3.5.2. Aggregated Variables and Indicators
Health and healthcare indicators are currently relevant for supporting the role of the state and the new
models of health promotion and care. Issues such as health unit autonomy, management, and
contracting for services require dynamic and opportune information in order to allow the whole health
promotion and care delivery system to operate appropriately.
Health and healthcare indicators can be categorized according to the thematic area of information to
which they are related; the healthcare dimension to be evaluated; or the health situation they intend

to represent. Some of the types of indicators currently used are:

Indicators related to health situation - such as dwelling, socioeconomic and educational
level, clean water and waste disposal, contacts with animals, etc.
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Indicators related to health needs - such as those of socioeconomic deprivation, differential
ill-health status and risk situations,

Indicators of health promotion and care delivery - from structure (resources and
organization), the process of care, and results (outputs and outcomes),

Indicators of population access, coverage, and use of healthcare - access, coverage of
resource, coverage of activities, and use of services. Some of these indicators are used for
equity analysis,

Indicators for efficiency assessments - indicators used to assess how efficiently the resource
is allocated between areas or groups of the population; indicators for cost-benefit analysis;

performance or productivity of the resource used (compared to standards for comparison),

Indicators for effectiveness assessment - related to outcomes of health interventions and
impacts in the global health status of population groups,

Indicators of quality of health education and care - related to structure and process of health
promotion and care, from the technical and scientific perspectives,

Indicators of user's and health workers' satisfaction - involving physical and human conditions
of the environment and process of care,

Indicators of social participation - degree of involvement of community groups and other
stakeholders,

Indicators of adherence to specific health programs - related to specific curative and
preventive services.

The main components involving different groups of indicators according to the different dimensions of
health promotion and care (institutional, population, socioeconomic, and geographical) that are
commonly used in the description and analysis of health systems and services are:

Systems macro context — political, economic, and social context,

Geographic environment - climate; natural determinants to lifestyle and health,

Health systems - system organization, normative and financial framework; role of the State;
role of the market; insurance and financing,

Change process in health systems - sector development; sector reform; specific adjustment,
Health services structure, organization, and functions - type of health promotion and care

provider; public/private sector; administrative organization; health promotion and clinical care
organization; health promotion and care financing; human resources, physical structure and
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equipment; inpatient and outpatient services; preventive-oriented services; collective actions
of prevention and promotion, and

Population and health conditions - demography (including structure and geographic
distribution); health, ill-health and risk; socioeconomic circumstances; other determinants;
population factors influencing differential access and use of services.

A listing of indicators used in health care is given in References 1 and 2. They include variables
currently utilized by the Pan American Health Organization Core Data Set (PAHO Core Data), based
on data produced by the countries of the Region of the Americas, and variables used by the
Organization for Economic and Cooperation Development (OECD) database.
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A.4. Evolution and Current Challenges for
Healthcare Information Systems

As discussed in the previous Chapter, healthcare delivery systems share similar characteristics with
most service and productive organizations but also exhibit specific characteristics, which are related
to the complexity and diversity of healthcare production, including the dissimilar ways healthcare
professionals discharge their clinical tasks.

New requirements and technological advances occurring in healthcare, information systems, and
information technology have influenced the evolving role of healthcare information systems and
related technology. Relevant aspects that took place in the evolution of systems and technology in
order to appropriately support healthcare organizations are:

The diverse organizational healthcare environment of information systems, which need to be
adapted to multiple types of healthcare organizations.

Dynamic changes in the required role of information systems, following changes in the role
and dynamics of all levels of healthcare delivery and management.

The need for integration of information systems within healthcare organizations, which are
also organized as networks.

Technological advances in systems structure and communications, facilitating the
implementation of integrated healthcare networks.

The healthcare information network, when centered on the patient, allows the comprehensive and
coordinated management of detailed individual data. Patient originated information also may be used
as input for the development of collective databases. Aggregate clinical and administrative data may
be applied to the process of planning, management, and evaluation. As these components use data
arising from detailed patient care clinical and administrative data, resources utilized, and procedures
performed, the development of common criteria and standards on data is fundamental to ensure
quality and completeness of resulting collective indicators. The important subject of data standards is
dealt with in Chapter 4. Data standards recommendations also make up the bulk of the appended
material of this publication.

A.4.1. Evolution and Dissemination of Healthcare
Information Systems and Technology

Healthcare Information Systems (HIS) have evolved according to the new role implied by changing
demands to healthcare and healthcare information, and supported by the possibility to apply new
technological advances to healthcare organizations. The vast majority of issues addressed until the
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early 80's were those associated with how to "supply" information for business operations. As the
supply issues became better understood and the price-performance of computers dropped
dramatically, attention turned to more imaginative applications of the technology.

This shift of attention has highlighted new issues, now associated with the "demand"” for information
systems in organizations. With this change of paradigm, from supply to demand, no longer are
organizations content to focus upon the obvious. The mid-80's saw the development of several
techniques to help analyze an organization's objectives and methods of operation in order to reveal
more innovative opportunities based on information systems. From being concerned primarily with the
logic used in computerized processes, the focus shifted to information and its use.

For the past 30 years organizations have been developing computer-based information systems and
before this, people paper, pencils, calculators, and mechanical punch card tabulators were the main
tools available for data manipulation. The tasks undertaken by the early, cumbersome, and expensive
computers were those which were the most obvious to identify and the easiest for the computer to
improve, such as accounting, inventory control, billing, and other labor-intensive office activities.

Healthcare Information Systems have followed the general evolutionary trends of all information
systems: an extensive central computer station, the appearance of microcomputers allowing the
replacement of passive terminals, the connection of these components into a network, and the
development of multimedia and workstations. Such systems have developed for many decades; most
currently in use are still based on concepts originated almost 30 years ago. The history of the
development and implementation of HIS in Latin America and the Caribbean is not very different from
that in other parts of the globe. After using data processing service bureaus in the late 1960s and
early 70's, healthcare institutions started to purchase and install commercially available information
systems based on heavily centralized architectural designs. With the advent of microcomputers,
networks, and client/server architectures, HIS evolved to a more flexible and decentralized
framework.

Activities covered by traditional HIS systems also evolved from mundane tasks such as admission,
discharge and transfer, to patient billing, then to more sophisticated tasks such as clinical information
management, advanced laboratory systems, simulation, and image processing. Lack of integration
and difficulties in obtaining key information have led to a number of major HIS revisions. As
information becomes increasingly more important for cost containment and improving efficiency and
efficacy, more pressure is put on HIS to deliver solutions that assist organizations to achieve the
strategic goals of the healthcare enterprise of providing services with better quality effectively and
efficiently in a financially sustainable environment.

There has been a major paradigm shift in healthcare information processing, corresponding to
changes in the goals of the organization. The traditional emphasis on data has now given way to
emphasis on information. Central control has now evolved to empowerment. Healthcare
organizations are now much more concerned with each other and how they can exchange services,
and necessarily patient information. This has forced information systems to leave the traditional
healthcare institutions’ physical boundaries. Now, more than ever, healthcare enterprises wield HIS to
provide strategic, connected information to reduce costs, improve patient care, and increase service
levels to their customers.
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Despite the many dozens of Healthcare Information Systems (HIS) hat can be found on the market,
only a very small number of products cover all requirements of a particular institution or unit, and
provide adequate integration with the potentially vast healthcare networking needs. The varieties of
tasks, the players involved, the existing organizations, and the technical possibilities substantiate this
situation. In any case, the installation of a HIS is universally viewed as a necessity that must be
adequately and widely supported by all participants in the health system.

Until recently, they have done so almost exclusively for accounting and fiscal purposes. Among the
factors that have been associated with the dissemination of Information Systems and Information
Technology (IS&T) in the organizations, the following were most contributory:

Technological convergence - Characterized by the integration of a variety of related
developments in electronics, industrial production of integrated circuits, the introduction of
new computer languages that fostered the increasing availability of easily operated low-cost
systems with greater processing capacity, and the use of powerful user-oriented database
management systems.

Diffusion of computer-related skills - Increasing the number of non-technical individuals with
basic computer knowledge and training in its operation.

Increased productivity and quality in application development - Large number of generic
software products that allow the development of complex applications.

Appreciation of the benefits of information - Recognition of the effectiveness and efficiency of
information systems as planning, operation, and control tools for managers.

Acceptance of technology - Recognition that modern IS&T resources are appropriate
technology for less developed countries and small organizations.
Information resources and commodities display four general economic characteristics:

Information cannot be appropriated; the "seller" of information is not deprived of its
possession.

Information is non-divisible in use; some, if not all, sets of information must be complete if
they are to be usable. For example, half of an algorithm or half of an application program

would not be usable commodities.

Information is heterogeneous; unlike quantities of homogeneous physical resources, "more
information" means different items of information, not further copies of the same items.

Information is context-dependent; the value of an information set as a resource depends on
the context of its interpretation, use, or exchange.
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This host of new requirements calls for fundamental change in the way information systems and
information technology are deployed, used, and managed today — changes that capitalize on how
technology can support the continuum of care are necessary.

The sharing of patient clinical and administrative data is a prime example of those new requirements.
Healthcare providers traditionally approach their work on an episodic basis, treating patients for
specific medical problems as they occur according to the realms of medical specialties. One goes to a
family practitioner for a minor upper respiratory infection, to an orthopedist for lower back pain, and to
a surgeon for an operation. Unfortunately, those involved in providing medical care frequently do not
have the means to easily access and share patient information. The emerging development of the
Computer-based Patient Record (CPR), while significant enough in itself, still does not solve the
entire problem. From the patients' perspective, problems associated with the lack of information
sharing are basic — they still must recite their present and past medical histories again and again as
they move from one physician's office to another, one facility to the next. On top of it, a lot of
important clinical data is lost or remains buried in individual patient files in different sites.

The focus on information that relates to administrative and financial issues, such as payer
transactions, on an episodic basis, has been in general better addressed when there is an economic
interest involved, as is the case of private health insurance. Characteristically, this aspect has been
present in the public sector. Even less attention has been paid to developing an overall electronic
health planning capability that focuses on all aspects of a member's wellness and includes plans to
manage member care from birth through adulthood.

With the changes occurring in the context of the health sector reform processes information systems
must have the ability to:

Capture and deliver data at the point of service

Support concurrent and multicentric clinical and administrative information utilization and
exchange

Support intensive data manipulation

Provide facilities to support synchronous, as opposed to retrospective, decision making

A.4.2. Challenges in the Deployment of Healthcare
Information Systems and Technology

In order to support its constituent enterprise in Latin America and the Caribbean and deliver
appropriate solutions, IS/IT/IM face two broad challenges: the complex, dynamic nature of today’'s
healthcare enterprise, and the generally unsophisticated, unprepared state of healthcare information
systems development across the Region.
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A.4.2.1. Dynamics of Technological Changes

A great deal of debating about current and future economic development and the reorganization of
the health sector is centered on the implications of rapid technological change. In this context,
information technology is seen as the means for catalyzing the radical transformations required.

Different from past forms of technology, which processed physical resources and economic
commodities, information technology processes an abstract resource and one cannot assume that
innovation in this area has necessarily the same characteristics as previous forms of technological
progress. Indeed, the inputs, the scale of investment, the relationship between the scale of input and
output, and even the time scale of information technology development place it outside the scope of
mainstream thought on technology, which is still fixed to the physical resource processing paradigm.

Three reasons account for the significance of information technology innovation as a radically new or
"revolutionary” as opposed to "evolutionary" phenomenon:

Rate and extent of technological change that is unique in terms of the pace of development.

Vast extent of applicability of this new technology, certainly the most general technology ever
developed.

The peculiar nature of the technology itself. Not only does it process abstract resources but
also the technology is, in itself, partly information. Innovation in this technology occurs
typically through the production of new information resources that include abstract machines,
as software, rather than the development of new physical components.

A.4.2.2. Complexity and Changes in Healthcare Organizations

The nature of the healthcare enterprise, particularly as regards information, is markedly different from
most other industries. For example, in the banking industry information is very well structured; the
number of possible transactions is limited to a dozen or so; their vocabularies are also very limited;
and there are well-established standards for data exchange among banks and their partners.
Customer records contain a few, simple data types. Procedures in banks are easy enough that
nowadays most transactions can be performed by the customers themselves, with many benefits
accruing to the banks.

Specialization and hierarchical considerations in a distributed healthcare system, departmentalization
according to the technical qualifications of providers, and the stated goal of delivering integrated
cost-efficient healthcare services to the whole population highlight the multiple challenges to be
confronted by health managers and professionals when developing information systems.

In addition to the evolutionary nature of HIS in the Region as noted earlier, it should be plain that the
various characteristics deemed to be important to healthcare activities require an extensive review for
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the majority of the HIS now in use. Most of these systems were conceived according to the prevailing
philosophy of 15 to 20 years ago, which meant a different healthcare system focus. The vision then
was generally healthcare institution-centered and focused on administrative and financial aspects,
and the healthcare institution was considered as a collection of service-rendering units. These, from
the point of view of the system as a whole, were required to access requirements for information for
the purposes of following up on service orders, from the requisition of the needed inputs to the
delivery of services and corresponding billing. In some instances, this collection of procedural
functions was even more abbreviated, to the degree that it required not more than the recording of a
given service (for example, the basic act of examination by a specialist), for the subsequent bill
processing and collection. Most of the reports produced also pertained to a posteriori type of follow-
up on the healthcare institution’s earnings.

The purpose here is not to regard activities of this sort as invalid. On the contrary, institutions that
control these processes can indeed improve their operational efficiency. Knowing what was
performed, what was spent, and where such amounts were spent and, above all, the ability to collect
timely reimbursement for services provided, are essential for the survival of most institutions.

A.4.2.3. The Healthcare Delivery Process

The organizational and operational processes of even a relatively uncomplicated healthcare
institution, such as a long-term care facility or a home health agency, are many and complicated.
Much thought and research have gone into the study and analysis of healthcare processes, resulting
in a great deal of useful literature available to the industry professional. One view of the
organizational structure of an enterprise seeks to align processes according to the needs of either the
institution or the patient (Table 5).

Integration of the inherent variety of functions expected from information applications requires two
operation environments: first, an environment characterized by a shared database of collective
access and utilization; and second, an environment made up by subsystems of predominantly local or
departmental use. At the technological level, two data processing environments are required in the
development and implementation of the desired functional integration at systems level:

An integrated common data environment not necessarily physically centralized, as data can
be logically centralized in a distributed physical system, and

A distributed environment in which each functional unit manages and processes data of local
interest as well as systems of common use.

Vertical integration is achieved by defining data flows, reporting responsibilities, and integration of
data generated and processed at each functional unit around an informational framework with three
interacting areas for the generation and reporting of decision support oriented information: client-
oriented managerial information, economic and administrative (utilization and production), and clinical
and epidemiological.
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Table 5. Organizational Structure and Processes
of a Typical Healthcare Organization

Services Management

Patient Management

Resources Administration

Logistics of Care Delivery

Finances

Patient Identification

Personnel

Admissions/Discharges/Transfers

Materials and Support Services

Orders

Bed Management

Appointment Scheduling

Staffing and Benefits

Service Scheduling

Assets Management

Facility Management

Technical Equipment Maintenance

Drugs and Medical Materials

Evaluation and Planning

Primary Clinical Data

Activities

Automated Digital Instrumentation

Medical Care

Digital Images

Clinical Epidemiology

Clinical Research

Quality Assurance

Information Management

Medical Records Administration

Data Files

Medical Records

Access to Data Bases

Insurance and Legal Documentation

HIS Architecture

Clinical Audit

A.4.2.4. The Variety and Detail of Healthcare Information

Healthcare institutions could not be more different from banks. For example, healthcare institutions
automating their “customer records” first face the task of computerizing a daunting array of data
types, as shown in Table 6.

The variety and requirements specification problems found in many healthcare data types is
exacerbated by the size and complexity of the medical vocabulary, the codification of biomedical
findings, and the classification of health conditions and interventions. Nomenclature issues include
concepts such as procedures, diagnoses, anatomical topography, diseases, etiology, biological
agents such as classification of microorganisms, drugs, causes for healthcare contact, symptoms and
signs, and many others. Possible combinations and detailing represent a staggering number of
possible identifying coding requirements.
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Table 6. Typical Patient Health Record Data Types

Data Types Typical Examples
Coded Data Diagnosis, Procedures, Laboratory Results
Text Radiology, Pathology Reports, Notes
Document Images Optically Scanned Medical Records
Biological Signal ECGs, EEGs, Spirograms
Records
\Voice Objects Dictated Reports
Still Images X-rays, MRIs, CATs, Mammograms, Photos
Full-motion Video Cardiac Catheterization, Sonograms

Apart from difficulties with vocabularies, the very nature and structure of clinical documents such as
prescriptions and medical records are not standardized for automated data processing. Attempts
have been made to define a structured format for such documents. The Problem-Oriented Medical
record is an example of an early attempt to deal with the standardization required for data processing.
Many models have been defined since then but as yet there is no universally accepted paradigm.

Current approaches for recording medical data fall into two broad categories: free text and controlled
vocabularies. In free text doctors and other professionals simply write what they want, using their own
words. Usually these documents are later coded manually by other professionals, who use standard
vocabularies to describe the most important parts of the document, such as primary diagnosis and
procedures. Several approaches to automatically extracting information from free-text records, using
the relatively new method called Natural Language Processing, have only partially solved the many
problems associated with codification. The second basic method for recording medical data involves
the use of controlled vocabularies. In this approach health professionals must use words and
concepts that have been previously determined to be the standard, or “canonical” terms for the health
enterprise. Certainly, this method achieves uniformity at the expense of professional freedom and is
extremely difficult to implement. Even purely administrative applications — patient billing, accounts
receivable, general accounting, personnel, materials management, fixed assets, etc. — all have their
own databases with their particular data elements and rules for processing and for information
generation.

A.4.2.5. Different Perspectives in Provider- and
Procedure-Oriented Sources

Specific provider and procedure-oriented information systems have a different scope as they are, as
a rule, concerned with the utilization and the financial aspects of health delivery. They are generally
imposed from the top administrative level and, in most cases, are directed to the reimbursement for
services provided and financial control. They utilize standardized data sets that typically record
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patient identification, reimbursement category, length of hospital stay, diagnostic data and the
utilization of special services. One criticism regarding most provider- and procedure-oriented systems
is related to the fact that they have given little attention to the lower echelons of the healthcare
structure in terms of supporting service operation and improvement.

Most databases are highly aggregated and have minimal value to clinical decision-makers, at
individual or community level, or as a source of support information for individual patient care,
surveillance, and monitoring. The aggregation or averaging of data over large groups may hide
variations and can conceal important information, such as those related to the poor quality of primary
data and failures or inadequacies of specific health program components. Many health information
systems of this type produce only highly aggregated data directed to centralized bureaucratic control
and supervision.

There is a growing trend in developing event-based patient-oriented systems, as the basis for unit,
organizational, or regional information systems. Such systems demand the extensive training and
continuous collaboration of physicians, nurses, and other direct care providers. A large amount of
information is produced and needed where people live and make contact with the health services.
Focusing on local information and local decision making and action involves finding answers that
cannot be provided by information systems directed to central planning and supervision, typically
based on highly aggregated data.

Patient-oriented systems consider clients as the central observational unit and reference of the
information system. They can provide production, utilization, diagnostic, and epidemiological
information of great importance to managers and direct care professionals. The major problems in
designing such systems are related to:

Definition of the data set to be processed
Integration of unobtrusive data capture instruments into routine health practice
Data procedures that are acceptable to direct healthcare professionals

Common specifications, data dictionaries, and the agreement upon a minimum data set to be
utilized by all healthcare professionals in any care unit

A.4.2.6. The Need for National Policies and Strategies

Technology developers and suppliers, users, and decision-makers must be aware of national policies
and strategies that may affect their judgment regarding the acquisition, development, deployment,
and operation of health information systems. Policy establishes the rules that an organization must
follow in carrying out its work. Establishing an information management and technology (IM&T) for the
health sector ensures that the development and use of systems will proceed in a coordinated manner.
The policy must, necessarily, be in consonance with any overall informatics policies in force in a
country as well as with its overall health sector policies. The national health IM&T policy, in turn, sets
limits to any policies that may be established lower in the hierarchy, at regional or local levels. Once
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formulated, a policy must be implemented in a coordinated manner. It is highly recommended that a
formal organizational entity be established to organize the strategy for the implementation of the
national policies. A health IM&T policy may require legislation, operational regulations, and
guidelines. As part of a national informatics policy, it should support established priorities and should
also define linkages, common standards, and procedures for sharing information with other sectors.
The goal of establishing national strategies for IM&T is to provide a coherent national arrangement
directed to facilitating projects, infrastructure development, maximizing the benefits for invested
financial resources, and enabling people to function more effectively. The success of the strategy
depends largely on people in all functions and levels. They must be computer-literate and have good
awareness of the principles of information systems management. Success depends critically on the
existence of an information systems staff with the right mix of skills.

Elements incorporated in a national set of policies consider the definitions regarding the following
information system components:

Identification of benefits,
Technological standards (hardware and software),

Common data sets and dictionaries based on a fixed structure of registries and forms — in
particular a thesaurus of coded clinical terms,

Procedures, data flow, and communication standards between sites and equipment,

Measures and standards for ensuring reliability, privacy, and security of data,

Policies for human resources development, allocation, and utilization,

Financial requirements, and

Plans for training and developing staff.
Since it is natural that strategies will differ from one country to another, and possibly between different
health authorities or institutions within the same country, each implementation must be carefully
evaluated under the following strategy-related aspects:

Systems specifications and architecture,

Shared and local applications,

Distribution of responsibilities and resources,

Skills required, and

Standards of compatibility.
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The strategy must outline the architecture of the systems in terms of hardware, software, and method
to be used for application development and communication protocols. Applications must be defined in
terms of priorities and the time frame in which they are to be developed. Lines of responsibility and
the allocation of human, financial, and material resources must be clearly defined and understood.

Health services, unlike most other social and human endeavors, have an additional complicating
factor because of the potential clashes between those with responsibility for individuals (e.g., direct
patient care) and those with responsibility to the organization and the community at large (managers).
Human resources development through awareness programs, education of health staff, continuous
training, and career opportunities must be institutionalized from the inception of the developmental
effort. The obvious rationale for standards is to facilitate the exchange of programs and data.
Technical standards relate to data definition and format, security, media utilized, systems and
applications software, and equipment and training.

National, regional, and institutional health information systems committees have an essential role in
the definition and enforcement of policies and strategies. Ideally they should have a rotating
membership and be formed by users and producers of health information at all levels. Membership
should be as broad as possible and, when possible, include: health statisticians from operating
agencies and universities, epidemiologists, demographers, economists, sociologists, administrators,
planners, community representatives, information specialists, representatives of industry, physicians,
and nurses.

The committee should recommend policies and guidelines for overall development of the system. In
many settings the committee will be, at the highest level, advisory to the Ministry of Health, and in
some settings there will be an analogous internal standing committee to deal with practical problems
of implementation at the institutional level. Practical activities of the national committee and
analogous committees can include the use of working parties and external technical consultant
panels, such as international organizations and agencies, to deal with a wide variety of special
problems. The committee should publish a periodical, possibly annual, report commenting on health
information systems issues and proposing changes, additions, and, especially, deletion of useless
data and procedures.
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REFERENCE 1

PAHO CORE DATA INDICATORS

Component | PAHO Indicator
Code
Demographic Al | Population
A2 | Life expectancy at birth
A3 | Total fertility rate
A4 | Annual population growth rate (%)
A5 | Percent urban population
A6 | Number of births registered
A7 |Estimated crude birth rate
A8 | Number of deaths registered
A9 | Estimated crude death rate
A10 |Population under 15 year as % of total population
All |Proportion 65 years and over, as proportion of total population
Socio- B1 [Availability of calories (kcal/day per capita)
Economic
B2 [Literacy rate, in population 15 years and older
B3 [Average years of schooling of the population
B4 | Gross domestic product per capita, in constant 1990 US$
B5 | Gross domestic product per capita, US$ adjusted by purchasing power
parity (PPP)
B6 Ratio of 20% highest / 20% lowest income
B7 Percent of population living in poverty
B8 [ Percent of population living in extreme poverty
B9 [Rate of unemployment
B10 |Inflation: annual change in the consumer price index
Mortality C1 |Infant mortality rate
C2 | Neonatal mortality rate
C3 | Postneonatal mortality rate
C4 | Perinatal mortality rate
C5 |Estimated death rates
C6 | Mortality rate under 5 years of age (UNICEF)
C7 Percent deaths < 1 year of age, certain conditions originating in the
perinatal period
C8 Number of registered deaths under 5 years of age due to measles
C9 | Number of registered deaths < 5 years of age due to other diseases
preventable by immunization
C10 |Estimated deaths rate among children < years, intestinal infectious

diseases
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C11 |Estimated deaths rate among children < years, acute respiratory
infections

C12 | Number of registered deaths due to tetanus neonatorum

C13 [Maternal mortality rate

C14 |Estimated deaths rates due to communicable diseases

C15 | Number of registered deaths from tuberculosis for the year

C16 | Number of registered deaths from AIDS for the year

C17 |Estimated deaths rates due to diseases of the circulatory system

C18 [Estimated deaths rates due to ischemic heart disease

C19 [Estimated deaths rates due to cerebrovascular disease

C20 |Estimated deaths rates due to neoplasm (all types)

C21 |Estimated deaths rates due to malignant neoplasm of lung, trachea and
bronchus

C22 |Estimated deaths rates (female) due to malignant neoplasm of uterus

C23 | Estimated deaths rates (female) due to malignant neoplasm of the breast

C24 | Estimated deaths rates due to malignant neoplasm of the stomach

C25 [Estimated deaths rates from external causes

C26 |Estimated deaths rates due to accidents, excluding transport

C27 |Estimated deaths rates due to transport accidents

C28 |Estimated deaths rates due to suicide and self-inflicted injury, age >15
years

C29 |Estimated deaths rates due to homicide, age 15 years and over

C30 [Estimated deaths rates due to cirrhosis and chronic liver disease

C31 [Estimated deaths rates due to diabetes mellitus

Morbidity D1 [ Percent of live births weighting less than 2.500 grams

D2 | Proportion of children < 5 years weight/age less than 2SD from WHO
reference median

D3 | Percent of infants exclusively breasted through 120 days of age

D4 | Average of diseased, missing or filled teeth at age 12

D5 | Number of confirmed cases of poliomyelitis registered during the year

D6 [ Number of measles cases registered during the year among children <5
years of age

D7 | Number of cases of diphtheria registered during the year among children
<5 years of age

D8 [ Number of cases of whooping cough registered during the year in
children <5 years of age

D9 [ Number of cases of tetanus neonatorum registered during the year

D10 | Number of cases of yellow fever registered during the year

D11 | Number of cases of plague registered during the year

D12 | Number of cases of dengue registered during the year

D13 | Number of cases of human rabies registered during the year

D14 | Number of cases of congenital syphilis registered during the year

D15 | Number of yellow fever registered during the year

D16 |Malaria annual parasite index

D17 | Number of cases of syphilis registered during the year

D18 | Number of cases of tuberculosis registered during the year
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D19 | Number of cases of AIDS cases registered during the year

D20 | Prevalence of leprosy cases

D21 | Proportion of women of childbearing age currently using any type of
contraceptive method

D22 | Adolescent fertility rate (%)

D23 [Incidence of malignant neoplasm of lung

D24 |Incidence of malignant neoplasm of stomach

D25 |Incidence of malignant neoplasm of female breast

D26 |Incidence of malignant neoplasm of cervix uteri

D27 | Prevalence of hypertension

D28 | Prevalence of diabetes mellitus type 2

D29 | Prevalence of overweight among adults (20-74 years)

D30 | Proportion of 15-19 years of age who smoke

Health E1 [Percent of population with access to health services
Services

E2 | Percent of urban population with potable water through house
connections

E3 | Percent of urban population with reasonable access to public sources of
potable water

E4 | Percent of rural population with reasonable access to potable water

E5 Percent of urban population with house connection to public sewer
systems

E6 Percent of urban population served by individual systems of excreta
disposal

E7 |Percent of rural population having adequate sanitary means of excreta
disposal

E8 [ Percent of population with access to disinfected water supplies

E9 [Percent of urban population with regular collection of solid waste

E10 |Percent of children under 1 year attended by trained personnel

E11 |Percent of children under 1 year vaccinated against diphteria, whooping
cough, tetanus

E12 |Percent of children under 1 year vaccinated against measles

E13 | Percent of children under 1 year vaccinated against poliomyelitis (OPV3)

E14 |Percent of children under 1 year vaccinated against tuberculosis (BCG)

E15 |Percent of pregnant women attended by trained personnel during
pregnancy

E16 |Percent of pregnant women attended by trained personnel during first
trimester pregnancy

E17 |Percent of deliveries attended by trained personnel

E18 [Cumulative % of women of childbearing age living at risk

E19 |Ambulatory care consultations (any type) per inhabitant per year

E20 | Number of hospital discharges per 100 population

E21 |Population per physician

E22 | Number of graduates in medicine

E23 | Population per university-professional nurse

E24 | Number of university graduates in professional nursing

E25 | Population per non-university-professional nursing personnel
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E26 | Population per dentist

E27 | Population per hospital bed

E28 | Number of ambulatory care establishments

E29 [ National health expenditure as percent of GNP

E30 | Public hospital expenditures as percent of government health
expenditure

E31 |Government health expenditure as percent of national health
expenditure

E32 | Under-registrations of births (%)

E33 | Percent of birth registrations which are for children under 1 year old at
time of registration

E34 | Under-registrations of mortality (%)

E35 | Deaths with medical care as % of registered deaths

E36 | Deaths due to signs, symptoms and ill-defined conditions as % of
registered deaths
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REFERENCE 2

OECD HEALTHCARE INDICATORS

Component

Indicator

Life expectancy

Life expectancy (both genders, at birth and 40, 60, 65 and 80 years of age)

Potential years of
life lost

Potential years of life lost (by selected causes)

Premature
mortality

Perinatal mortality

Infant mortality

Mortality by accidental fall

Mortality by liver cirrhosis

Mortality by lung-trachea-bronchial cancer

Mortality by medical complications

Mortality by adverse effects from medicine

Morbidity

Low weight at birth

Spina bifida

Transposition of the great vessels

Limb reduction

Down Syndrome

Decayed missing filled teeth (DMFT)

Edentulous population

Absenteeism due to illness

Road traffic injuries in accidents

Incidence of AIDS

Perceptual
indicators

Self-evaluation as "less than good"

Health system perceived as excellent

Health system perceived as good

Health system perceived as bad

Inputs and
throughputs

Beds in in-patient care

Beds in acute care

Beds in physiatric care

Beds in nursing home

Beds in privately-owned hospitals

Beds in private for-profit beds

Bed-days in in-patient care

Bed-days in acute care

Occupancy rate in in-patient care
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Occupancy rate in acute care

Hospital turnover rate in acute care

Hospital staff ratio in acute care

Nurse staff ratio in acute care

Patient contacts per physician

Doctor consultations per capita

Dental services per capita

Laboratory and biological tests

Births in hospitals

Deaths in hospitals

Health Total health employment
employment

Active (practicing) physicians

Female physicians

General family practitioners

Specialists (consultants)

Active (practicing) dentists

Active (practicing) pharmacists

Certified (registered) nurses

Total hospital employment

Medical education | Enrolment in Paramedical and Medical Schools
and training

Enrolment in Paramedical Schools

Undergraduate enrolment (Medical/Paramedical)

Postgraduate enrolment (medical/biomedical)

New entrants in Paramedical and Medical Schools

New entrants in Paramedical Schools

New entrants in undergraduate level

Paramedical and medical degrees

Paramedical degrees

College degrees (medical/paramedical)

Postgraduate degrees (medical/biomedical)

High technology | Scanners
medical facilities

Radiation treatment equipment

Lithotriptors

Magnetic resonance imaging equipment

Medical research | Total expenditure on health for medical research and development
and development

Public expenditure on health for medical research and development

Pharmaceutical industry R&D expenditure

Government budget outlays for health R&D
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Trade in medical |Pharmaceutical goods exports
goods and
services

Pharmaceutical goods imports

Medical equipment exports

Medical equipment imports

Therapeutical equipment exports

Therapeutical equipment imports

Medical services exports

Medical services imports

Health Total expenditure on health
expenditure

Public expenditure on health

Total investment on medical facilities

Public investment on medical facilities

Total current expenditure on health

Public current expenditure on health

Total expenditure on health administration

Public expenditure on health administration

Expenditure on occupational health care

Expenditure on military health services

Expenditure on school health services

Expenditure on prison health services

Expenditure on maternal and child health care

Expenditure on screening and monitoring health services

Expenditure on food, hygiene and standards monitoring

Expenditure on health education and training

Expenditure on environmental health

Expenditure on health promotion and prevention

Total expenditure on personal health care

Public expenditure on personal health care

Health General government final consumption
expenditures
(Economic
Classification)

Transfer to household (health)

Subsidies to medical producers

Private consumption on health

Expenditure on Total expenditure on in-patient care
in-patient care

Total expenditure on acute care

Total expenditure on psychiatric care

Total expenditure on nursing homes

Total expenditure on home care

Public expenditure on in-patient care
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Public expenditure on acute care

Public expenditure on psychiatric care

Public expenditure on nursing homes

Public expenditure on home care

Expenditure on Total expenditure on ambulatory care
ambulatory care

Total expenditure on physician services

Total expenditure on dental services

Total expenditure on laboratory tests

Total expenditure on X-rays and imaging diagnosis

Total expenditure on dental prostheses

Total expenditure on patient transport

Public expenditure on ambulatory care

Public expenditure on physician services

Public expenditure on dental services

Public expenditure on laboratory tests

Public expenditure on X-rays and imaging diagnosis

Public expenditure on dental prostheses

Public expenditure on patient transport

Total expenditure in pharmaceutical goods

Total expenditure in therapeutical appliances

Public expenditure in pharmaceutical goods

Public expenditure in therapeutical appliances

Expenditure on prescribed medicines

Expenditure on OTC products

Expenditure by Expenditure on population 65+ / population 0-64

age group
Expenditure on population 75+ / population 0-64
Expenditure on population 65-74 / population 0-64
Health care General revenue
financing

Social security contributions and payroll taxes

Employer payroll taxes

Health-related tax expenditures

Private health insurance

Out-of-pocket outlays (household)

Cost of illness Cost of illness in all hospitals

Cost of illness in ambulatory care

Cost of illness in pharmaceuticals

Cost of illness in each ICD group of diseases

Social protection | Social protection in total medical care

Social protection in in-patient care

Social protection in ambulatory medical care

Social protection in pharmaceutical goods

Social protection in therapeutical appliances
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Social protection in sickness cash-benefits

Lifestyle and Alcoholic beverage intake
environment

Tobacco consumption

Total sulphur oxide emissions (SO)

Total nitrogen oxide emissions (NO)

Total carbon oxide emissions (CO)

Access to waste water treatment

Road transport noise exposure

Energy consumption

Total land surface

Number of dwellings

Dwelling size 1 Room

Dwelling size 2 Rooms

Dwelling size 3 Rooms

Dwelling size 4 Rooms

Dwelling size 5 Rooms and more

Dwelling equipment central heating

Dwelling equipment bath or shower

Dwelling equipment refrigerator

Nutrition and Total calories intake
biometrics

Crop calories intake

Animal calories intake

Total protein intake

Crop protein intake

Animal protein intake

Fats and oil from land animals

Butter consumption

Sugar consumption

Overweight persons over 20 years old

Average height of the population

Pharmaceutical Pharmaceutical production
activity

Pharmaceutical value added

VAT rates on prescribed drugs

Pharmaceutical industry gross capital performance

Pharmaceutical industry gross rates of return

Pharmaceutical industry net rates of returns

Pharmaceutical industry exports

Pharmaceutical industry imports

Pharmaceutical industry employees

Pharmaceutical labor compensation

Pharmaceutical wholesale labor costs

Pharmaceutical retail sales labor costs
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Pharmaceutical DDD: Anti-acids
consumption per
person

DDD: Anti-peptics

DDD: Anti-diabetics

DDD: Mineral supplements

DDD: Anticoagulants

DDD: Cholesterol reducers

DDD: Cardiac glycosides

DDD: Systemic anti-arrythmics

DDD: Cardiac sympathomimetics

DDD: Myocardial Therapy

DDD: Hypotensives

DDD: Diuretics

DDD: Beta-blocking agents

DDD: Corticoids

DDD: Systemic antibiotics

DDD: Analgesics

DDD: Benzodiazepines

DDD: Psychoanaleptics

DDD: Antiasmathics

DDD: Antihistaminics

Pharmaceutical Pharmaceutical sales on the domestic market
deliveries

Digestive tract and metabolic procedures sales on the domestic market

Cardiovascular pharmaceutical sales on the domestic market

Genito-urinary system and sex hormones sales on the domestic market

Anti-infective for systemic use sales on the domestic market

Musculo-skeletal system pharmaceutical sales on the domestic market

Antiparasitic products sales on the domestic market

Sensory organs preparation pharmaceutical sales on the domestic market

Blood and blood forming organs products sales on the domestic market

Dermatological products sales on the domestic market

Systemic hormonal preparations sales on the domestic market

Anti-neoplastic & immuno-modulating sales on the domestic market

Central nervous system pharmaceutical sales on the domestic market

Respiratory system pharmaceutical sales on the domestic market

Other products of pharmaceutical sales on the domestic market

ALOS and Average length of stay (for each ICD disease group)
discharge rate

Discharge rate (for each ICD disease group)

Average length of stay case-mix (for each ICD disease group)

Discharge rate case-mix (for each ICD disease group)
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Surgical and
medical
procedures

All surgical and medical procedures

Operations on the nervous system

Operations on the endocrine system

Operations on the eye

Lens procedures

Cornea transplants

Operations on the ear

Tympanotomy

Surgery on nose, mouse, pharynx

Tonsillectomy

Thyroidectomy

Adenoidectomy

Operations on the respiratory system

Pulmonary lobectomy

Operation on cardiovascular system

Hemorroidectomy

Coronary bypass

Heart (heart-lung) transplant

Stripping and ligation varicose veins

Angioplasty (dilatation coronary artery)

Operations on hernia and lymphatic system

Bone marrow transplant

Operations of the digestive system

Appendectomy

Inguinal herniorraphy

Cholecystectomy

Gastrectomy

Exploratory laparotomy

Liver transplants

Pancreas transplants

Operations of the urinary system

Prostatectomy

Surgery on the male genital organs

Surgery on the female genital organs

Hysterectomy

Mastectomy

Obstetrical procedures

Episiotomy

Artificial rupture of membranes

Manually assisted delivery

Cesarean section

Repair of current obstetric laceration

Fetal EKG & fetal monitoring

Other obstetric procedures
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Operations of the musculo-skeletal system

Hip replacements

Operations on the integumentary system

Ambulatory
surgery

All ambulatory surgical and medical procedures

Inguinal hernia repair

Excision of breast lung

Anal procedure

Dilatation and curetage

Circumcision

Excision in Dupuytren's contraction

Carpal tunnel decompression

Knee arthroscopy

Cholecystectomy, laparoscopic

Cataract extraction

Squint surgery

Myringotomy

Sub-mucous resection

Inguinal and femoral hernia repair

Laparoscopic sterilization

Lachrymal duct procedures

Tonsilectomy, adenoidectomy

Procedures on lymphatic structures

Ventral hernia repair

Vasectomy

Vaginal hysterectomy

Implanted devices removal

Vein ligation and stripping

Orchiopexy-varicocele

Hemorroidectomy

Gynecological procedures

Other hand or foot procedures

Skin/subcutaneous procedures

Laparoscopy w/o sterilization

End-stage renal failure

Dialysis

Kydney transplants

Functioning transplants

Dyphteria, tetanus, polio immunization

Medical services
fees

Microscopic urine examination fees

Extraction grinder fees

X-ray unit fees

Electrophoresis fees

Electroencephalogram (EEG) fees
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Bilateral; tonsillectomy on children < 10 y. fees

Hospitalization for delivery fees

Scintigraphy of the thyroid fees

Total tooth prosthesis (1 Jaw) fees

Brains abscess by a neurosurgeon fees

Anesthesia by special stereotaxic technique fees

Intracardiac surgery under hypothermia fees

Numeration of cholesterol fees

Hemoglobin numeration fees

Electrocardiogram fees

Echography fees

Colonoscopy fees

Computerized scan of the skull fees

Operation of the cataract fees

Cholecystectomy fees

Herniorraphy fees

Menisectomy fees

General practitioner home visit fees

Office visit by a General Practitioner fees

Demographic Population (per age structure)
references

Mean age of the population

Median age of the population

Fertility

Birth

Deaths

Dependency

Household status | Household single, unmarried

Household married

Household single, divorced

Household single, widowed

Labor force Labor force

Unemployment

Total employment

Employment females

Employment males

Wage and salaried employment

Female labor force participation

Part-time employment

Fixed-term employment contracts

Employment, agriculture

Employment, industry

Employment, market services

Employment, general government

Man-hours worked by and per employee
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Occupational
status

Professionals and technical-related workers

Administrative, managerial workers

Clerical and related workers

Sales workers

Service workers

Agriculture, forestry, fisher workers

Production and related workers

Enrolment Secondary and Higher education

Enrolment Secondary level

Enrolment undergraduate level

Enrolment post-graduate level

New entrants Secondary and Higher education

New entrants Secondary level

New entrants undergraduate level

Degrees awarded Secondary and Higher education

Degrees awarded Secondary level

Degrees awarded undergraduate level

Degrees awarded post-graduate level

Total education attainment

Attainment in lower secondary education

Attainment in upper secondary education

Attainment in non-university enrolment

Attainment in university education

Macro-economic
references

Total domestic expenditure

Gross domestic product

Trends in gross domestic product

Potential gross domestic product

Public revenue

National disposable income

Compensation of employees

General government deficit

Gross public debt

Public debt servicing

Net rates of return

Government budget outlays for total R&D

Total factor productivity

Labor productivity

Capital productivity

Private
consumption

Private final consumption

Expenditure on food and beverages

Expenditure on clothing and footwear

Expenditure on gross rent, fuel, power
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Expenditure on furniture, equipment

Expenditure on personal care

Expenditure on transport and communication

Expenditure on entertainment and education

Expenditure on miscellaneous services

Monetary Exchange rate per US$
conversion rates

Exchange rate per ECU

GDP purchasing power parities US$

GDP purchasing power parities ECU

Health purchasing power parities US$

Health purchasing power parities ECU

Medical services purchasing power parities US$

Medical services purchasing power parities ECU

Pharmaceutical purchasing power parities US$

Pharmaceutical purchasing power parities ECU
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REFERENCE 3

HEALTH DATABASES PROTECTION AND CONFIDENTIALITY

ABBREVIATED AND EDITED RECOMMENDATIONS FROM THE

Council of Europe
DIRECTORATE OF LEGAL AFFAIRS
Public and International Law
Division "Data Protection" Section

Introduction to the Legal Aspects of Health Databases

1. The use of computers in medicine serves the interests of the individual and of the community. In
the first place, computers contribute towards better medical care by automating techniques,
reducing the burden on the doctor's memory and facilitating the establishment of medical records.
Medical computer systems are an answer to the increasing demand, caused by specialization
and teamwork, for quick and selective access to information on the patient and his treatment,
thus ensuring the continuity of medical care.

2. Medical data processing also brings a major improvement to hospital management and in this way
it can help to reduce the cost of health care. Computers are used for recording the admission,
transfer and release of patients, keeping track of diagnostic and therapeutic activities, medication,
laboratory analyses, accounting, invoicing, etc. Lastly, medical data processing represents an
indispensable instrument for medical research and for a policy of early and systematic diagnosis
and prevention of certain diseases.

3. Accordingly, the data concerning an individual's health appear in many files, which can be
recorded on a computer. The holders of these files vary: the attending physician, the hospital
doctor, the school doctor, the works doctor, the medical consultant of an insurance company,
hospital administrator, social security offices, etc. Usually the recording of medical data occurs in
the context of the doctor-patient relationship. It takes the form of a medical record, which will help
to establish the diagnosis and facilitate the supervision and care of the patient. The information is
obtained with the patient's consent by the doctor or a member of the medical team who is
required to observe confidentiality under the ethical rules of his profession. Health records may
also be established outside the context of the doctor-patient relationship and may include data
concerning perfectly healthy persons. The recording of information is sometimes imposed by a
third party, perhaps even without the explicit consent of the person concerned.
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10.

80

The quality and integrity of information is extremely important in matters of health. At a time of
increasing personal mobility, the exchange of accurate and relevant information is necessary for
the individual's safety. Furthermore, the development of medical science takes place thanks to a
transfrontier flow of medical data and the setting up of specialized information systems across
considerable geographical distances (such as the Eurotransplant organization for the
transplantation of human organs).

The needs which medical data processing systems have to satisfy are often contradictory. Indeed,

information must be made rapidly available to duly authorized users whilst remaining inaccessible
to others. The obligation to respect the patient's privacy places certain restrictions on the
recording and dissemination of medical data, whereas the right of each individual to health
implies that everyone should benefit from the progress made by medical science thanks to
extensive use of medical data.

Certain of the contents of medical files may harm the patient if used outside the doctor-patient
relationship. Medical data comes within the individual's most intimate sphere. Unauthorized
disclosure of personal medical particulars may therefore lead to various forms of discrimination
and even to the violation of fundamental rights.

. Apprehension about abuse of medical information is not due to computer technology as such, for it

is generally acknowledged that the use of computers makes it possible to improve considerably
the reliability and security of medical data. It is rather a consequence of the awareness that the
high technical quality of automated medical records makes it possible to use them for a great
variety of purposes.

Furthermore, access to medical files is not restricted to doctors alone or to members of the health
care staff who are bound to observe medical secrecy. Medical data processing requires the co-
operation of numerous persons in other professions outside the medical field, not all of who are
bound by rules of professional secrecy. The use of computers may imply a shift of responsibility
between the medical profession and other professions, so that the possibility of an indiscretion is
a real danger.

Moreover, the emergence of automated data banks has given rise in most countries to a reform of
the law according to which individuals will be entitled to know what information is stored about
them in computers. The application of this rule in the medical field may cause certain difficulties
on account of medical ethics. It should therefore be subject to special safeguards and, as the
case may be, restrictions in the interest of the data subject.

In view of these problems, it is highly desirable to make the operation of every automated medical
bank subject to a specific set of regulations. The general purpose of these regulations should be
to guarantee that medical data are used not only so as to ensure optimum medical care and
services but also in such a way that the data subject's dignity and physical and mental integrity is
fully respected.
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11. Although such regulations will be adopted by the person or body in charge of each data bank
(hospital management, faculty of medicine, etc), it is desirable that they should follow a common
pattern and conform to general principles of data protection. This follows, inter alia, from the fact
that in most countries data protection is, or will be, the subject of legislation. Some laws recently
adopted in this field provide that every automated data bank, or at least those data banks which
store sensitive information, should have its own regulations. Consequently, it is up to public
authorities to give general guidelines for the drawing up of medical data bank regulations.

12. There are a number of data processing problems which are peculiar to medicine, such as, for
example:

the structuring of computerized medical records so that they can be put to various uses;
the need to keep medical data for periods which are generally very long;

the problem of the applicability in the medical field of the general rule that it must be possible
for the individual to be notified of computerized data concerning him.

13. Several of these problems arise outside the field of data processing. Data processing had,
however, intensified the need for a solution.

Recommendation No.R (81) 1

OF THE COMMITTEE OF MINISTERS TO MEMBER STATES ON
REGULATIONS FOR AUTOMATED MEDICAL DATA BANKS

1. Scope and purpose of the regulations

1.1. The following principles apply to automated data banks set up for purposes of medical care,
public health, management of medical or public health services or medical research, in which are
stored medical data and, as the case may be, related social or administrative data pertaining to
identified or identifiable individuals (automated medical data banks).

1.2. Every automated medical data bank should be subject to its own specific regulations, in
conformity with the laws of the state in whose territory it is established. The regulations of medical
data banks used for purposes of public health, management of medical and health services, or for the
advancement of medical science should have due regard to the pre-eminence of individual rights and
freedoms.

1.3. The regulations should be sufficiently specific to provide ready answers to those questions likely
to arise in the operation of the particular medical data bank.
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1.4. Where a medical data bank combines several sets of medical records or sub-systems of medical
data, each of these elements may require separate supplementary regulations relating to its special
features.

1.5. The requirements and obligations following from this recommendation are to be taken duly into
account not only with regard to medical data banks, which are operational, but also those, which are
in the development phase.

2. Public notice of automated medical data banks

2.1. Plans for the establishment of automated medical data banks as well as plans for the
fundamental modification of existing banks should be brought to the notice of the public in advance.

2.2. When an automated medical data bank becomes operational, a public notice thereof should be
given, relating at the very least to the following features:

a. the name of the medical data bank;

b. reference to the instrument pursuant to which the medical data bank has been established,;

c. a summary of the data bank's regulations and an indication of how the complete regulations can
be obtained or consulted.

3. Minimum contents of the data bank's regulations
3.1. The data bank's regulations should at least contain provisions on:
a. it's specific purpose(s);

b. the categories of information recorded,;

c. the body or person for whom the data bank is operated and who is competent to decide which
categories of data should be processed;

d. the person(s) in charge of its day-to-day running;

e. the categories of persons who are entitled to cause data to be placed in storage, modified and
erased ("originators of the data");

f. the person or body:
- to whom certain decisions must be submitted for approval;

- who supervises the use of the data bank;
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- to whom appeal may be made in the event of dispute;

g. the categories of persons who have access to the data bank in the course of their work and the
categories of data to which they are entitled to have access;

h. the disclosure of information to third parties;
i. the disclosure of information to the individuals concerned ("data subjects");
j. the long-term conservation of data;

k. the procedure concerning requests for use of data for purpose other than those for which they
have been collected;

. the security of data and installations;

m. whether and on which conditions linking with other data banks is permitted.

4. Recording of data

4.1. The person or body responsible for establishing and/or managing a medical data bank should
ensure that:

a. data are collected by lawful and fair means;

b. no data are collected other than those which are relevant and appropriate to the declared
purpose(s);

c. so far as is practicable the accuracy of the data is verified; and

d. the contents of the record are kept up to data as appropriate.

4.2. In order to ensure on the one hand selective access to the information in conformity with
paragraph 5.1 and on the other hand the security of the data, the records must as a general rule be
so designed as to enable the separation of:

a. identifiers and data relating to the identity of persons;

b. administrative data;

c. medical data;

d. social data.
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A distinction between objective and subjective data is to be made with regard to the data mentioned
under ¢ and d above.

Where, however, it is unnecessary or impossible to achieve such separation, other measures must be
taken in order to protect the privacy of individuals and confidentiality of the information.

4.3. A person from whom medical information is collected should be informed of its intended use(s).

5. Access to and use of information

5.1. As a general rule, access to the information may be given only to medical staff and, as far as
national law or practice permits, to other health care staff, each person having access to those data
which he needs for his specific duties.

5.2. When a person mentioned in the previous paragraph ceases to exercise his functions, he may no
longer store, modify, erase or gain access to the data, save by special agreement with the person or
body mentioned in paragraph 3.1.f.

5.3. A person referred to in paragraph 5.1 who has access to data in the course of his work may not
use such data for a purpose different from that for which he originally had access to those data,
unless:

a. he/she puts the information in such a form that the data subject cannot be identified, or

b. such different use has been authorized by the person or body referred to in paragraph 3.1.f., or

c. such different use is imposed by a provision of law, it being understood that national law or practice
may impose an additional obligation to obtain the consent of the data subject (or, should he be
deceased, of his family) or his physician.

5.4. Without the data subject's express and informed consent, the existence and content of his
medical record may not be communicated to persons or bodies outside the fields of medical care,
public health or medical research, unless such a communication is permitted by the rules on medical
professional secrecy.

5.5. Linking or bringing together information on the same individual contained in different medical
data banks is permitted for purposes of medical care, public health or medical research, provided it is
in accordance with the specific regulations.

6. The data subject and his medical record

6.1. Measures should be taken to enable every person to know of the existence and content of the
information about him held in a medical data bank.

84



Part A - General and Institutional Framework for Development of Healthcare Information Systems

This information shall, if the national law so provides, be communicated to the data subject through
the intermediary of his physician.

No exception to this principle shall be allowed unless it is prescribed by law or regulation and
concerns:

a. data banks which are used only for statistics or scientific research purposes and when there is
obviously no risk of an infringement of the privacy of the data subject;

b. information the knowledge of which might cause serious harm to the data subject.

6.2. The data subject may ask for amendment of erroneous data concerning him and, in case of
refusal, he may appeal to the person or body referred to in paragraph 3.1.f.

When the information is amended, it may nevertheless be provided that a record will be kept of the
erroneous data so far as knowledge of the error may be relevant to further medical treatment or
useful for research purposes.

7. Long-term conservation of data

7.1. As a general rule, data related to an individual should be kept on record only during a period
reasonably useful for reaching their main purpose(s).

7.2. Where, in the interest of public health, medical science, or for historical or statistical purposes, it
proves desirable to conserve medical data that have no longer any immediate use, technical
provision is to be made for their correct conservation and safekeeping.

8. Professional obligations

In addition to the members of the health care staff, the data processing personnel and any other
persons participating in the design, operation, use or maintenance of a medical data bank, must
respect the confidential nature of the information and ensure the correct use of the medical data
bank.

9. Extended protection

None of the principles in this appendix shall be interpreted as limiting the possibility for a member

state to introduce legal provisions
granting a wider measure of protection to the persons to whom medical data refer.
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10. Detailed comments

10.1. Scope and purpose of the regulations

10.1.1. The recommendation concerns medical data contained in medical records established in the
context of the doctor-patient relationship or in health records established for other purposes. The term
"medical data" includes information concerning the past, present and future, physical or mental health
of an individual, as well as related social or administrative information. The latter type of information
may relate to a person's address, profession, family circumstances, psychological factors, etc. The
information may refer to a data subject who is sick, healthy or deceased. The recommendation is
concerned only with such data as can be attributed to identified or identifiable individuals, not with
anonymous or aggregate information.

10.1.2. In so far as the removal of substances of human origin, or the grafting and the transplantation
of tissues or organs have led to the constitution of a medical record, the problem of the protection of
the anonymity between the donor and the donor will be covered by this recommendation, since it
extends to an individual's past health. Such protection of anonymity between donor and recipient is
provided for in general terms in Resolution (78) 29 of the Committee of Ministers of the Council of
Europe on harmonization of legislation of member states relating to removal, grafting and
transplantation of human substances.

10.1.3. Medical data may appear together with other information in non-medical records, for example
insurance or employment records. Such data banks are not covered by the recommendation.
However, it is clear that such records may raise important problems in regard to individual freedoms.
It should be noted that Article 6 of the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data stipulates that personal data concerning health may not be
processed automatically unless domestic law provides appropriate safeguards. Under that
convention, therefore, it is for contracting states to provide appropriate safeguards for the protection
of individuals in cases where data relating to health are processed in data banks not covered by this
recommendation. It is of course highly desirable, in so far as possible, for medical information to be
recorded in special data banks and not integrated with

general data banks.

10.1.4. Automated data banks generally offer better safeguards for the protection, confidentiality and
integrity of data than manual systems. However, computerized systems raise specific problems
because of the co-operation necessary between members of the medical profession and data
processing experts, and because they permit a wider range of uses. One should not, however,
exclude the possibility that the effort expended on this recommendation, which is restricted to
computerized systems, may also bear fruit in the sphere of non-computerized medical records.

10.1.5. Unlike Resolutions (73) 22 and (74) 29, which provided for two separate series of principles
applying to the public and the private sectors, this recommendation applies to medical data banks in
both sectors, since they must meet the same requirements and since there is a frequent transfer of
data between the two sectors.
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10.1.6. Further, it is to be observed that the recommendation is designed to allow for the use of
medical data for research purposes. In this respect it should be noted that, at the time of publication
of this explanatory memorandum, more detailed recommendations for the protection of personal
information used for research purposes were being examined by the Council of Europe's committee
of experts on data protection. Of course, the recommendation does not apply to collections of medical
statistics, which cannot in any way be related to identified or identifiable persons.

10.2. Public notice of automated medical data banks

10.2.1. In some member states, no automated medical data bank may be established unless the
authorities and the public at large have been notified of the fact. It is desirable that, in countries where
there is as yet no legal obligation to make a declaration or give public notice of the existence of a
medical data bank, those responsible for medical data banks should give such notice in an
appropriate form (e.g., by a notice in the press).

10.2.2. Publicity of this kind is first and foremost aimed at guaranteeing protection of the individual's
rights and freedoms in matters of health. It would also help to make the public aware of the
usefulness of computerized medical data systems and, furthermore, may encourage the public to
support the introduction of such systems.

10.2.3. It is important to note in this connection that the recommendation applies not only to existing
operational data banks, but also to those, which are in the process of development (project, transition
from manual to computerized system, trial installation, etc). Timely notice of a project for the
establishment of a new medical data system will allow interested circles to make their views known
before substantial funds have been spent and thereby prevent their being faced with a fait accompli.

10.3. Minimum contents of the data bank’'s regulations

10.3.1. Access to the information in a medical data bank must be carefully controlled. This must not
result in the medical data bank becoming shrouded in mystery; on the contrary, its regulations must
contain such elements as to enable outsiders to obtain an accurate idea of its purpose, the categories
of information recorded, its way of operation, etc.

10.3.2. For this reason, it must be quite clear from the regulations of the data bank who is the person
or body on whose behalf the data bank is operated, who is its manager, who can store information in
it, which body exercises supervision over it, to whom requests for information and possibly complaints
can be addressed, what is the exact nature and purpose of the data recorded, who are the users, etc.

10.3.3. While mention may be made of the fact that security measures exist, no precise details must
of course be given, in the interests of security itself. Mention will also be made of the method of
erasing obsolete data, the storing of data, which no longer serve any immediate purpose and the
procedure governing the use of data for purposes other than those for which they were collected. The
preservation of medical records may be required for much longer periods even going beyond the
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lifetime of the data subject - than is the case with other kinds of personal records. This is an additional
reason why there must be sound data security methods.

10.4. Recording of data

10.4.1. The data recorded must be accurate and the content of records kept up to date. As regards
accuracy, it is obvious that in medicine, errors or inaccuracies may well cause serious damage.
However, the consequences of error (e.g., regarding a blood group) can be neutralized if the
information provided by the computer is verified with other clinical data submitted for the doctor's
assessment. Cross-checking procedures should be used in order to eliminate errors made within the
computer system. It is pointed out that detection of an error does not always necessitate a correction
(see in this connection paragraph 6.2 of the recommendation). The requirement that medical data
should be up to date derives from the fact that the medical record is intended to guarantee continuity
of treatment.

10.4.2. Information must be obtained by lawful and fair methods. The present methods of obtaining
information from patients are regarded as being generally satisfactory because the patient normally
knows what he is being asked for and why. However, there always remains a risk of abuse, having
regard to the fact that a patient may be in a state of dependence vis-a-vis the doctor or medical
establishment.

10.4.3. One of the distinct advantages of computerized records over manual records is that they
permit the separation of different types of information (name of the person concerned, administrative,
medical or social data, etc) and that by various technical methods access by the various categories of
personnel (medical and paramedical staff, researchers, hospital administrators, etc) can be restricted,
each having access only to such parts of the file as he needs for his specific duties. Furthermore,
objective medical and social data (temperature, blood group, treatment prescribed, social
background, profession, etc) must be kept separate from subjective data (probable diagnosis, likely
development of the disease, behavior, aptitudes, etc). The words "As a general rule" indicate that the
separation of identifying information and other data is not mandatory in all cases. It would be
meaningless in the case of a medical data bank, which is accessible only to a small number of
physicians who all know the identity and illness of the patients.

10.5. Access to and use of information

10.5.1. As the patient is the source of the information, his consent is the basis for the use of
information and the conservation of his file by the doctor or the hospital administration.

10.5.2. In the interests of the care of patients, the recommendation allows states to grant access to a
patient's medical record to members of the medical profession who, because of their functions, are
required to observe professional secrecy. A reference to national law and practice is made with
regard to access to information by other health care staff (nurses, physiotherapists, etc), since the
definition of that category of personnel and their legal status differs from one country to another, and
sometimes even within one country (e.g., in the case federal states).
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10.5.3. Since the originator of the data is not the owner of the record, a change in his status or that of
any other person having right of access will terminate the possibility for such persons to have access
to the data or to record, alter or erase data, without special authorization.

10.5.4. With regard to the use of medical data for purposes other than those originally envisaged, the
recommendation draws a clear distinction between persons who have access to the data in the
exercise of their functions, and others. The former, consisting mainly of the medical and health care
staff (see paragraph 5.1), may use the information for other purposes (research, teaching, scientific
publications, statistics, etc) provided it is either in anonymous form or by special consent of the
person or body named to that effect in the data bank regulations. If it is a person that decides on the
follow-up to be given to requests for secondary uses of medical information (see paragraph 3.1.1), he
should preferably be a physician. Where this function is entrusted to a collegiate body, it is desirable
that not only the medical profession but also the representatives of other interests (patients, social
security, etc) are included in the body's membership. Requests for secondary uses should be duly
justified.

10.5.5. Under the law or ethical practice of some countries the sole person who can authorize
secondary uses of medical information which was obtained in a doctor-patient relationship is the
treating physician.

10.5.6. Paragraph 5.3.c covers the case where other uses of medical information are imposed by
provisions of law (compulsory reporting of a contagious disease, injury caused by an animal
suspected of rabies, etc). Some of these measures are taken as a result of directions from
international organizations, such as the World Health Organization.

10.5.7. Paragraph 5.4 deals with the communication of data to other persons or bodies. Since
professional secrecy guarantees that the information disclosed to a doctor will remain confidential, no
medical record may be circulated outside the doctor-patient relationship, hospital management, public
health services or medical research without the consent of the person concerned, unless such a
communication is permitted under the medical profession's rules on secrecy. The doctor-patient
relationship naturally includes the patient's relationship with the whole medical team. The circulation
of information within this team is in fact essential in the interests of the patient himself.

10.5.8. The records sometimes include administrative data, which are not automatically covered by
professional secrecy. But certain data of an administrative nature, such as the presence of a person
in the hospital or the prices charged for a medical act, reveal that an individual is or has been under
treatment and may make it possible to establish the nature of the disease. In some cases, the
disclosure of information of this kind may be harmful to the individual. It therefore seems reasonable
to allow an individual to request that the examinations, medical treatment or operation which he has
undergone should not be divulged.

10.5.9. It is provided in paragraph 5.3 in fine and 5.4 that the communication of medical data outside

the medical or health context will be possible under certain conditions and especially with the proviso
that the data subject should give his consent. However, this does not prevent the law from explicitly
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prohibiting the communication of certain data, even if the data subject does not object. Such is, for
example, the tendency with regard to matters concerning artificial insemination.

10.5.10. Respect for the purposes of information should not be an obstacle to a possible link between
records storing information on the same patients at different times or in different places, in so far as
the information exchanged is medically useful and in particular guarantees the continuity of care.
However, this linking must take place in accordance with the data bank's specific regulations.

10.6. The data subject and his medical record

10.6.1. One of the most important principles in the field of data protection is the right of every person
to know the information that is stored about him by other persons. In the medical field, there are two
obstacles to the application of this principle. On the one hand, it may be extremely detrimental to the
treatment of a patient if he is given the full facts about his case. Moreover, medical information as
such may make little sense to the layman.

10.6.2 Paragraph 6 of the recommendation provides as a general rule that every person should be
enabled to know of the existence of information about him in a record. Exceptions to this rule should
be reduced to a minimum; as an example of such an exception, it might be detrimental for a patient to
know that he is on record in a cancer registry. The data subject should also be enabled to obtain the
information itself, but it may be provided that such information should be communicated to him
through the intermediary of his physician.

10.6.3. A general principle in the field of data protection is that erroneous data must be corrected. The
recommendation provides, however, that when knowledge of the error could be relevant to further
medical treatment, a record of the erroneous data may be kept. Accordingly, in this specific case, it
was decided against "over-writing" that is erasure of an item of information in a record and its
replacement with new information.

10.6.4. It should be pointed out that if the data subject is incapable (a child, or a legally or mentally
incapacitated person), his legal representative will exercise his rights set out in this paragraph, as well
as the right of consent mentioned in paragraph 5.

10.7. Long-term conservation of data

10.7.1. Finally, the recommendation gives attention to a point on which medical data banks must be
treated differently from most other types of data banks. As a general rule computerized information
should not be stored longer than is strictly necessary, for it is a threat to privacy if information relating
to any individual is allowed to accumulate as the years go by. However, the interests of public health
and scientific research may justify the long-term conservation of medical data, even after the death of
the persons concerned. Specific regulations exist in a number of countries for the conservation of
medical archives. The present recommendation, in paragraph 7, permits the long-term conservation
of data, provided that adequate safety and privacy safeguards are given.

90



Part A - General and Institutional Framework for Development of Healthcare Information Systems

10.8. Professional obligations

10.8.1. The use of medical data processing requires the co-operation of many professional people
who take part in the design and operation of medical data banks. But, although professional liability
and the doctors' code of ethics are clearly defined, the position of computer experts and other
persons involved in the running of data banks should be established more precisely. At the time of
publication of this explanatory memorandum, the Council of Europe's committee of experts on data
protection was drawing up more detailed recommendations on the question of rules of conduct for
data processing experts.

10.8.2. The essential co-operation between the medical profession, data processing experts and
other persons sometimes involves the transfer of responsibility. In the case of an error in the
transmission of information or the breakdown of the data processing installations assisting the patient,
a problem arises concerning the apportionment of liability. Therefore, the duties and responsibilities of
the various persons involved should be set out clearly in the regulations.

10.8.3. Recorded medical data must be accurate and the contents of records kept up to date. This
involves the responsibility of the doctor at the time the data are stored and of the data processing
expert when the program is designed and implemented. Staff responsible for the

processing of data are also in charge of installations, programs and premises, and must, just as
members of the medical staff, be required to respect the confidential nature of medical and personal
information of which they acquire knowledge in the exercise of their profession.

10.9. Extended protection

10.9.1. It should be noted that the recommendation does not prevent states from introducing a wider
measure of protection to the persons to whom medical data refer.
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REFERENCE 4

Swedish Institute for Health Services Development (Spri)

Set of Recommendations on Functional Requirements
for Healthcare Documentation (1996)

The Swedish Institute for Health Services Development (SPRI) in Stockholm, has been responsible
for a variety of developments in the area of health informatics. Although computerized systems of
patient records have existed in Sweden since the beginning of the seventies, it was not until the end
of the eighties that their use became generalized and, up to the end of 1992, around 500 systems
were installed. The next years showed a marked increase in the number of installations and, by the
end of 1995, over 2,200 systems were in use. The majority of systems have been installed in the
primary care setting, which at present has approximately 85 per cent coverage. Conversely, the
corresponding figure for institutional care is less than 15 per cent. However, at the beginning of 1996
many hospitals and county councils were at the procurement stage, and the number of systems
installed (and, as a result, investments) are expected to further increase in the next few years.

The Swedish Commission of Enquiry into Information Structure for Health and Medical Care pointed
out the need for a common and well-defined information structure for health and medical services as
a whole, based on local databases. A prerequisite for the viability of a common structure is that the
concepts, definitions, classifications and technical standards employed should be uniformly defined
and described and related to target structures. Among the areas prioritized by the Board of SPRI in
1993 were computerized patient record systems. The project "Computerized Care Documentation”
(DVD in Swedish), started in the spring of 1994 with a feasibility study. The outcome of the study
included an inventory of existing computerized systems of patient records and a plan for carrying out
the main study. The latter commenced in October 1994 and was completed at the beginning of 1996.

The goal laid down for the project was to produce a list of essential as well as desirable functional
requirements for computer-supported health documentation. The approach chosen was to collect all
the requirements considering four categories of users: primary care, institutional care, psychiatric
care, and those related to common (shared) needs. In order to gain support for the specification of
requirements, a total of nine seminars were held, each attended by 60-80 delegates, representing all
categories of care providers, information specialists, and healthcare managers. At those seminars the
requirements were reviewed and suggestions regarding their formulation and new ones were
identified. In order to gain further support for the requirements, the initial listing was sent out for
consideration to a total of 550 professional groups.

The original idea was that the list should only contain requirements originating from users. This
proved impossible since in certain areas essential requirements relating to computerized
documentation systems were lacking. This was the case, in areas such as security, confidentiality,
technical platforms, methods of identifying patients and documentation and needs relating to the
retrieval of information. The final list of functional requirements identified by SPRI is intended to
ensure that future computerized healthcare documentation systems serve as an aid to the process of
care, and have a modular structure. The list contains basic requirements and additions will be needed
during procurement in order to arrive at a system that is suited to a particular application environment.

92



Part A - General and Institutional Framework for Development of Healthcare Information Systems

The listing of functional requirements for computerized health documents hereby presented was
adapted from the publication "User Requirements on Electronic Health Care Records", Swedish
Institute for Health Services Development, Stockholm 1996, ISSN 0281-6881. Please note that many
functionalities are specific to the legal framework of Sweden or apply only to the clinical and
administrative documentation used in the Swedish healthcare system where concerns related to
privacy, confidentiality, accountability, and data security are paramount.

A. General Requirements
1. Common Patient Record

la. The record system shall facilitate a multiprofessional and multimedia record where all people who
are required to record/document register data can do so.

1b. The data can be stored in different locally distributed databases, but it shall be possible to compile
and present it in the form of a common record.

1c. It shall not be necessary to re-register data that are already in the system or that can be retrieved
from other systems.
2. System Structure

2a. It shall be possible for the record system to act as a module of a larger system comprising areas
like Patient Administration, Funds, Bookings, Referrals and Answers to Requests.

2b. The patient record module shall be able to exchange information with other modules.

2c. The modules shall be able to use common data, not just exchange information wlth each other.

3. Simultaneous Access
3a. Several persons shall be able to access the record at the same time.

3b. A person who reads a record shall be made aware of the fact that someone else is currently
writing in the record when this happens.

3c. Simultaneous writing/updating of the same record shall not be possible.

4. Patient Treatment Plan
4a. Treatment plans shall be displayed and accessible at any time.
4b. The system shall support the adding of care protocols and patient instructions.

4c. The system shall support local treatment plans with related instructions, for example databases of
exercises and other care programs or protocols.

4d. The system shall allow the usage of different types of care assessment/result scales.
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4e. As a decision support function it shall be possible to include specific treatment and rehabilitation
programs for prevailing diagnoses.

5. User Training

5a. The system shall contain a training database for standard and common care situations.

5b. The system shall be built in such a way that it is as self-explanatory as possible. Clear guidance
shall be present by the use of selection buttons and logical actions.

5c. The system shall contain interactive support that can be used during training.

B. User Interface
1. Graphic User Interface
la. The interface shall be based on graphic windowing technique.

1b. The system shall have a common user interface that can adapted to future standards for the basic
functions of the system.

1c. All functions shall be based upon existing standards, or according to established procedures.

1d. Activation of commands shall be by the use of either a pointing device or from the keyboard.

le. Irrespective of what procedure/routine or module of the system the user is in, there shall be
standard commands that always apply to the same functions.

2. Window Management

2a. The system shall be able to have a number of windows open for the same patient at one time.
Patient's identity shall be clearly stated in each window.

3. Shortcuts

3a. A function which enables direct movement to a patient's record, e.g., the ability to "jump” to a
specific function or field.

3b. A shortcut for reaching another module for the current patient, patient account, service
scheduling, etc.

3c. A quick choice for reaching another patient's record, but with a “read only” restriction. It shall be
possible in the system to quickly “set aside” the current record in order to be able to view another
patient's record. It shall also be easy to return quickly to the previous record.

3d. It shall be possible to move around easily between specific functions in the record without being
tied to navigate up and down in a tree structure.
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4. Information Display

4a. It shall be possible to present information in chronological order or reversed chronological order in
one sequence and covering all patient's treatments.

4b. It shall be possible to present the information either as source or problem orientated.
4c. It shall be possible to retrieve detailed information from images/clinical investigation.

4d. It shall be possible to present different types of clinical investigations for different staff and patient
categories in a flexible way.

4e. It shall be possible to compile and present information via index (key) words.

4f. It shall be possible to use different timeframes in order to increase the overall perspective, for
example in the lab list, progress notes, clinical measurements (e.g. weight, fluid and caloric intake,
etc.)

5. Selective Display

5a. There should be the possibility to choose the scope of information display broken down into care
category and/or per given time period. It should be clearly evident that there is more information
available.

6. System Messages

6a. The system shall automatically inform the user the status of message processing, such as
printing.

6b. Error messages shall be presented directly on the screen.

6c. All error messages shall be in Swedish.

7. Warning Functions

7a. Warning functions are to be displayed according to directives from the National Board of Health
and Welfare SOSF (M) 1982:8 on how non-tolerance and hypersensitivity to medication shall be
indicted. For further details see under heading safety/security.

8. Recording Clinical Data

8a. It shall be possible to indicate differing values or medical interactions in the system. The indication
shall show at printout or when storing on a different medium. For further details see under heading
safety/security.

8b. It shall be possible to record as text important medical, epidemiological, and social facts.

8c. The system shall allow a caregiver to indicate that specific data or text shall only be available to
another authorized caregiver and hidden for unauthorized users. A log of each transaction shall be
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stored. The receiving caregiver shall, when the record is opened be made aware of the fact that
information has been received.

9. Word Processing

9a. Simple word processing functions shall be integrated into the system.

9h. Change of font should be avoided. It should only to be done by the system administrator and it is
to be common to the unit.

9c. Copying and pasting function may only be used within the same record.

9d. Functions for spelling checking, including medical terminology, shall be available in the system.

10. Contents and Scope

10a. It should be possible to organize the contents and scope of the different parts of the patient
record graphically.

C. Data Capture

1. Data Entry Tools

la. Input shall be possible either by pointing device or from the keyboard.
1b. A scanning function for images and text as image shall be included.
1c. Input shall be possible via bar codes

1d. Input shall be possible via cards with magnetic stripe.

le. Input shall be possible via smart (chip) cards.

1f. Input shall be possible via optical cards.

1g. Input shall be possible via voice input.

1h. It shall be possible to import files in different file formats, for example EDIFACT, ODA/ODIF, RTF,
SGML, SQL2.

1i. It shall be possible to register information via a hand terminal, which then transfers information on-
line to the patient record.

2. Mandatory Information

2a. In some forms/images it shall be possible to indicate certain fields as compulsory. In these fields
you are required to enter data.
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3. Template and Form Design

3a. It shall be possible for users to be able to design their own input templates on delivery of the
system and later after the system has become fully operational.

4. Default and Pre-defined Values

4a. There shall be a function in the system that facilities certain fields to be set automatically by the
system (default values), date for example. It shall be possible to change these values.

5. Out-of-Range Warning

5a. There shall be a function, which tells the user that he/she tried to register an unreasonable value.
A reference value limit value should be presented. Overriding shall be possible.

D. Support Functions

1. Shared Databases

la. The system shall be able to retrieve information from specialized databases, such as drug
reference, population registries, diagnosis registries, etc.

2. Text Recognition

2a. It shall be possible to create text strings linked to a user-defined dictionary/codes that can be
retrieved automatically when entering text. These strings can be both personal and/or of a general
nature.

3. Automatic Recording of Standard Actions

3a. Health administrative actions such as referrals, prescriptions, medical certificates, and other
standard routine actions, shall generate an automatic note under the appropriate index word in the
current record referrals. It shall possible to make simple additions or to clarify this note when
necessary.

4. Anonymous Patients

4a. The system shall be able to handle patients who do not have a personal identification number.

5. Handling of Alternative Identification Numbers
5a. It shall be possible to use a reserve number if the patient's identity is not known. The system shall

have functions to link an alternative number with individual identification numbers, if such a link is
requested.
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6. Updating of Personal Identity

6a. The record module should facilitate linking of information between an "old” and new identity.

E. Security and Confidentiality
1. Common Requirements
la. The following laws and regulations shall be followed:

The Data Act SFS 1973:289, 1992:446.

The Confidentiality Act SFS 1980. 1989:713, 1991:246, 1992:890.
The Patient Record Act SFS 1985:562.

The Archive Regulation.

The Social Services Act.

The Support and service Act (LSS). -

The Data Inspection Board's regulations, general advice.

National Board of Health and Welfare's regulations (SOSF 1982:8).
Healthcare Act SFS 1982:763.

Freedom of the Press Act 1991.1500, SFS 1994:1476.

Code of Practice for Physicians (Allméanna lakarinstruktionen).
The Royal Archive Regulations Records.

1b. When there are local rules for handling security issues, these shall be taken into consideration
when designing the system.

1c. Deletion of a complete record or a part there of (including backup copy and copies) shall be
possible according to the legal requirements that are applicable. It shall be possible to verify that
destruction has been has been carried out by log of a transactions.

2. Notes

2a. The system shall be able to handle missed appointments, discontinued medication,
hypersensitivity, medication etc.

2b. “Observation Note” shall ensure that a message is to be shown on the screen. The message
display shall be so evident that the user is fully aware of the event. X

3. Access Control and Identification

3a. The system shall have an access control function that includes:

- Identification and authentication of given identification

- Access control to system resources including stored data

- Logging of systems activities.

3b. The access control system function shall be flexible in order to meet law changes and/or changes

in the organization. It shall be possible to process an entire health unit as an activity unit for a record
or, alternatively, split up into smaller units.
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3c. The system shall work with identifiers (user names, codes) that guarantee a unique identification
of users, even after a long period of time.

3d. The identifier shall include the full name and preferably the personal identification number.

3e. A shorter form of user id can be used in many functions, but it should to be possible to obtain a
reference to the full identification.

3f. The given identity shall be authenticated by a method that corresponds to specific security
requirements specified by the user.

3g. It shall be possible to perform strong authentication with smart cards and cryptographic methods
(RSA). A European standard for this area is being developed. Temporarily, the ASL specifications
made by the Agency for Administrative Development's Allterminal Project should be used. These
specifications will be complemented to form a specification for a Swedish electronic identification
card.

3h. If strong authentication is used the system should allow single sign-on. The local system/work
station shall support secure identification in all functions, both at the level of the operative system and
applications, and also with different computers in the network.

3i. If authentication using a password is used, the European standard shall be used. Medical
Informatics - Secure User ldentification for Health Care: Management and Security of Passwords
Health Care Orientated IT Security Functionality Class (CENITC 25 11WG6 N 95-02).

4. Access Control

4a. Access control shall encompass both the operating control system and the database manager
and in many cases the applications.

4b. The system shall have such a protective shell that access control is concrete.
4c. The access control shall cover all resources, not only data access. (It is especially important to
give attention to the possibilities of copying to a diskette, or the use of communication networks and

printers.)

4d. The system shall facilitate access for different users to different functions and data stored in the
system.

4e. It shall be possible to combine a shared and a divided record, so that certain parts can be
common, a warning list, for example.

4f. Each user shall get access to the functions and information he/she needs to perform his/her task.

4g. Users that need access to the information system in a similar way shall be gathered into one
category/role with the same rights in order to facilitate access administration. (Category can involve a
general group of staff, such as physicians, nurses within a unit, but can also be a more advanced

concept. See below.)

4h. The system should be able to handle the definition of access rights both on the level of single
user and on the level of category/role-privilege.
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4i. The system shall be able to handle a dynamic role concept for providers that, for example, links a
certain number of patients to a group of users (role category). The system shall also contain functions
for defining the rights of the group in a simple and safe way and compel individual users to maintain
the current role concept for a period of time.

4j. Complex systems should be able to handle a distributed access authorization administration with a
central control via special security servers.

4k. The system shall automatically switch off the screen and demand a new authentication with a
card or a password after a pre-defined period of inactivity.

4]. The system shall automatically log out after a predefined period of inactivity.

4m. The system should allow a user who logs-in after a forced log-out to return to the previous
transaction location without the integrity of the database being threatened.

4n. The system should allow overriding of the normal access rules within certain pre-defined limits.
Only users that are securely identified and registered with special authorization will have the right to
override the system in the event of a state of emergency. The use of the function shall generate a
message direct to the access administrator in charge and be specially recorded in the systems log
and in the patient record. The system shall make sure that messages are acknowledged by the
access administrator in charge.

5. Classification According to Sensitivity

5a. It shall be possible to classify all pieces of information in the database according to its sensitivity.
5b. It shall be possible to make a basic classification of sensitivity in a catalogue of object
classes/keywords or in a catalogue of terms containing attributes that can be applied to a single

patient.

5c. It shall be possible to change the classification according to sensitivity when stored in the
database.

5d. It shall be possible to control the classification according to sensitivity for an individual patient.

5e. It shall be possible to control access to information so that only the chosen care giver(s) get
access to it.

5f. Classification according to sensitivity means that for certain groups of users the information will be
filtered during search and presentation. The user shall be made aware of the fact that this is being
done, without sensitive information being revealed.

5g. It shall be possible to classify data in other ways, as local/global information, for example. The
local information is available within the local unit, the global is available for several units.

6. Logging

6a. The system should log all usage with start and finishing times.

6b. It shall be possible to control logging of activities with respect to: unit, category, role, time period
or function including the amount of data involved.
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6c. It shall be possible to control logging concerning a single patient.

6d. The system shall be able to log whatever part of a database that has been affected by reading
and writing.

6e. There shall be tools for follow-up of the audit trail.

7. Security Protection for External Communication
7a. Data shall always be encrypted when it is communicated outside a safe physical domain.

7b. Fiberoptic cabling for all main networks should be used when control over cabling is not
satisfactory.

7c. Separation of different security domains with routers that allow control of access lists. For Internet
connection “firewalls” should be used in each server.

8. Data Integrity

8a. The system shall include a signing function.

8b. The system shall facilitate counter signing for certain types of data, for example discharge notes.
There shall also be the possibility for making a “vidi mark” (vidi = | have seen).

8c. The system shall make sure that medical information is signed with a reminder to the person
responsible for the registration. It should also be possible to get an overview of the different types of
notes that are waiting to be signed/counter signed/vidi-marked.

8d. If signing is not done within a certain time there shall be the possibility of locking the text
automatically.

8e. It must be evident if record information is signed, locked or open (unsigned).

8f. Erasure or changing locked or signed text shall be marked on the screen and printouts and all
earlier versions shall be retraceable.

8g. The signing function must clearly make the person aware of the fact that he/she is responsible for
the contents.

8h. It shall be possible to perform signing by digital signature and a user's smart (chip) card.

9. Accountability and Reliability
9a. The system shall make sure that the system makes backup copies regularly.
9b. The system shall have protective functions against voltage irregularity.

9c. It should be possible to run the system without main power supply for a short period of time.
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F. Output
1. Report Generator

la. The system shall have a report generator, which makes it possible the concomitant search by
several criteria’lkeywords.

1b. It shall be possible to generate several reports while without significantly influencing the system's
performance.

1c. The search template shall be reported as an appendix to the requested/produced report.

1d. It shall be possible to store for later use the defined search criteria. It shall be possible to give the
reports understandable names.

2. Standard Reports

2a. Pre-defined standard reports shall be delivered together with the record module.

3. Export Function

3a. It shall be possible to export data (file transfer) to other modules, systems and programs
according to current rules, taking into account current laws and regulations. This shall only be
possible at the system administration level.

3b. It shall be possible to remove patient identifiers from all information that is exported.

4. Record Printouts

4a. The length of the printouts shall not be predefined in the record module, but shall be flexible, for
example, the whole report, chosen parts, lab list, medications list etc.

4b. It shall be possible to discontinue the printout with a simple command.
4c. Date, time, who is responsible for the decision to release the information, who requested the
printout, what has been transferred and who is the receiver of the printout should automatically be

registered in the record and presented on the printout.

4d. When record information is printed on paper, it should be evident on the printout if it is signed or
not.

4e. The system shall contain form, letter, work and support templates, death certificates, and other
standard document formats. The system should accept pre-printed forms or plain paper.

4f. The system shall be able to produce documents that are based on SPRI’s basic record concept.
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5. Follow-up, Quality Assurance, Evaluation, and Target Results
Achievement

5a. Follow-up of treatment and results of treatment shall be possible via access to the patient
database aided by a report generator. The same access control used for the patient record module
will be utilized.

5b. It shall be possible to plan individual care schemes and then follow up the result by individual
patient.

5c. It shall be possible to define and register treatments/actions and time spent per treatment/action.
It shall be possible to sum up the time spent by patient, intervention, provider, and diagnosis.

6. Labels and Barcodes

6a. The patient record module shall support functions and barcodes for printing labels.

6b. It shall be possible to add barcodes to labels and other documents with bar codes containing the
patient's identity.

7. Archive Function

7a. The system shall have functions for the transfer of information to a different storage medium.
When the information is extracted from the system there shall be references in the record system

module, which gives information about where the information can be found.

7b. There shall be a surveillance function that automatically transfers information to a different
storage medium if the record has not been activated during a preset timeframe.

G. Communication

1. Communication with Other Systems

la. The system shall be able electronically to exchange information with other modules/systems,
such as primary care, in and outpatient care, and dental care. The transfer shall be done according to
set standards.

1b. There shall be the possibility of having a master index for x-ray images, photographs, audiograms
etc.

2. Decision Support Systems

2a. Should be an independent module where the record system can retrieve pertinent information.

2b. Integrated with the record system and thereby acting as an interactive support for decision
making.
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3. Individual Patient Medical Images

3a. It shall be possible to store individual images in the record module of the patient.

4. Templates
4a. To be able to visualize where a clinical change is located, there shall be functions to show

templates over the different parts of the human body. It shall be possible to add marks and save
those.

5. Multimedia
5a. It shall be possible to show video clips via the patient record system.
5hb. It shall be possible to record and reproduce different clinical sounds in the system.

5c. Hypertext facilities, i.e. to able to click on separate words in free text and get further information,
for example a dictionary, protocol, image, video.

H. Record Structure

1. Term-based/Keyword Structuring

la. Record notes shall be structured in the form of predefined terms and keywords. Each
term/keyword shall have a unique code, which is made up of a searchable key in a patient database.
It shall be possible to define terms and keywords hierarchically so that a complex term may be built
up of several simple terms. Keyword notes shall be related to time and the person responsible for the
note and be connected to a logical unit, for example a signing-in note or reception. It shall be possible
to have terms and keywords oriented to problems (problem-oriented).

2. Database of National Terms

2a. Concepts, terms and keywords shall originate from a national database, which is to be fully, or
partly housed in the system. Updating to later versions of the national database shall be possible.

3. Patient Record Module
3a. The patient record module shall be able to exchange record information with a process-oriented

health administrative module. This shall facilitate planning, target implementation, surveillance,
results, evaluation, and started and finished treatment plans.

4. Nursing Documentation

4a. It shall be possible to document nursing history, status diagnosis, targets, and nursing plan. It
shall also be possible to register nursing results and record discharge notes for each patient.
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4b. It shall be possible to enter nurses notes, including procedures, intravenous therapy, medication,
and checklists for patients.
5. Classification/Coding Systems

5a. It shall be possible to implement different established coding schemes, such as ICD, ICIHD,
SNOMED etc.

5h. It shall be possible to include local user-defined classification and coding schemes.

5c¢. The system shall allow recording of time per activity.

5d. The system shall allow validation against entered records.

5e. There shall not be any limitations in the number of codes that can be registered in the system.

5f. There shall not be any limitations in the number of items that the system is able to reserve. This
will enable own detailing of codes to be made.

5g. It shall be possible to give a diagnosis in plain text and code with information about main
diagnosis, and secondary diagnoses, procedures, etc.

5h. It shall be possible mark the diagnosis with certain qualifiers: preliminary, single sided, right sided,
left-sided etc.

5i. The system shall enable plain text attached to the diagnosis code to be edited when entering

patient data. It shall be possible to store both code and plain text. The basic register shall not be
changed.

6. Notes Without Visit

6a. It shall be possible to make notes without there being a visit registered on the patient, for example
by letter, telephone prescriptions and telephone contact.

. Documentation
1.Training

la. When delivered the system shall contain a training database in normal environment together with
easy-to use instructions in Swedish.

1b. The system shall be built in such a way that it is as self-instructional as possible.

2. Installation Instructions

2a. There shall be detailed installation instructions in Swedish.
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3. User Documentation

3a. There shall be an instruction manual in Swedish.

4. Troubleshooting
4a. There shall be a chapter on troubleshooting in the user documentation.

4b. There shall be a troubleshooting quick table including clear solutions, including detailed
explanation on how to deal with encountered problems.

5. System Reference Manual

5a. There should be a detailed technical reference manual in manual for the system.

6. Help Function

6a. There shall be help functions in Swedish on forms, functions, as well as at the entry field level.

7. Operating Procedures

7a. In the operating documentation it shall be described how to enter basic data.

8. Technical Documentation

8a. In the technical description it shall be described how auxiliary equipment is connected to the
system.

9. Data Model
9a. The data model shall describe objects and terms that occur in the system.
10. Protocols

10a. It shall be the possible of including treatment and procedure protocols and patient instructions in
the system.

J. Special Requirement for Psychiatric Care

1. Surveillance and Alarm Functions

la. Alarm functions for handling legal aspects of psychiatric care shall be included.
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1b. The system shall be able to handle routines in connection with reporting to the National Board of
Health and Welfare.

1c. It shall be possible in the system to record the risk of violent behavior, enforcement actions, risk of
suicide, etc.

K. Special Requirements for Paramedical Activity

1. Follow-up, Quality Assurance, Evaluation, and Target
Results Achievement

la. The possibility to follow up treatment and results of treatment, individual care plans, flow of

referrals, queuing times by cause for contact or diagnosis, number of patients, time spent by action,
etc., linked to a report generator.

2. Care and Rehabilitation

2a. When entering patient data there shall be access to pre-defined general care programs and
rehabilitation plans related to specific diagnoses.

3. Classification Standards

3a. It shall be possible to detail present coding within the officially adopted classification of
interventions and procedures.

3b. The system shall allow time spent per action to be recorded.

4. Rehabilitation Equipment

4a. The system shall include a registration function for equipment including surveillance, tracking, and
reminder handling.

5. Home Care

5a. The system shall include support for local programs with instructions, data banks with exercises
and examples or rehabilitation programs.
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REFERENCE 5

White Paper
Health Insurance Portability and Accountability Act:
Security Standards; Implications for the Healthcare
Industry

Shannah Koss, Program Manager, IBM Government and Healthcare

This white paper is for general informational purposes only and does not constitute advice by IBM as
to any particular actual set of facts, nor does this white paper represent any undertaking by IBM to
provide customers with legal advice. Instead, this white paper is designed only to get customers
started in understanding the Health Insurance Portability and Accountability Act (HIPAA) Security
Standards. Therefore, IBM encourages customers to seek competent legal counsel for advice. Note
that there is no established schedule for updating this white paper, and IBM is not responsible for the
content or frequency of updates.

HIPAA Security Standards

Introduction

Federal security standards and the increased use of the Internet and web technologies in
healthcare will require changes in the healthcare industry’s information security practices.
Whether we like it or not, these changes are inevitable. This paper provides some background
information about the emerging Federal requirements, industry implications, and the actions that
will be required.

Background

Why focus on Healthcare Security now? The regulatory climate and the increasing use of the
Internet

The Health Insurance Portability and Accountability Act (HIPAA), perhaps better known as the
Kennedy Kassebaum bill, was passed on August 21, 1996. HIPAA contained a section called
Administrative Simplification, which was:

“intended to reduce the costs and administrative burdens of health care by making possible
the standardized, electronic transmission of many administrative and financial transactions
that are currently carried out manually on paper.”

The Administrative Simplification provisions of HIPAA call for: EDI transaction standards; unique
health identifiers for each individual, employer, health plan and healthcare provider; security
standards; and, privacy legislation. The logic behind the set of requirements was that standards
and unique identifiers would facilitate the exchange of information needed throughout the care
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delivery system. Making these transactions easier, however, may increase the risk of
inappropriate access to sensitive information. Consequently HIPAA also calls for security
standards and privacy legislation.

The security standards apply to claims clearinghouses, health plans, employers and healthcare
providers; i.e., “any other person furnishing health care services or supplies” (other than those
under the statutory definition of “provider”) that maintain or transmit automated health information.
The purpose section, the security subsection, and the wrongful disclosure penalty section of
HIPAA are contained in Appendix A.

The Health Care Financing Administration (HCFA), in the Department of Health and Human
Services, is responsible for implementing the Administrative Simplification requirements through
notice and comment rulemaking. HCFA developed a draft security matrix and proposed rules that
capture the requirements and implementation features the healthcare industry will be expected to
meet. HCFA has categorized these requirements as — administrative procedures; physical
safeguards; technical security services and technical mechanisms — to guard data integrity,
confidentiality and availability. Although the requirements in these categories overlap, they are
intended to help organizations understand the different types of requirements needed for a
comprehensive security approach.

The core requirements are as follows:

Certification Media controls

Chain of trust partner agreement Physical access controls
Contingency plan Policy/guideline on work station use
Formal mechanism for processing records Secure work station location
Information access control Security awareness training
Internal audit Access control (context based)
Personnel security Audit controls

Security incident procedures Authorization control

Security configuration management Data authentication

Termination procedures Entity authentication

Training Communication network controls
Assigned security responsibilities Digital signature

In the current documents, all requirements, except digital signature, must be addressed for “All
entities, regardless of size, involved with electronic health information pertaining to an
individual”. Recognizing that an industry consensus on security standards does not exist, HCFA
is trying to establish a flexible framework for security practices that meet the goals of security
without prescribing the means. Proposed rules codifying the matrix were published on August 12,
1998. The public comment period ended October 13, 1998. Final rules had a statutory deadline of
February 21, 1998, 18 months after the law was passed, the agency has let the time frame slip,
but it appears we could have final rules by mid to late 1999. Depending upon their size, plans and
providers will have 2 or 3 years from the date the final rules are published to comply. Small plans
as defined in the rules will have 36 months to comply. HCFA also has discretion to take into
account the needs and capabilities of small and rural healthcare providers (to be defined in the
rules) in adopting the security standards; however, the proposed rules did not include any distinct
treatment with respect to the compliance time frame.

The HIPAA statute establishes two sets of penalties: one set is for “Failure to comply with
requirements and standards” and the second set is for “wrongful disclosure of individually
identifiable health information.” Penalties for noncompliance are a maximum of $100 for each
violation not to exceed $25,000 per year. For “a person who knowingly” discloses individually
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identifiable health information, however, the penalties range from $50,000-$250,000 in fines and
one to ten years in prison. It remains to be seen whether "knowingly" ignoring the rules and failing
to establish a security program might be interpreted as “knowingly” causing such a disclosure if it
were to occur.

Coincidental to the changing regulatory environment, the healthcare Industry is moving toward
consumer and provider online exchange of information. The Internet and intranets are
increasingly part of the healthcare IT environment. The use of the Internet in healthcare has
heightened anxieties about inappropriate access to healthcare records. The preamble of the
proposed rule states: “When using open networks some form of encryption should be employed.”
Consequently use of the Internet warrants closer scrutiny of the security between internal and
external networks.

Privacy, Confidentiality and Security

There is often confusion about the difference between privacy, confidentiality and security. In the
context of HIPAA, privacy determines who should have access, what constitutes the patients
rights to confidentiality, and what constitutes inappropriate access to health records. Security
establishes how the records should be protected from inappropriate access, in other words the
means by which you ensure privacy and confidentiality.

HIPAA called for the Secretary of Health and Human Services to submit recommendations to
Congress “on standards with respect to the privacy of individually identifiable health information.”
Congress has until August 21, 1999 to pass privacy legislation pursuant to HIPAA, otherwise the
Secretary shall issue final privacy rules by February 21, 2000. The Secretary’s recommendations
were submitted to Congress on September 11, 1997. They can be downloaded from the HHS
website at http://aspe.os.hhs.gov/admnsimp/pvcrec0.htm. Several bills have been introduced in
Congress; passage of a law may occur during the current Congress. In any case, it is likely there
will be Federal privacy requirements by the year 2000.

Regardless of the timing for Federal privacy requirements, healthcare organizations will need to
develop their own confidentiality and privacy policies to have a meaningful security program. In
other words, healthcare organizations have to decide who is authorized to have access to
identifiable healthcare information, for what purposes, and under what conditions if security plans,
policies and procedures are going to have any meaning. Even with a Federal law the level of
specificity will not be determined at the institutional level. Developing these policies will facilitate
the development of a healthcare organization's security program.

Implications of the Security Standards for the Healthcare Industry

The healthcare industry, like most industries with the possible exception of banking, has not
addressed information security in a comprehensive manner. Most healthcare organizations have
security features in their information systems. Yet many organizations do not have written policies
or procedures for their employees that are authorized to access the information, such as policies
on disclosure of sensitive information or personnel policies dictating the types of personnel
actions that will be taken if staff members violate the policies. This is not a criticism of the
industry, but rather an observation. It describes the extension of information systems into areas
that were once paper-based where there was less concern for security because people believed
only authorized personnel had access. Automating paper records didn't naturally call for security
that wasn't there in the first place. The fear that automated records will make inappropriate
access easier for someone intent on gaining access is what has driven the industry to start
developing comprehensive security programs.
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Automated medical information also highlights concerns about information availability, particularly
as more clinical information is stored electronically. Ensuring information availability through
appropriate access and data integrity (i.e., knowing that the information in an organization’s
systems has not been inappropriately or inadvertently changed and that it is not at risk of being
lost if the system fails) may be as important as confidentiality. Part of the Administrative
Simplification provisions’ stated purpose is “encouraging the development of a health information
system.” Such a system is intended to support access to critical health information when and
where it is needed. Automated information systems can support the real-time availability of
information on drug allergies, current complicating illnesses and urgent lab results in a way that
paper records never could. Information systems can only ensure availability if the systems are
working and the information is not easily changed. The goal of information availability supports
the proposed HCFA requirement for a contingency plan that includes disaster recovery, an
emergency mode operation plan, and a data backup plan.

HCFA's proposed standards imply that healthcare organizations will develop security programs
that include technological solutions, but recognize that the persistent risk, regardless of the level
of technical security, is through the people who have authorized access rather than “hackers”.
Consequently a number of the standards address personnel and physical site access, e.g.,
personnel security, training, termination procedures for both physical and system access and
physical access controls.

The planning, policies and procedures driven by the standards will perhaps have the most
dramatic effect on healthcare organizations because they will have to develop enterprise-wide
security programs and gain organizational support for the programs. It will not be sufficient to
have a variety of policies and procedures in each department that may or may not be explicit,
documented or known by the rest of the organization. With or without privacy requirements,
organizations should review more closely who has access to which information and establish
policies and accountability for these decisions. With potential penalties as high as $250,000 and
10 years in prison, not to mention the negative publicity, it behooves everyone to take a proactive
approach to security.

The new security standards, once finalized, will probably not have as great an impact on
information systems. Most of the technologies needed for compliance are readily available.
HCFA has made a conscious decision to not specify technology. HCFA expects healthcare
organizations to determine the appropriate technical solutions on the basis of their risk analysis
and the level of vulnerability the organization is willing to tolerate. More complex information
technology environments may require more attention and internally developed systems may
require custom solutions.

The security standards and HCFA's Internet policy may have a significant impact on one
information system decision: whether to use the Internet or a private secure network. Effective on
November 24, 1998, the HCFA Internet Security Policy removes the prior ban on use of the
Internet for transmitting Medicare beneficiary information. However, policy guidelines require that
encryption and authentication or identification procedures be used for Internet transmission of
HCFA Privacy Act-protected and/or other sensitive HCFA information. These added requirements
may tip the balance of the decision in favor of a private network.

As noted previously, HCFA indicated encryption should be employed for open networks. In
addition, although digital signature is optional, it is viewed as one of the best means of
authentication. Given the pressure on the healthcare industry to enable Internet access,
particularly for consumers and practitioners, encryption and digital signature will be a significant
technical requirement. Establishing sufficient public key infrastructure and certificate management
services that can readily operate across all information technology platforms will be an industry
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challenge. Interoperability pilots are being developed pursuant to the HCFA Internet policy to help
address this challenge.

Another significant technical requirement may be the audit controls and the “accountability
(tracking) mechanism.” Industry representatives are already expressing concerns that a 100%
audit trail of all actions affecting any identifiable records will add significant costs to automated
health records. This issue is likely to be a topic of debate in the proposed rule public comment
process with privacy advocates on the side of complete audit information and industry advocates
calling for exception auditing, i.e., mechanisms that track actions that are not consistent with the
expected uses of an application or system. At present HCFA is not planning to stipulate the
extent of the audit requirement, again relying on the organization’s determination regarding the
level of appropriate auditing. Certain types of information may warrant 100% audit trail, for
instance, organizations may want to closely monitor access to AIDS or substance abuse
information.

Some technological developments may significantly change the way people access systems,
such as, biometric authentication. It will not be required by the standards, but may emerge as a
healthcare industry preference for controlling access by unauthorized users. The advantage of a
biometric access control is that it can't be lost, does not require memorizing one of many access
codes, and can be linked to site security as well as system security. It is clear that technical
breakthroughs such as this will continue to offer methods for addressing inappropriate access
once an organization has determined who is or isn’t authorized.

For now, time is on the side of those in the industry that see these requirements as just an
additional burden that the government has placed upon the industry. Some, however, see this as
an inevitable evolution of the information age if we want and expect people to carry out routine
and critical business in a network environment. Given that we have two years from the time final
rules are issued and the public comment period for the proposed rules recently ended, we can
estimate an additional six months to start planning. If healthcare organizations start building
security into their strategic planning, they should be able to comply with the requirements without
the added expense of a last minute rush.

Next Steps

Depending upon the scope and complexity of the healthcare organization and its information
technology environment, compliance with the HIPAA security standards could be quite time
consuming. Although the final technical solution may be relatively simple, the security program
design and facilitating organizational buy-in to security plans, policies and procedures suggests
starting now.

Getting Started

First, assign at least one individual with primary responsibility for security. The person should
probably be 100% dedicated, unless it is a very small organization. Although many organizations
will tend to choose someone in their IT organization, think about someone with broader
responsibilities that can speak to the personnel and administrative requirements as well as the IT
solutions. In other words, select someone with authority and visibility in the organization or give
them direct reporting responsibilities to a senior executive in the organization.

Next, create a security team that has representation from throughout the organization charging all
relevant departments with responsibility for individual health information. This team should help
develop the security program and support buy-in within the organization. The team’s first task
should be to review current policies, procedures and solutions against the most current
documentation regarding the emerging security standards to assess how significant an
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undertaking compliance will be for the organization. Based on this assessment, determine
whether the organization has the skills and resources to drive this effort internally or should seek
external expertise. Compliance with the security standards has one noted similarity to Year 2000.
Security skills and resources are scarce and demand will only increase as the compliance
deadline approaches.

Whether the organization chooses to do it in-house or with the help of outside expertise, once a
high level assessment of the gaps between the present security initiatives and the standards is
completed, a recommended step would be the risk analysis — a required implementation feature
of the proposed security management process standard which HCFA currently defines as:
“a process whereby cost-effective security/control measures may be selected by balancing
the cost of various security/control measures against the losses that would be expected if
these measures were not in place”.

This step should help set parameters for an organization’s security program and define its
priorities.

With these initial steps and all subsequent steps, be sure actions and decisions are documented.
It will only be through documentation that an organization can demonstrate it has addressed
many of the requirements.

To be notified regarding the HIPAA implementing rules including the security standards send e-
mail to: listserv@list.nih.gov with “HIPAA-REGS your name” in the body of the text and no other
text or trailers.

For more information on the Administrative Simplification standards go to

http://aspe.os.dhhs.gov/adminsimp.

Appendix A

"SEC. 261. PURPOSE.

It is the purpose of this subtitle to improve the Medicare program under title XVIII of the Social
Security Act, the Medicaid program under title XIX of such Act, and the efficiency and
effectiveness of the healthcare system, by encouraging the development of a health information
system through the establishment of standards and requirements for electronic transmission of
certain health information.”

SEC. 1173, ****x

“(D) SECURITY STANDARDS FOR HEALTH INFORMATION.—

(1) SECURITY STANDARDS.—The Secretary shall adopt security standards that—

(A) take into account—

(i) the technical capabilities of record systems used to maintain health information;

(i) the costs of security measures;

(iii) the need for training persons who have access to health information;
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(iv) the value of audit trails in computerized record systems; and

(v) the needs and capabilities of small health care providers and rural health care providers (as
such providers are defined by the Secretary); and

(B) ensure that a health care clearinghouse, if it is part of a larger organization, has policies and
security procedures which isolate the activities of the health care clearinghouse with respect to
processing information in a manner that prevents unauthorized access to such information by
such larger organization.

(2) SAFEGUARDS.—Each person described in section 1172(a) who maintains or transmits
health information shall maintain reasonable and appropriate administrative, technical, and
physical safeguards—

(A) to ensure the integrity and confidentiality of the information;

(B) to protect against any reasonably anticipated—

(i) threats or hazards to the security or integrity of the information; and
(i) unauthorized uses or disclosures of the information; and

(C) otherwise to ensure compliance with this part by the officers and employees of such person.”

“Wrongful Disclosure of Individually Identifiable Health Information

SEC. 1177. (A) Offense. - a person who knowingly and in violation of this part-

(1) Uses or causes to be used a unique health identifier;

(2) Obtains individually identifiable health information relating to an individual; or ,

(3) Discloses individually identifiable health information to another person, shall be punished as
provided in subsection (B).

(B) Penalties.- A person described in subsection (A) shall-

(1) Be fined not more than $50,000, imprisoned not more than 1 year, or both;

(2) If the offense is committed under false pretenses, be fined not more than $100,000,
imprisoned not more than 5 years, or both; and

(3) If the offense is committed with the intent to sell, transfer, or use individually identifiable health
information for advantage, personal gain, or malicious harm, be fined not more than $250,000,
imprisoned not more than 10 years, or both.”
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Part B. Information Systems and Information
Technology Solutions

There are three roads to ruin; women, gambling and technicians.
the most pleasant is with women, the quickest is with gambling,
but the surest is with technicians.

Georges Pompidou (1911-1974)

This section aims to forecast the direction of automation for health services information systems. An
inclusive view of the likely technological trends can provide the health services manager and IS&T
professional with a useful roadmap for planning the implementation. One central assumption of any
information systems design and implementation is that all viable systems must align themselves with
the growing trend toward placing the patient at the center of the health services delivery process.

B.1. Healthcare Information Systems Outlook

To provide a sound basis for a high-quality health service, first and foremost healthcare organizations
need sufficient and capable staff working in adequate facilities. It also needs proper work processes,
including processes for monitoring and improving clinical and service quality essentials. Given those
essentials there is now worldwide evidence that modern information and communication technologies
can increasingly make a dramatic improvement to healthcare quality. Why is this changing?

The focus of research, applications, and investment in systems has shifted during the 1990's from
replacing clerical work to direct clinical support. Similarly, in communication technologies the focus
has shifted from sending simple point-to-point messages about laboratory results, for example, to the
creation of virtual electronic health records. The use of mobile computing means these can be
created and accessible from almost any point. Finally, using large databases to pull together data
from health, social, and economic sources at a fraction of their former costs means that the combined
health histories of millions of people can be used to predict the future health needs of any given
population and to allocate and prioritize resources accordingly. Informatics contribution to the quality
of care is therefore about both individuals and populations (Figure 1).

B.1.1. Healthcare Information Networks

From the information perspective, the term "Healthcare Information Network" (HIN) describes many
combined systems functions that utilize communication technologies, singly or in concert, to meet the
needs of a specific client. HIN applications can provide health services information and integrated
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functionalities within an institution or throughout multiple institutions and can provide the technical
foundation for managing and concurrently accessing clinical and administrative information
throughout the continuum of care. It can provide the framework and applications whereby all
stakeholders share patient and population information.

Figure 1. Advanced Informatics Improves Quality and Gains

Degree of Sophistication

A

Cumulative Levels of Healthcare Illustrative Improvements in
Services Information Systems Quality of Care
6. Advanced multimedia and telematics Immediate alerts to problems
Continuous and remote clinical monitoring Easier access to expert opinion
Diagnostic images shared remotely for diagnosis and Previous history always available
review Reduced travelling time and journeys for patients
Single complete patient record instantly available Remote but more frequent, home-care monitoring
Improved access to remote expert diagnosis Images recorded for progress reviews
5. Specialty specific support (shared care system for Extensive and detailed pathways set out best
diabetes, asthma and children, pathways with practice
automated rules-based alerts and prompts, Faster and more accurate diagnosis
electronic images) Formalized, rapid, and comprehensive
communications
Greater patient participation in care
4. Clinical knowledge and decision support (simple Immediate access to expert knowledge
alerts and prompts, on-line access to knowledge Alerts to possible drug interactions
bases, multi-disciplinary care planning) Faster and more accurate diagnosis
Care planning more consistent and complete
3. Clinical activities support (ICU, renal, Shorter hospital stay
cardiology services, order-communications Fewer prescribing errors
systems, electronic prescribing) More consistent care
Warnings of variations from agreed care plans
2. Integrated clinical diagnostic and treatment Rapid access to previous diagnostic results and
support (Pathology & Radiology Systems) reports

Fewer lost case notes

Less waiting for new test results

1. Clinical administrative support (Patient Less repetition of personal details
Administration System) Less patient waiting

B.1.1.1. Healthcare Information Network Design

Healthcare information networked applications enable healthcare providers to have up-to-date
information on care and services provided to patients — whether they are treated or seen in the
family practitioner's office, a specialist's clinic, an inpatient health service, or an emergency facility.

The Healthcare Information Network (HIN) provides an architecture and infrastructure to meet
the information needs of numerous constituents. Equally important, it should be designed to
be scalable to support the needs of a growing managed care organization, payer, provider, or
integrated delivery network.
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In a multi-institution environment, HIN can provide the electronic framework to share information and
business processes among providers, payers, employers, government agencies, and others touched
by the health delivery system, even patients themselves. HIN applications allow integrated delivery
networks formed of partners in contracting relationships to manage this "virtual institution" without
compromise of data and information availability. In a single institution environment, such network can
provide the framework to share information and business processes among departments with
disparate information systems and provides the ability to extend information access to physician
partners.

Another advantage of a properly designed information network is that it should not require the
overhaul of participants' current information systems. Network architects should make every attempt
to protect the investment in pre-existing information infrastructure and applications, and end-users
need to interact with different legacy environments in a common "look-and-feel" interface. In some
cases, this can actually increase the useful life of their current information systems applications.

Research in leading-edge health services institutions around the world has identified these major
categories of potential benefits that accrue to the institution establishing a Healthcare Information
Network (HIN), ideally including a Computer-based Patient Record (CPR):

Improved Clinical Quality - Physicians, nurses, therapists, and other caregivers, armed with
up-to-date information at the points of care, can provide better-quality care in the clinical
setting. In addition, it is generally recognized that over the long term, better and more
complete clinical data available electronically will produce improved outcomes.

Reduced Costs - Health services institutions can increase administrative efficiency, lower
medical costs, and achieve real labor savings by using the network to perform time-
consuming manual chores. This is particularly true of traditionally cross-institution
transactions such as referrals, claims, eligibility, and even clinical data.

Improved Customer Service - Health services institutions can use the network to provide
better, faster information over telephone help lines, reduce waiting time in doctors' offices,
and avoid repeated filling out of forms by pre-populating them with information from the HIN.

B.1.1.2. Features of a Healthcare Information Network
Some of the key features of a capable HIN are:

Global Registration - This application overlays or "front-ends" other registration and
admission applications. It addresses numerous user requirements including: common access
to disparate admission and registration applications; the ability to register a patient for
services from remote locations such as physicians' offices or clinics; and simplified
registration across multiple systems technologies.
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Professional Communication - This provides the ability to communicate with any user on the
network through e-mail, bulletin board services for common areas of interest,
announcements, and general broadcast information, fax server capabilities to communicate
or transmit information from the network to users who are not electronically connected (such
as faxing a referral request to a physician who is not connected to the network), and gateway
capabilities to other non-HIN electronic mail facilities.

Claims Management - This supports the ability to access, upload, transmit, and support
response processing of standard claims forms from physicians, health services institutions,
and other provider settings to payers, managed care plans, government plans, and other
entities providing payer functions.

Clinical Documentation - This provides authorized users the ability to access clinical
information from the source repository/data store of that information, including laboratory
results, dictated reports from transcription systems, radiology results, etc. (This can be used
in lieu of a fully fledged CPR.)

Master Patient Index - These applications provide an indexing mechanism to identify people
and other items of interest throughout the network. The index creates a unique identification
number which is "mapped" to all other known identifiers about the item of interest. It provides
the ability for the end user to identify a patient in the network by the identifier that the user
knows. This makes all the other identifiers, by which that patient may be known in other
applications, transparent to the end user. It provides the institution the ability to maintain
multiple identifiers to support operations in different user environments, while minimizing
invasiveness of legacy applications. It also has the ability to map information of interest
throughout the extended health services institution, including physician offices, clinics, health
services institutions, payers, employers, and governmental agencies, and the ability to map
to different legacy application identifiers both within institution and inter-institution.

Health Administration - These applications provide many aspects of administrative
processing of patients and their associated information as they progress through their
encounters with the health delivery system. Business issues addressed with these
applications include: capturing information only once, at the point of service, and making it
available throughout the patient encounter; making information available to the next logical
user of the data (workflow support); and smoothing the entire patient encounter with the
health system by making information available for verification, rather than requiring redundant
capture.

Clinical Management -These are the applications summarily described in the previous section
as the components of the Computer-based Patient Record, the key component of a HIN.
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B.1.2. First Steps to Integration of Information

Strategies to integrate information around a patient-centered HIN must focus on the establishment of
an alliance of stakeholders, restructuring the value chain of healthcare information, and advancing the
sometimes challenging process of defining, standardizing, and automating clinical and administrative
data elements.

B.1.2.1. Integrating Stakeholders

In order to migrate to a more efficient, patient-centered focus, a linkage must be established among
different stakeholders:

Employers - Who wish to provide quality care programs at reasonable costs while minimizing
their administrative workload;

Payers - Who want to know the outcome of their members' interactions with the healthcare
system — including cost, quality, and patient satisfaction;

Managed Care Organizations and Other Health Insuring Institutions - That are structuring
their offerings using new risk assumptions — that is, determining the most cost-effective
quality of care in a capitated reimbursement environment;

Public Awareness Groups and Local Health Departments and Their Affiliates - That are
promoting wellness, selfcare, primary healthcare, childhood immunizations, preventive
interventions, and other programs;

Governmental Organizations - Determined to ensure universal access to quality healthcare
while reducing escalating;

Direct Healthcare Professionals - The focal point of patient treatment information, who need
easy access to all types of clinical information that can be shared with their colleagues for
consults and retrieval across a patient's continuum of access to the health delivery system.

Increasingly, healthcare providers, payers, employers, and governmental officials are realizing that
only by working together and sharing patient information can they create the efficiencies in the
healthcare system that will contribute to lower costs and to improved services, access, and quality.
With the emphasis on providing services across the continuum of care, providers now consider not
only how to serve their patients, but what underlies their health conditions. They want to know how
well medical interventions worked, if their patients require additional treatments, and the relative
effectiveness of different treatments in dealing with disease processes. In short, they require
information on every aspect of a person's medical history, from wellness to critical care.
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B.1.2.2. Restructuring the Health Services
Information Value Chain

Even more anticipated than the traditional assembly of benefits listed above is the ability of
healthcare managers to use the vast quantity of comprehensive data coupled to the new software
applications, in a way that can dramatically add value to the healthcare process.

Figure 2 illustrates how different categories of health services information supply different levels of
value to the process. At the lower value end, the institution simply deals with administrative and
financial data, and is satisfied with fragmented, single-department data. Frequently the analysis is
strictly retrospective, and its main concern is related to reimbursement for the transactions associated
with the services provided for each episode of care.

Moving up one level, the institution launching the Computer-based Patient Record can amass clinical
data in real time that centers on the patient. At the next level, the institution integrates financial and
clinical data to focus on health improvements and the evaluation and design of best clinical practices
and outcomes. At the highest level, the comprehensive patient-centered database is used to focus
the health services institution on wellness.

Figure 2. Health Services Information Technology Value Chain
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At each level, the value of information increases, since at each higher level the information can
simultaneously work to improve patient care while lowering overall healthcare costs, and provide
improved services levels to customers. As the sophistication of health services IS&T progresses, so
will its ability to provide information to the health services institution that enables it to refocus its
efforts on prevention of disease, rather than treatment, wellness instead of illness, and integration of
the continuum of care, rather than isolated episodes.

Health services institutions must strike a balance between long-term strategies and near-term tactics.
Many health services institutions, whether traditional health services institutions, outpatient treatment
centers, or health maintenance organizations, find themselves focused on automation of the
traditional applications such as departmental systems, medical records, and other well-defined
functions. For such reason this document gives strong emphasis to this traditional portfolio of
applications, but doing so in the light of the forecasted direction of the healthcare industry and its
IS&T support systems.

B.1.2.3. Automation of Data Elements

The study of health services data has shown a spectrum of automation ranging, on the one hand,
from data not yet collected, to data fully automated and standardized. As illustration, Figure 3
provides a depiction of the current availability, automation, and standardization of common data
elements in a typical U.S. health institution. In the diagram, the concentric circles represent degrees
of automation, standardization, and accessibility of health data.

The most highly automated data are in the center circle, representing data that are machine-
readable and consistently coded across every subsystem. Unfortunately, only a limited
number of data types currently meet this threshold.

The next circle represents data that are manipulated by the typical health information system,
but for which there is still no consistent coding scheme.

Data in the third circle also lack consistent coding, but usually reside in stand-alone
information systems.

The fourth circle includes data that today is recorded only on paper, with no standard format
or coding.

Finally, the outermost circle includes data that would be useful for performance
measurement, may reside in non-health information systems, and are generally not recorded
in health services information systems.

For each level there is a list of data types that are generally appropriate for that level of automation.
For example, progress notes are rarely computerized. They are included in the list associated with
the circle for data in paper records. Pharmacy data are commonly automated in the pharmacy
provider's system, but are not always incorporated into health databases.
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Figure 3. A Model of Common Data Elements in Health Organizations
Categorized According to Degree of Automation
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It is likely that in the health services institutions of many Latin American and Caribbean countries, the
automation of data has yet to approach even this level of organization. A study of data automation in
the Region would likely produce a spectrum comparable to the level of organization of the health
services, wherein the wealthiest countries would be those with the highest level of data automation.

The challenge for growing health services IS&T systems is to provide more and more automated data

for information-intensive clinical and administrative systems.
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B.1.3. Patient-centered Vision of Computer Records

The characteristics outlined thus far allow us to claim with certainty that solutions for information
systems, such as support for improvements in the quality of healthcare, are closely related to the
maintenance of a focus upon the patient through the support given to clinical practice. Maintaining a
focus on the patient implies the broadest possible approach in terms of both space and time.
Information should never be restricted to a single set of users and should not be seen as property of
any institution, each in a real sense contributing to but a portion of the patient's total healthcare.

The particular focus of clinical activity is the critical ingredient for achieving improvements in the
quality of healthcare and the economic viability of health services institutions. Access to information,
serving as the basic resource in the implementation of medical procedures, grants considerable
power to information as a support mechanism for the achievement of these objectives. The clinical
record is the tool employed to capture this relationship, thereby rendering indispensable the
consideration of the information contained therein.

Beyond this, it is important to remember that health service IS&T systems possess, besides the
intrinsic value of the function they exercise, the enormous advantage of serving as a strategic
communications link. Some experts even regard the chief function of a health services information
system as precisely that of communication among various units and users. Likewise, one of the
principal functions of the clinical and administrative individual records is to serve as a medium of
communication among professionals. The computerization of health services information implicitly
allows for the achievement of this important common purpose.

Application development is at a dramatic new point in health services IS&T. Around the world three
significant issues are simultaneously at work to transform the informatics industry. The first is the
Computer-based Patient Records, variously called the "electronic medical record”, "electronic health
record”, or "clinical patient record system", among other titles. The second is the integration of the
perspectives of the provider, payer, employer, and consumer into Healthcare Information Networks
(HIN), already discussed in detail previously. A third is the effort to provide healthcare top
management with usable day-to-day information at the desktop — the Executive Information Systems

(EIS).

B.1.4. Features of the Computer-based Patient Record

It has already been noted that the complexity, size, and scope of patient data and patient records are
daunting, particularly when compared to other highly automated record-management systems such
as banking and retail commerce. Only recently has there been affordable, usable technology for
computerizing, managing, and storing a variety of medical data items such as voice objects,
document images, and radiographic images. In addition, the high-speed networks and
communications software needed to speed these data around the health services institution to the
points of care have also only recently become available.
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A compelling reason for automating patient records involves directly the users of the systems.
Experience in other industries — banking, retail, manufacturing — has shown that the most significant
advantages of automation accrue when the person responsible for the generation of data is also the
one that enters it into the automated system at the point of origin. And while in those other industries
the introduction of data-entry-at-the-point-of-service was relatively easy, in health services the data
originators are often physicians and other caregivers. It is unarguable that most physicians in
particular have been afforded the luxury of clerical staff for data entry, forestalling the development of
truly "user friendly" data entry interfaces.

The Computer-based Patient Record (CPR) is indeed an application area whose time has come. The
implications of the CPR — the fully automated "customer record" for the health services industry —
are enormous. Specifically, the massive shift to managed care with the installation of the primary care
physician as the "gatekeeper” to medical resources means that more clinical data are needed from a
variety of disparate sources to make informed decisions regarding treatments. In a related trend, the
emergence of large, integrated healthcare networks, mentioned above, translates into the
requirement to rapidly move around large quantities of clinical data.

The Computer-Based Patient Record Institute describes a CPR as "electronically stored information
about an individual's lifetime health status and healthcare”. It replaces the paper medical record as
the primary record of care, meeting all clinical, legal, and administrative requirements. A CPR system
provides reminders and alerts, linkages with knowledge sources for decision support, and data for
health outcomes research and improved management of healthcare delivery.

A CPR system is an evolving concept that responds to the dynamic nature of the healthcare
environment and takes advantage of technological advances. Despite the compelling reasons for
automation of the patient record, substantial challenges still exist, and they are worth mentioning
here. Although work on a common definition of CPR contents and CPR management system is still
underway by various groups, a universal understanding of the concepts embodied in a CPR does not
exist.

Without this clearly understood conceptual framework, users have difficulties in selecting systems
that will meet their needs, and vendors have trouble supplying such systems. Of the US$12.8 billion
health IS&T market in 1996, the CPR share was only US$180 million. Many developers and vendors
became disinterested in CPR development or missed the target, aiming mostly to the inpatient
segment rather than the growing outpatient area. They ignored the fact that health managers are
more likely to invest in CPR at the points of care where patient volume is increasing and where
concomitant access to clinical and administrative data is needed by multiple providers. Also the
needs of healthcare institutions related to CPR, but not the focus of most CPR vendors, has changed
over the last five years. While the vendor focus remains, in many cases, in the replacement of the
paper medical chart by an electronic equivalent, from the user's perspective, the needs have shifted
to comprehensive patient management, cost control, decision support, and outcomes analysis.

Most commercial systems are still not intuitive to operate by the healthcare professional. Recent

developments in graphical user interfaces (GUIs) have been successful in luring many care givers not
only into data entry, but also into many of the other phases of health services application processes,

10
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where they can take ownership of data and systems and participate as equal partners in IS&T
development. This is not to say that GUI development for healthcare providers has been entirely
trouble-free. Poorly designed GUIs are frequently more cumbersome, slower, and provide less
information than traditional character-based screens, particularly for experienced users. The slow
development of health services informatics departments in health institutions has also been a factor in
retarding healthcare provider user acceptance.

The scope of CPR is broad, and it would be beyond the design of this document to describe all of the
potential features of the different implementations of the CPR. As a general characteristic, CPRs
have two key software components: enabling and application software.

B.1.4.1. Enabling Software for the Computer-based
Patient Record

Enabling software involves the following components:

Clinical Data Repositories (CDR) - The data update and access demands on a CPR system
require that clinical data be captured, organized, and stored specifically for high-performance
clinical use. A CDR may be real (data stored in one place), or virtual (data stored in a number
of "legacy” systems, and managed and presented to the user by software as if it were in a
single location). A robust CDR will usually have the following features:

[a] The CDR must be able to contain most or all of the multiple data types associated with
the patient record. As noted earlier, there could be seven or more types of data elements
requiring automation. Some CDR designs allow for storage of certain high-volume data
elements, such as radiographic images, in a file separate from the main CDR, but include
"foreign keys" or pointers to such data.

[b] Since clinical practice is patient-centered, the CDR must be patient-centric. The CDR
should be designed to support the continuum of care by accumulating data longitudinally,
or over the patient's lifetime. Physicians are thus able to view data for the current
encounter or across all encounters, regardless of the facility within the institution where
the encounters occurred.

[c] In order to support the continuum of care, the CDR architecture should support multiple
episodes of care. This means that the CDR should permit inclusion of data from multiple
caregivers, multiple facilities, and even multiple institutions. It also means that the CDR
should be designed with a comprehensive archival and data storage tiering scheme, to
permit high-performance access to relevant records, while maintaining historical data at
the appropriate level of readiness.

[d] To allow operation with as many existing HIS systems as possible, a CDR should be

designed with open architecture interfaces. This means that a good CDR should be
easily attachable to databases that it feeds, as well as to applications that exploit it.

11
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Vocabulary Management Systems - It was noted earlier that a significant problem associated
with clinical information systems is the lack of a standardized medical vocabulary. A well-
designed CPR will include an enabler that attempts to reconcile the need for a homogeneous
medical nomenclature with the tendency for individual facilities, providers, and departmental
systems to use their own medical terms. The vocabulary manager generally reads medical
terms arriving from other systems and matches them against a predetermined, "canonical”
term stored in the institution database. A powerful vocabulary manager should have the
following features:

[a] In order to support the large and diverse sets of medical terms, it should have the ability
to force domain completeness, or the ability to add entire new classes of terms without
encountering artificial constraints (e.g., size limitations).

[b] To counter the problem of multiple terms with the same definition, the vocabulary manager
should be able to force non-redundancy, a mechanism to provide only one definition of a
term.

[c] It should force non-ambiguity, the ability to enable concepts to have a clear, concise
meaning.

[d] It should provide synonym resolution, or the ability to handle the different descriptions
employed by different health services systems.

[e] It should force non-vagueness, or completeness in meaning, providing the institution with
a single, canonical definition for each term.

[l In order to address the requirements of many domains of medical terms, and their
resulting internal relationships, it should provide support of multiple classifications of data,
rather than forcing all patient data types into a single hierarchy.

[0 An advanced vocabulary manager should have the ability to allow definition of explicit,
semantic relationships between medical concepts, so as to support powerful, user-
friendly queries and decision support.

[h] The vocabulary management system should include an automated authoring tool to
facilitate mapping the facility terms to institution standard, canonical terms.

B.1.4.2. Computer-based Patient Record Application Software

Application software for CPR involves a number of issues. A large number of software programs have
been written and will be written to exploit the CPR. They can be quickly divided into those that
support the clinical, patient-centric processes, such as inpatient treatment, and those that search for
trends in the clinical database for cross-population analysis, such as outcome research or
epidemiological studies. Since the consensus is that the CPR is primarily designed for the former

12
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objective, two prominent patient-centric applications, Chart Review and Clinical Decision Support, are
mentioned here:

Chart Review - The most natural and most easily justified function of the clinical database is
to support the patient care process. This is done with a chart review application that presents
the CPR data to physicians and other relevant caregivers. Far from being an easy query
function, the chart review subsystem must be able to present a huge variety of data in a
format meaningful to healthcare providers. It must perform at "think speed" or risk not being
used. It must allow for data entry and update of appropriate information by the caregiver. In
addition, a highly functional chart review application has these features:

[a] To best mimic the manner in which care givers, particularly physicians, work, the chart
review application should be able to present information on the screen in a well-
developed chart metaphor, one that arranges data in the format most likely to follow the
healthcare providers workflow, and one that takes advantage of all of the available space
on the workstation screen.

[b] To make the system most usable for healthcare providers, the system should use a
sophisticated graphical user interface (GUI) that enhances healthcare provider
productivity and user friendliness with the proper "look and feel".

[c] The system should include all the major healthcare provider functions and chart
information, such as notes, lab results, radiology reports, wave forms, etc. The system
should be capable of displaying radiographic images in review quality for attending
physicians and diagnostic quality for radiologists.

[d] The system should allow for entry of update information by the caregiver, including
progress notes, history and physical data, temperature, pulse and respiration, etc.

[e] It should allow for electronic signature where allowed by law.

Clinical Decision Support (CDS) - CDS is usually implemented as an advanced application,
after the health services institution has experienced a relatively mature CPR for a significant
time and, more importantly, has enjoyed a good satisfaction rate among the healthcare
provider user community. CDS in this context is distinguished from Executive Decision
Support, which usually involves data mining over large database samples. CDS, on the other
hand, follows the patient-centric theme and processes information based on a single patient.
CDS generally produces alerts, reminders, suggestions, and other messages to caregivers.
Messages can either be synchronous (real-time, as in an orders application), or
asynchronous (after the fact, as in a results application). A high-quality CDS system should
have these features:

[a] It should operate via an event monitor, a software program external to the basic

application set which reads transactions flowing into the CDR and processes messages
based on positive conditions.

13
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[b] It should function based on a portfolio of pre-written rules, or medical logic modules, small
software programs that run in the event monitor and handle specific tasks. For example,
a rule might be written to check a patient's history file for ulcers whenever aspirin is
ordered, and alert the ordering physician that enteric-coated aspirin would be clinically
indicated.

[c] The CDS should include an authoring facility that enables rules to be designed and
created by healthcare providers to the fullest extent possible.

[d] Rules should be written in easy-to-use standardized shorthand, to facilitate exchange of
proven rules among health services institutions.

[e] The CDS should exploit the power of the vocabulary management facility, where
available, to enable the construction of rules by class. For example, if the vocabulary
manager maintains the semantic links for acetylsalicylic acid as a class, and all of the 250
or so drugs which contain acetylsalicylic acid, the rule mentioned above could be written
using simply the class term "acetylsalicylic acid", leaving the maintenance of the drugs
containing such chemical to the pharmacist. These features represents enormous gains
in ease-of-use for the healthcare provider, and can result in many more, highly effective
rules.

Enabler and application software are only part of a complete CPR system. Numerous system
components are still on the drawing board. And the challenges of data automation network
architecture and management, and the roll-out of new hardware will mean that many years remain
before even the most leading-edge institution can fully implement the CPR. Many vendors have
already stepped up to development and delivery of CPR software and the other tools and techniques
required for successful implementation. Health services institutions with access to mainstream
suppliers should implement today's systems with an eye toward the Computer-based Patient Record
as a goal.

B.1.5. Executive Information Systems

In a typical information system environment, the system consolidates and administers many of the
day-to-day information functions relating to clerical, administrative, financial, and clinical areas. While
many such systems perform their limited functions well, they were never intended to provide the
variety of types of management information that senior executives require. The typical information
system may produce hundreds of reports daily, but less than a handful may be relevant to the
concerns of the health services management team at any specific time. Even with a robust
information system, few health services executives are able to fully exploit their organization's existing
information to identify trends and support strategic decision-making. As competition continues to
intensify, the successful health services organizations will be those that use information as a
competitive tool of quality, service, and cost.

14
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One new way to cope with the management of information problems is the development of an
Executive Information System (EIS), designed to integrate data across the entire organization and to
deliver information in relevant, intuitive graphs and charts. EISs are usually built by assembling sets
of software designed to run in conjunction with the institution's existing information infrastructure and
applications. EISs are designed to make relevant information readily available to executives at all
levels of management, so that they can understand past performance and anticipate future trends.

The system should offer real-time reporting and analysis of information throughout the health services
organization. It should have easy-to-read, intuitive charts, graphics, and reports that enable managers
to track such critical indicators as patient census and current and planned staffing by unit. It should
have a simple graphical interface that presents information in easy-to-interpret formats. The EIS
should be able to link to, query, and extract data directly from existing systems, eliminating expensive
investment in systems integration technology. It should easily accommodate new information, as it
becomes available.

The EIS should provide management access to key categories of relevant health services data such
as internal data created by the organization, overall institution data, external data (including
information about the competition), and worldwide data (using such sources as the Internet). It should
allow the institution to view all four kinds of data, at the same time, at one easy-to-use workstation.
Using the EIS in this way has enabled some institutions to compare their key data with those of their
competitors. It should come with an array of built-in standard reports, and the system's tools should
allow management users to create customized reports that can be sent to another workstation or
directly to a printer.

B.1.6. The Example of the U.S. Implementation
Environment

In contrast with the experience observed in Latin American and the Caribbean Countries, the
implementation of Health Information Networks in the United States has been closely linked with the
high level of overall development of healthcare. The health sector is undergoing a fundamental
change in the alignment of economic incentives with health provision. Under the old model, based on
indemnity insurance, the built-in incentive created by the fee-for-service scheme encouraged
provider-induced demand, selection of high-cost interventions, and potential over-treatment. Patients
with terminal conditions or irreversible organ failure frequently received costly treatment benefiting
financially providers, suppliers of equipment and drugs, and inpatient care facilities. This situation
resulted in escalating costs not necessarily resulting in proportional better overall improvement of the
status of health of the society.

With different forms of managed care emerging as the predominant model for healthcare delivery, the
incentives are in the direction of keeping people healthy and lowering costs. The new healthcare
models are centered on people and focused on quality, sound financing, and accountability. In this
new environment, information system are essential and should be designed and implemented
considering the diversity of perspectives of regulators, managers, payers, providers, and clients. The
traditional contents of health information systems are not appropriate to the new requirements. The
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role of clients, for instance, was rarely considered in the past — with the desired increased
participation of educated, informed, and empowered consumers, they are a key part of the new
models of healthcare. Consumers require information in special formats — when they need it and
where they need it, in order that they can take an active role in their own treatment.

There are many Healthcare Networks in implementation in the United States. They are expected to
grow rapidly in the near future. Some examples:
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The Arkansas Health Network - This organization is a partnership of Arkansas Blue
Cross/Blue Shield and two major providers and many physicians in the State of Arkansas.
The objective of the network is to share both administrative and clinical information across
organizational boundaries. When fully completed, the system will enable physicians to
process referrals automatically, administrators to check patient eligibility and handle claims,
all without the paperwork previously associated with these "inter-organizational” tasks.

BJC Health System - This 12-hospital corporation centered in St. Louis, Missouri, is
developing its own Computer-based Patient Record to support the continuum of care. BJC
has begun to automate its patient data types, including laboratory, radiology, and other
ancillary data, as well as radiographic images. It uses clinical repositories, vocabulary
managers, and clinical decision support tools to provide comprehensive information for
caregivers in its system, regardless of where the patient is or has been, or where the
caregiver is.

Greater Dayton Area Health Association (GDAHA) - This is a Community Health Information
Network (CHIN) located in southwestern Ohio. Although not a corporation, the 15 members
of GDAHA plan to automate key functions such as eligibility/certification, referrals, and clinical
documents.

Kaiser-Permanente in California - It has more than 4,000 high-end servers and mainframes
distributed throughout this organization. The overall information is contained both in
mainframes and in thousands of personal computers.

United Healthcare in Minneapolis - This organization has an extensive information-
processing network outsourced to IBM, Unisys, and AT&T.
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B.2. Information Systems and Technology
Implementation Issues

There is a great deal of literature available on the topic of IS&T planning and implementing, and it is
not in the scope of this manual to go into the details of the systematic process required by those
activities. On the other hand, it is useful to cover the most important elements of planning that are
special to the implementation of the health services systems proposed herein, especially to
implementations in the Latin American and Caribbean Region, and other elements deemed to be
particularly significant and insightful.

B.2.1. Project Management Methodologies

The purchase or development and subsequent implementation of information systems requires the
effective use of project management methods or techniques in order to increase the possibility of a
successful outcome. In this brief overview of project managing information technology and systems in
health care, a range of general project management principles are outlined and advice is provided on
their use.

Reference is also made to a specific project management method know as Projects in Controlled
Environments (PRINCE®). This is the standard project management method for United Kingdom
government IT departments and the U.K. National Health Service (NHS) and is approved by the U.K.
Central Computer and Telecommunications Agency (CCTA). The latest version of PRINCE is suitable
for all types of projects large and small and because the PRINCE method is in the public domain its
use is free. It is also scaleable so more or less of the method can be used based on the cost or
importance of each project to the organization. Details on how to find more information about
PRINCE can be obtained from CCTA, Steel House, 11 Tothill Street, London SW1H 9NF, or via the
Internet at the address http://www.ccta.gov.uk/prince/prince.htm

For an in-depth study of project management issues and methodology it is recommended that

managers read "A Guide to the Project Management Body of Knowledge", 1996 Edition. Project
Management Institute (PMI), which can be downloaded from http://pmi.org/

B.2.1.1. What Is a Project?

Organizations perform work. Work generally involves either operations or projects, although the two
may overlap. Operations and projects share many characteristics and they are:

Performed by people

Constrained by limited resources
Planned, executed, and controlled
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Operations and projects differ primarily in that operations are ongoing and repetitive, while projects
are temporary and unique. A project can thus be defined in terms of its distinctive characteristics — a
project is a temporary endeavor undertaken to create a unique product or service. Temporary means
that every project has a definite beginning and a definite end. Unique means that the product or
service is different in some distinguishing way from all similar products or services.

Projects are undertaken at all levels of the organization. They may involve a single person or many
thousands. Projects may involve a single unit of one organization or may crossorganizational
boundaries, as in joint ventures and partnering. Projects are often critical components of the
performing organization's business strategy. They share a certain set of characteristics:

Are focused on a specific or set of outcomes or deliverables.

Have an organizational structure, e.g., a Project Committee, Project Team, etc.

Impact on a range of departments within an organization.

Bring about a change in the organization.

Have a number of constraints such as an imposed start or end date, money available, and
resources (people and equipment) available.

Projects involve doing something that has not been done before, therefore unique. A product or
service may be unique even if the category it belongs to is large. For example, many thousands of
office buildings have been developed, but each individual facility is unique — different owner, different
design, different location, different contractors, and so on. The presence of repetitive elements does
not change the fundamental uniqueness of the overall effort.

B.2.1.2. Why Do Some Projects Fail?

Many reasons can be cited for why projects do not succeed. Some of the more common reasons
include:

A proper business case is not established at the outset.

Inadequate identification of the desired end product(s) of the project.
Scoping of the project is not carried out properly.

Identification and control of all activities is not adequately addressed.
The estimate of the effort required for project work is inaccurate.

No allowance is made for interruptions and non-project activities.
Change control is not handled effectively.

Little or no effort is made to identify and manage risk.

B.2.1.3. What Is a Successful Project?

A project is deemed to be successful if it is completed on time, on or below budget, and provides all
the required products or deliverables to agreed quality standards.
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B.2.2. Project Management Principles

Project management is the application of knowledge, skills, tools, and techniques to project activities
in order to meet or exceed stakeholder needs and expectations from a project. Meeting or exceeding
stakeholder needs and expectations invariably involves balancing competing demands among the
following elements: scope, time, cost, and quality; stakeholders with differing needs and expectations;
identified requirements (needs); and unidentified requirements (expectations).

The term project management is sometimes used to describe an organizational approach to the
management of ongoing operations. This approach, more properly called management by projects,
treats many aspects of ongoing operations as projects in order to apply project management to them.
Although an understanding of project management is obviously critical to an organization that is
managing by projects, a detailed discussion of the approach itself is outside the scope of this
document.

B.2.2.1. Project Phases and Project Life Cycle

Because projects are unique undertakings, they involve a degree of uncertainty. Organizations
performing projects will usually divide each project into several project phases to provide better
management control and appropriate links to the ongoing operations of the performing organization.
Collectively, the project phases are known as the project life cycle.

B.2.2.2. Characteristics of Project Phases

Each project phase is marked by completion of one or more deliverables. A deliverable is a tangible,
verifiable work product such as a feasibility study, a detail design, or a working prototype. The
deliverables, and hence the phases, are part of a sequential logic designed to ensure proper
definition of the product of the project. The conclusion of a project phase is generally marked by a
review of both key deliverables and project performance in order to determine if the project should
continue into its next phase and detect and correct errors cost effectively.

These phase-end reviews are often called phase exits, stage gates, or kill points. Each project phase
normally includes a set of defined work products designed to establish the desired level of
management control. The majority of these items are related to the primary phase deliverable, and
the phases typically take their names from these items: requirements, design, build, text, start-up,
turnover, and others as appropriate.

The project life cycle serves to define the beginning and the end of a project. For example, when an
organization identifies an opportunity that it would like to respond to, it will often authorize a feasibility
study to decide if it should undertake a project. The project life cycle definition will determine whether
the feasibility study is treated as the first project phase or as a separate, stand-alone project. The
project life cycle definition will also determine which transitional actions at the end of the project are
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included and which are not. In this manner, the project life cycle definition can be used to link the
project to the ongoing operations of the performing organization.

The phase sequence defined by most project life cycles generally involves some form of technology
transfer or hand-off such as requirements to design, construction to operations, or design to
implementation. Deliverables from the preceding phase are usually approved before work starts on
the next phase. However, a subsequent phase is sometimes begun prior to approval of the previous
phase deliverables when the risks involved are deemed acceptable. This practice of overlapping
phases is often called fast tracking. Project life cycles generally define:

What technical work should be done in each phase (e.g., is the work of the systems analyst
part of the definition phase or part of the execution phase?)

Who should be involved in each phase (e.g., concurrent engineering requires that the
implementers be involved with requirements and design).

Project life cycle descriptions may be very general or very detailed. Highly detailed descriptions may
have numerous forms, charts, and checklists to provide structure and consistency. Such detailed
approaches are often called project management methodologies. Most project life cycle descriptions
share a number of common characteristics:

Cost and staffing levels are low at the start, higher towards the end, and drop rapidly as the
project draws to a conclusion.

The probability of successfully completing the project is lowest, and hence risk and
uncertainty are highest, at the start of the project. The probability of successful completion
generally gets progressively higher as the project continues.

The ability of the stakeholders to influence the final characteristics of the project product and
the final cost of the project is highest at the start and gets progressively lower as the project
continues. A major contributor to this phenomenon is that the cost of changes and error
correction generally increases as the project continues.

B.2.2.3. Project Management Methodologies — The PRINCE
Method

The very nature of the definition and characteristics of projects gives some indication as to why
projects are sometimes difficult and complicated to manage. In order to help people who are required,
as part of their work, to manage projects, a number of project management methods, including formal
methods such as PRINCE, have been developed and are becoming more widely used. These
methods are based on a common set of project management principles which, when adhered to, will
increase the probability of a successful outcome to the project.
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Successful projects are those where the following basic areas or activities are implemented and

managed effectively.

Formally starting or initiating the project

Establishing an organizational structure around the project

Utilizing a structured planning method

Applying project control techniques including:

- Change control
- Quality control
Managing the stages of the project

Executing the project tasks and activities

Assessing and managing risks which could impact on the project

Formally closing the project.

Successful project management is aided by a stepped, logical approach, which addresses each of
the above areas. All project management methodologies identify a standard set of processes
common to all types of project and offer guidance and support on the execution of these processes.

Completing some of the processes below (Figure 4) may seem somewhat heavy going and
bureaucratic, but they have been devised as a means of ensuring that the correct amount of detail is
applied to the key elements of the project. Lack of attention to detail in projects can lead to expensive
time and cost overruns or serious failure in terms of the quality of project deliverables. The damaging
effect on the organization and its patients/clients of overruns and low-quality outcomes can far

outweigh time saved by cutting corners within projects.

Figure 4. PRINCE Project Management Processes

Start-Up the Project (SU)
Initiate the Project (IP)

Direct the Project (DP)

Control the Stage (CS)

Manage Product Delivery (MP)
Manage Stage Boundaries (SB)
Close the Project (CP)
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Planning
processes
operate
throughout
the project.
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Start-Up the Project (SU)

SU processes remind those who wish to set up a project that time must be given for the activities
required to establish a project board and to appoint a project manager. As part of SU, preparation of
the project brief and of the detailed plans for the first stage of the project takes place. Starting projects
without a clear business case can lead to early failure. These start-up processes help to ensure that
the project has a firm foundation in the sense that it is agreed to be worthwhile and viable from the
outset.

Initiate the Project (IP)

Project initiation is done at a formal Project Initiation Meeting (PIM). The project brief and plans
produced at Start-Up are discussed and agreed upon the PIM. This meeting formally signals start of
the project.

Direct the Project (DP)

DP is about ensuring that all of the elements are in place to properly manage the project. Projects
sometimes fail because steps are not taken to ensure that staff is released from other duties when
required to carry out work on the project. DP creates the lines of communication necessary to
authorize the funds and other resources (people and equipment) needed by the project. Sometimes
projects are allowed to commence a new project stage before the previous stage has been fully
completed. A key element of directing the project processes is to make sure this does not happen.

Control the Stage (CS)

In order to make projects more manageable they should be divided into stages and appropriate
mechanisms employed to manage each stage effectively. An example of stages in the development
and implementation of a health care system might include the following:

Specification

Design

Development

Testing

User training
Implementation
Post-implementation review.

Although the PRINCE method involves producing high-level plans for the whole project, the actual

work undertaken is approved only one stage at a time. In this way projects in progress which are no
longer meeting their original aims or are significantly overspent can, if necessary, be cancelled before

22



Part B - Information Systems and Information Technology Solutions

any more money or effort is wasted. Staging a project also allows greater focus to be applied to the
tasks in the current stage and avoids attention being distracted too much by later stages. Stage
plans are produced before the first and each subsequent stage commences. These plans contain
details of the tasks to be undertaken, the resources required, and the quality standards to be adhered
to during the stage. Controlling a stage involves ensuring that all of the work (or "Work Packages")
within a stage is properly authorized and is successfully completed.

Manage Product Delivery (MP)

Products are the "things" or deliverables that the project is to produce. There are two general types of
product:

Final Products - e.g., a fully implemented and operational Patient Administration System
within this healthcare institution.

Interim Products - these are the things that have to be produced throughout the project in
order to reach the final product. In the example above, a fully developed and implemented
Master Patient Index would be considered as an interim product because it is just one
component of the final product.

It is important to ensure that sufficient care and effort are put into the production of each project
product. Managing Product Delivery gives guidance on how this can be achieved. This guidance is
particularly helpful when products are to be created by suppliers or subcontractors. The customer
Project Manager specifies:

Work packages for the contractor to complete, for instance, developing some reporting
software that will be used to monitor patient throughput, and

The specification of the work package must include the quality standards that must be met by
the supplier or contractor.

The contractor must meet this specification before the Project Manager can accept the work package
as complete. In this way the customer organization is able to keep control of the development and
delivery of project products.

Manage Stage Boundaries (SB)

As already mentioned, projects are more likely to be successful if they are broken into stages. Certain
criteria, which assess how well the project is progressing, must be met before a project can proceed
from one stage to the next. These criteria should be examined closely at the end of each stage, at
the boundary between stages. Senior people in the organization examine the progress of each stage
in terms of schedule, costs incurred against budget, and the quality of the products produced so far.
In this way, stage by stage, assessment is made of the continuing viability of the project. If it is still
viable, then approval to proceed to the next stage can be given.
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Close the Project (CP)

When a project is complete it is advisable to conduct a controlled closedown. This allows the formal
handing over of the final product of the project to the staff responsible for its continued operation.
Closing the project includes steps to ensure that all of the aims have been met.

Formal acceptance and sign off procedures are carried out to check that all the project products meet
the required quality standards. The closure processes also include the production of a Lessons
Learned Report and a list of recommendations for future actions.

Planning (PL)

This is a common process used by all of the other processes that involve producing plans. Planning
is essential — it helps to:

Communicate what has to be done, when and by whom

Encourage forward thinking

Provide the measures of success for the project

Make clear the commitment of time, resources (people and equipment), and money required
for the project

Determine if targets are achievable

Identify the activities the resources need to undertake.

Three main types of planning are required within PRINCE projects:
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Project Planning - This is required in order to provide an overview of the whole project.

Stage Planning - Plans for each stage need to be prepared. These are produced towards the
end of the previous stage. Plans are considered at End Stage Assessment meetings. This
enables the assessment of the previous stage of the project and consideration of plans for
the new stage.

Exception Planning - This type of planning is used when there are signs that the project is
slipping behind schedule or is deviating from budget or quality targets.
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B.2.2.4. PRINCE Project Components

The above processes ranging from starting up to closing down a project are backed up by a set of
"Components" which take care of other important facets of projects. These are:

Organization

Planning

Controls

Stages

Management of Risk

Quality in a project environment
Configuration Management
Change Control

Outlines of some of the processes underpinning the Planning and Controls components have already
been provided. A brief overview of the remaining components is provided below.

Figure 5. PRINCE Project Management Organizational Structure
(arrows indicate accountability)

Project Committee

Senior Senior
User Executive | Supplier

Project Li T

. Project
Assurance Project Manager

Support

Team Leader Team Leader

The basic PRINCE project organizational structure is illustrated in Figure 5. The PRINCE guidance
specifies quite precisely the roles and responsibilities of each member of the project organization.

Project Committee - Provides senior input to the management of the project. This committee
carries overall responsibility for the success or failure of the project. Members of the Project
Committee must be of sufficient seniority to be able to secure the resources needed by the
Project Manager to manage the project.
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Project Manager - Is given authority, within certain tolerances, by the Project Committee to
manage the project on a day-to-day level.

Team Leader - Is not a mandatory role. There may be one or more Team Leaders involved in
a project. The Project Manager delegates responsibility to Team Leaders to produce the
project products. Team Leaders may be contractors not directly employed by the customer
organization. Team Leaders receive Work Packages from the Project Manager.

Project Assurance - Provides independent monitoring of the progress of the project on behalf
of the Project Board. A Project Assurance Team, usually of three members, ensures that the
Business User and Technical aspects of the project are continually monitored.

Project Support - Is also an optional set of roles. A Project Support Office if provided
undertakes administrative activities required to keep the project going. These activities will
typically include arranging meetings, updating project plans on project planning software, and
filing project documents. For smaller projects, existing administrative and clerical staff in the
organization can fulfil this role.

B.2.2.5. Management of Risk

Risk is defined as "the chance of exposure to the adverse consequences of future events".
Successful identification and management of risk can greatly improve the chances of project success.
The PRINCE method offers quite detailed guidance on risk management. As with other elements of
the method, organizations are able to select the level of detail they feel they require for each specific
project. The more expensive or important projects are likely to require more effort to be expended on
risk management. Risk Management is broken down into two phases: Risk Analysis and Risk
Management.

26

Risk Analysis - In the risk analysis phase the following processes take place: Risk
Identification when a list of possible risks is compiled; Risk Estimation when an assessment
is made of the likelihood of each risk occurring within the project; and Risk Evaluation, an
assessment is made of the acceptable level of each risk and alternative actions are identified
to avoid unacceptable risks.

Risk Management - In the risk management phase the following processes take place:
Planning - the course of action most suited to managing each risk is agreed upon.
Resourcing - the resources required to handle the risk are identified and assigned.
Monitoring - the status of risks is monitored. Checks are made to ensure that
countermeasures are working effectively.

Controlling - making sure that the risk management plan is being fully
implemented as agreed.
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The range of action that can be taken to help manage risk includes:

Prevention - implementing measures to counteract or eliminate the risk.

Reduction - taking steps to reduce the impact of identified risks.

Transference - passing the risk onto a third party, e.g., a contractor or an insurance company.
Contingency - actions that are planned to come into force if and when the identified risk
occurs.

Acceptance - of the possibility that identified risks might occur but the proposed
countermeasures are too expensive to implement.

B.2.2.6. Quality in the Project Environment

The International Standards Organization defines quality as the "totality of features and
characteristics of a product or service which bear on its ability to satisfy stated and implied needs"
(ISO 8402). PRINCE offers a complete quality control method for projects including the following
elements:

A quality system, encompassing organization, procedures, and processes to ensure that
quality assurance is taken care of throughout projects.

Quality planning, which involves setting the quality targets for the project and ensuring that
plans are in place to achieve them.

Quality control, which involves installing mechanisms to inspect each product produced to
ensure it meets agreed quality standards.

B.2.2.7. Configuration Management

Effective project management is a key component of procuring, developing, or implementing IT
systems in health care. Many such health systems projects can be complex, expensive, and risky to
implement. The use of a structured, scalable project management method like PRINCE can increase
the odds of delivering a project on time, within budget, and to the right quality standard or, in a word,
successfully. Configuration Management is about product control. It provides a mechanism, which
can be used to track the evolution of project products and as such keeps track of product versions.

Change Control - Change impacts on all projects. If change is not carefully managed then it
can have a detrimental, sometimes devastating, effect on a project. An almost infinite range
of changes can happen during projects, from changes of government to changes of project
personnel. PRINCE manages change through the use of Project Issue Reports (PIR's) a
simple paper-form based mechanism used to capture both general issues and change issues
that arise throughout projects. Project Issues can be about anything to do with the project
such as suggestions, questions, or requests for changes to be made. PIR's can be raised by
anyone involved in the project. The Project Manager prioritizes each PIR and an impact
analysis is carried out.
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Prioritization of proposed changes - Proposed issues can be can be categorized as follows:

- changes which are a must; a final product will not work without this change

- important changes; their absence would be very problematic though a workaround is
possible for a while

- changes which are nice to have but not vital

- cosmetic changes of no importance

- project issues which in fact do not involve a change.

Impact analysis - The impact of each proposed change will involve consideration of the following
questions:

- what would have to change to accommodate this Project Issue Report?
- what effort is needed to implement the change?

- what impact will the change have on project risks?

- will there be an impact on the project's Business Case?
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B.3. Information Systems and Information Technology
Planning Phases

Phase 0 — Establish context and scope for healthcare institution information systems plan
Phase 1 — Determine healthcare institution information and support needs

Phase 2 — Establish information architectures and options for solutions

Phase 3 — Determine strategic solutions

Phase 4 — Prepare and deliver the implementation plan

Phase 0O - Establish context and scope for healthcare institution information systems plan
Initiate the study

Study context, scope, and terms of reference
Prerequisites identified

Essential parallel activities scoped and initiated
Steering group set up and briefed

Other key management members involved and briefed
Initial interview schedule established

Phase 1 - Determine healthcare institution information and support needs

[a] Preparatory information collection
Outputs being produced
Inventory and assessment of all available information about:
- Healthcare institution goals, directions, and plans
- Current and planned application systems
- IT assets and inventory, current and on order
- Human resource/skills

[b] Determine healthcare institution information, support needs, and priorities
Outputs desired
Agreed statement of healthcare institution information, support needs, and priorities
based on consensus
Document showing supporting detail of needs
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Phase 2 - Establish information architectures and options for solutions

[a] Assess current applications and IT technical status as well as match IT to needs
Outputs being produced
Full inventory of current application portfolio and IT assets
Assessment of strengths and weaknesses
Outline of action plan for each high-priority weak area
Preliminary view of rapid development opportunities where appropriate

[b] Developing information architectures
Draft architecture for healthcare institution structure
Draft information architecture — application systems, databases, and technology
requirements
Identify key gaps/weaknesses in current status which will constrain the development of
the architectures

[c] Establish initial options for strategic solutions
Identify key gaps/weaknesses in current coverage which require applications solutions
Provide overall IS strategic vision of the preferred means for meeting the healthcare
institution needs
In the case of high-priority needs, a preliminary set of options for application solutions
Modifications to emerging information architectures

[d] Develop cost/benefit justification for meeting needs
List of committed partners/stakeholders
Present cases for meeting all key needs
Action plan so that cases are carried forward through selection of solutions and
implementation planning

Phase 3 - Determine strategic solutions
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[a] Identify and initiate urgent actions
Scope definition of a project to meet each appropriate need
Completed developments
Required healthcare institution outcome achieved

[b] Determine application and database solutions
- Selection of the most appropriate application solutions
Definition of the most appropriate application and database structures to support the
solutions
Log of options considered and reasons for selection or rejection
Updates to the emerging information architectures as appropriate
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Specification of workload volumes and other technology requirements to support the
solutions

Basis for development of migration strategy to the proposed solution

[c] Evaluate IT status and opportunities and set key IT directions
Assessment of current IT status, especially the gaps and soft spots
Assessment of key developments and vendors in so far as they are relevant to the
healthcare institution needs
Identification of options and opportunities for meeting healthcare institution and
application needs
Preliminary identification of technology support options

Phase 4 - Prepare and deliver the implementation plan

[a] Prepare applications and database projects plan
Statement of preferred strategic application solutions

Complete development and implementation plan for applications and databases, linked to
the IT and HR plans

[b] Prepare IT technical projects plan
Statement of preferred strategic technology solution
Complete development plan for computer hardware, software, communications,
workstations, and development environments which supports the applications and
databases development plan

[c] Prepare organization and skills/resources development plan
Statement of organization and skills/resources solutions
Complete development plan for IS organization and human resource skills and resources
which support the applications and IT development plans

[d] Integrate costs and case justification
Provide justification for the application, IT, and human resource plans
Results of negotiations with stakeholders to ensure that final recommended delivery rate
and sequence are acceptable
Integrate financial analysis to support the recommended strategic solutions

[e] Present plan and negotiate implementation
Agreed plans
Application
Technology
Skills/resources
Budgetary commitments
Implementation program
Agreed basis for maintaining and re-assessing the plans when healthcare institution
circumstances change
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B.4. Defining a Successful Implementation

The most challenging part of an information system strategy is successfully implementing the plan.
But what do we really mean by implementation and how does one knows if it is successful?

When we refer to implementation, we mean far more than merely plugging in the computer and
peripherals and the communication hardware, and turning on the screen — implementation also
involves the process of introducing an information system throughout the institution and ensuring that
its full potential benefits are achieved. A successful implementation is one that promotes and
supports the institution's ability to execute its plans and meet its goals. Organizations are discovering
that successful information systems implementation in the health services institution requires a firm
understanding of the organization's overall strategic plan. A health services information system has
the purpose of improving the overall performance of the institution. The system being implemented
must be recognized as a strategic tool and corporate asset that represents an investment in the
organization's viability.

In the case of Latin America and the Caribbean, in particular, one must also consider the many
different levels of technology available or currently in use in the region. All too often there exists the
tendency to rush to the latest and most advanced technology, irrespective of the user's ability to
absorb it, that is, to install, maintain, and make the best use of it. Different needs and capabilities co-
exist in the same country, same political subdivision, and even inside the boundaries of the same
organization.

A technology that is appropriate to an advanced, sophisticated user such as a large teaching
institution in an urban area may not be appropriate for an emerging health services organization in a
rural setting. The social and economic context must always be considered along with issues related
to availability of resources and personnel, health information infrastructure, sustainability and
continuity of the decisions, and appropriate flow of financial resources.

B.4.1. Processes and Roles

To respond to the customer needs, the institution must be able to execute key processes efficiently
and effectively and provide adequate information support to critical roles. A process is essentially a
set of activities, with a distinct beginning and end that results in the delivery of a product or service to
customers. In general, health services institutions manage between twelve and fourteen critical
processes:

Planning services

Coordinating services

Delivering care

Scheduling patients and resources
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Managing material

Collecting revenue

Developing staff

Assessing patient care, planning, and outcomes
Health services

Reviewing care

Documenting care managing costs

Managing facilities

Managing information

Managerial decision making.

The identification of critical processes lays the foundation for defining key roles. Roles are defined as
a set of job characteristics that describe how (tasks, events, responsibilities, and priorities), what
(goals, objectives, and targets), and the enablers (skills, accountabilities, incentives, and ownership).

B.4.2. The Information Strategic Plan

One must emphasize that IS&T is a supportive tool available to the institution, not an end in itself. For
IS&T to be successful, its functions and capabilities must properly address the goals of the institution.
When a health services institution decides to proceed with a computerization process, an information
systems plan in keeping with the institution's strategies becomes an essential element in
guaranteeing that the technologies incorporated fully correspond to the institution's requirements and
structure. Accordingly, IS&T plans should usually follow on the heels of similar organizational
planning at the institutional level.

Whether the computerization process is being implemented through the acquisition of a standard
market solution or by the development of custom-designed applications, the Information Strategic
Plan is an unavoidable requirement.

The project plan should make it possible to understand the overall organization's mission and the
position of IS&T within that mission; gain an understanding of the institution's policies and strategies;
determine the management information that the each management level will require for operation and
control; and determine the extent and level of satisfaction provided by the currently operating
computer system.

A strategic plan entails the accomplishment of the following steps:

Involve users in the determination of requirements, functions, design, and selection of
solutions for application implementation.

Incorporate all relevant applications into the plan, along with implementation timetables,

resource requirements, critical assumptions, and dependencies (see Implementation Phases
below).
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Provide tangible solutions to problems detected during the execution of the project.

Develop appropriate mechanisms for measurement of implementation results and eventual
adjustments to the IS&T plan.

The resulting Information Systems Plan should allow the Institution to understand its current position
and in what direction it should head, with regard to information systems. Furthermore, it must contain
an overall information strategy, with critical inputs that include users' needs, assessments, physical
and technological infrastructure, organizational culture, human resources, and education as to the
potential of IS&T to support the organization goals.

Part of the strategy may address regional networks, partners, the Internet, and other external
influences that will need to be considered, such as government and crediting agencies (Figure 6).

Figure 6. Aligning IT Strategy to the Health Services Institution Strategy

Institution Strategy IT Strategy

IT scope
IT competencies
IT governance

Organization scope
Organization
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IT administrative
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infrastructure
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B.4.3. Selecting a Systems Architecture

Building, implementing, and managing systems in an open and distributed environment is a very
complex endeavor. As the user evaluates new solutions, the possible technological infrastructure
options provide the backdrop for a consistent methodology for assessing the fit of a solution, from
both a functional and an architectural perspective.

Such detailed evaluation of alternatives will permit reaching informed decisions regarding the balance
of short-term needs against long term objectives. Of course, there will still be situations where short-
term needs outweigh the desire to fully comply with the open architecture, resulting perhaps in the
implementation of one or more proprietary systems. However, these decisions should also be
informed decisions, with the pros and cons of these decisions clearly understood in advance, and
plans for evolution over time set in place from the onset.

In developing countries, it is important to consider the technological infrastructure of the health
services institution when evaluating systems architecture. Regional differences in technical
infrastructure, telecommunications capabilities, and IS&T personnel resources bring an additional
factor to bear on IS&T decisions. Also, it is important to consider the "life expectancy" of any system
and the rapid growth and early maturity that characterize today's systems. Users must be especially
careful to avoid investing in systems prone to early obsolescence.
B.4.4. Alternatives for Application Software Acquisition
There are four basic options for acquiring software, and of course, any combination of these:

In-house development

Contract development

Purchased package (Turn-key)

Transported system.
B.4.4.1. In-house Development
Under this option, the organization utilizes its own staff for the planning, definition, analysis, design,
and implementation of the applications. New staff may be hired or existing personnel can be trained
in information systems and computer technology.
In-house development of software offers the following advantages:

Complete internal control over project staff and schedules.

Lower per hour labor cost than contract development.

System maintenance and modification ability retained within the organization.
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Disadvantages of in-house development include:

Hiring, supervision, and personnel management responsibilities.
Long-term expense of maintaining a technical staff.

No contractual (legal and financial) leverage over development, implementation, and
maintenance.

Possibly a lower level of productivity than with contractor personnel and thus higher
development cost.

Staff turnover and training requirements.

B.4.4.2. Contract Development

This alternative entails contracting with a software development organization for the design and
implementation of the desired applications.

The advantages of contract development include:

Tight control of development cost.

Legal and financial leverage over contractor.

Probably stronger technical talent than could be hired for an in-house team.
Possibly specific applicable prior experience of contractor.

Probably better adherence to development and implementation timetables.

Less requirement for in-house technical staff.

Development of software by a contractor may involve the following disadvantages:
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Higher per hour labor cost than with in-house staff.
Possible business instability of the contractor.

Lack of assurance of long-term system maintenance without a continued contractual
relationship.

Additional time and expense for Request for Proposal preparation, proposal evaluation,
negotiation, and contracting.
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Lack of understanding by contractor of actual and specific organizational requirements.

B.4.4.3. Purchased Package

The package option includes any arrangement whereby the organization acquires computer software,
and frequently also associated installation requirements, from another organization under a purchase
or license contract. This applies to either an in-house computer system or the contracted use of
equipment off premises.
The advantages of a purchased package include:

Proven and technically sound software.

Generally shorter implementation time.

Minimal development of new forms and procedures.

Lower cost than custom development.

Implementation experience usually available.

User references usually available.

Specific performance contract easier to define.

Warranty and short-term support generally available.
The disadvantages of a purchased package may include:

Incompatibility between packaged system capabilities and hospital's requirements.

Possible reliance on vendor for long-term support, maintenance, and modification.

Requirements for specific computer equipment.

Restrictions regarding copyright, distribution, and utilization of the system and modifying the
programs.

Limited staff involvement at the contracting organization.
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B.4.4.4. Transported System
This alternative involves acquiring a system on an "as is" basis from another organization where the
system was developed and is in production. This option includes either implementation using in-
house hardware or the sharing of the computer facilities and network with the originating organization.
This alternative offers the following advantages:

Very low direct acquisition cost.

Installation and use advice normally available.
Disadvantages of this acquisition method include:

Minimal documentation generally available.

Reliance on originating organization or internal personnel for support, maintenance, and
modification.

No extensive contractual recourse usually available.
Possible inability of system to meet some specific organizational requirements.

Possibility of inordinately high implementation cost due to policy differences, quality of
documentation, and software difficulties.

Limited contracting organization staff involvement.

B.4.5. Selecting an Acquisition Alternative

An objective comparison of options for the acquisition of software applications is rarely possible. A
completely objective analysis can be done only if one assumes that absolutely equivalent systems
would be acquired and only the manner of acquisition would differ. Table 1 compares the four

software acquisition alternatives.
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Table 1. Summary of Project Requirements and Application Software
Acquisition Alternatives

Project

Acquisition Alternative

Requirement In-house Contract Purchased Transported
Development Development Package System
(Turn-key)

Contract Not applicable Tight control of cost | Predefined cost Not normally
And schedules; and schedule; ease | available
recourse against of specific
contractor possible; | performance
may include statement;
warranty and recourse against
support vendor well

defined; should
include warranty
and support
provisions

Development or High High Moderate Low

Acquisition Cost

Implementation Cost | High to moderate High to moderate Moderate to low High to low

Systems' Reliability | Moderate Moderate to high High Moderate to low
Flexibility in Excellent Excellent Moderate Minimal

Meeting User's

Requirements

Maintenance and High with permanent | High with support High if performed Limited to support

Ease of Modification

in-house staff,
difficult otherwise

contract, low without

by vendor,
probably extremely
difficult otherwise

available from
original developer
and quality of
documentation

Confidence in Final 2. (assuming 3. (assuming 4. (assuming 1. (assuming no

Product's Operation | competent staff) competent proven package) previous

(1-4) where 1 =low contractor) widespread
distribution)

Planning and Full conceptual plan | Full conceptual plan | Conceptual plan Conceptual plan

Analysis Required; general required; general necessary for necessary for

Requirement

Analysis completed;
minimal detail
design required

analysis completed;
full detail design
defined; milestones
defined; project

package selection;
general analysis
completed for
adaptation; no

package selection;
general analysis
completed for
adaptation; no

management plan detail design detail design
completed required required
Implementation 3. 2. 1. 4. (generality and
Time/complexity documentation
(1-4) where 1 = best problems)
Staffing Needed Project Project Administrative Project
management, management, functions, management,
administrative administrative minimal project administrative
functions, functions, management functions,
systems analysis, systems analysis required programming (if
systems design, outside supportis
programming unavailable)
Major Potential Technical staffing, RFP preparation, Package System capabilities

Problems

personnel
management,
project management,
cost control, control
of system scope

contracting, project
administration,
contractor reliability,
staff acceptance of
system, long-term
support

capabilities and
adaptability, staff
acceptance of
system,
maintenance,
modifications,
upgrading, long-
term support

and adaptability,
reliability,
implementation
support and cost,
documentation,
long-term support,
maintenance,
upgrading,
modification,
staff

acceptance
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Although theoretically possible, this assumption is unlikely to be the case except possibly in a
comparison of in-house development and contract development. The following assumptions about
acquisition alternatives could reflect a more realistic set of circumstances:

The in-house staff is competent, but not as experienced or technically strong overall as the
staff a good contractor could provide, and there will be turnover in the in-house staff.

The contractor has worked in the same or a closely related application area, will not be prone
to miss schedules, and will not fully comprehend all aspects of the hospital's management
requirements.

The packaged system comes close to the actual requirement but will require modification,
and the package has been successfully installed beyond its original development point.

The transported system was originally developed to meet a very specific set of requirements
for another facility and it is not well documented.

Each of the four alternatives offers inherent advantages and disadvantages. However, all the options
share several basic requirements:

Determination of minimum system requirements must precede any move to acquire an
information system.

Planning for the implementation process must be carefully developed and documented well in
advance.

Policies and procedures to support the systems must be established before implementation is
complete.

Management commitment to and support of the system must be very strong and evident.

In many situations, the best approach may well be a combination of the four options. For example, a
reliable system might be available from another health organization or an independent software
vendor that appears to meet the majority of the organization's needs. In this case, a contractor could
be employed to make modifications to the software and assist in implementation planning and
conversion. In-house staff could be hired to assist in the modification process, conduct staff training,
provide conversion support, and provide long-range system maintenance.

B.4.6. Implementation Phases

One of the most crucial decisions faced by health services managers is the selection of applications
for a phased implementation. In fact, the ingredients of each phase will almost certainly vary from one
institution to the next, and therefore defy generalization. On the other hand, it is expected that the
health services institutions deriving the most benefit from this manual are those still in the early-to-

40



Part B - Information Systems and Information Technology Solutions

intermediate stages of application automation. For this very reason, the focus herein is on providing
information specific to these basic applications.

Regardless of the specific applications, each implementation should adhere to a number of well-
defined and proved steps to maximize the opportunities for success. In general, implementation takes
place in two phases: pre-decision and post-decision. As with other sections of this document, there is
ample literature available that details implementation planning. A brief summary of key activities in
these two phases includes, but is not limited to, the ones displayed in Table 2.

Table 2. Information Systems and Technology
Implementation Phases

Pre-decision Phase Post-decision Phase
Information systems plan Human resource assignment
Education Infrastructure installation
Assessment of user needs Hardware/software installation
Request for information Application installation
Obtain vendor information User training
Link user needs to system specifications System testing
Establish "make or buy" criteria System phase-in / pilot
Determine need for process reengineering | System roll-out
Request for Proposals Evaluation
Site visits
Cost/Effectiveness-Benefit analysis
System selection

One of the most important instruments in IS&T systems design and selection is the Request for
Proposals (RFP). For more detailed information and guidelines on the productive use of the RFP,
refer to Section C.2.

Specific plans for application module implementation are extremely difficult to generalize. Variables
include the number and complexity of planned applications, their source, the current state of
readiness of the health services institution, and the relative amount of work to be performed by the
vendor versus the user. For this reason no specific guidelines for timetables can be made. As
always, users should plan carefully with the appropriate vendors, consultants, and internal
management when planning implementation timetables.
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B.4.7. Requirements for a Successful Health Services
Information Systems Implementation

Health services institutions, when considering the implementation of information systems, must
consider a number of system-wide implementation factors that cross application boundaries. These
include:

Organization mission, strategies, and scope of services

Who are the customers and the targeted population

Value of health and healthcare to the individual and community

Current ways to assess individual and collective health problems (community health)

Needs of the individual, community, and nation

Institutional user needs and commitments

Organization competencies.
By analyzing the strengths and weaknesses of the organization, the implementation team can
determine the organization's core objectives, clients, and competencies in terms both of health
service provision and information capabilities. The following areas must be closely examined:
Organization governance is the collection of rules and policies that control the organization operation.
It is linked to the social, economic, political, and legal ownership choices made by the organization.

The governance choices are directly related to the scope and competencies. It involves:

Organization Structure

Administrative Infrastructure and management structure, roles, responsibilities, and authority
required to execute the defined business strategy

Should the organization be centralized, with minimal authority and responsibility delegated to
the local level?

Organization Processes
Which of the organization's processes are going to be affected?
Employee Skills

What are the new skills required to satisfy the organization strategy and structure?
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Can the existing employees be trained to perform the new activities?

Information Technology Strategy involves determining which information technology the organization
needs to best support its organizational strategy:

Does the organization require more IT to make it productive and effective?

Does the organization have to significantly enhance the employees' skills?

Can the organization use the existing IT to enhance its scope of business or competencies?
How can IT be used to improve the organization processes?

Should the organization get involved in the development of applications?

Information Technology Scope involves examining the array of available information technologies in
the IT marketplace and choosing those that enhance the organization's strategy:

What level of sophistication and range of IT (LAN, Internet, document processing) would
provide the organization with the best support to meet its needs?

Does it make sense to outsource IT services, given the level of IT required to support the
organization strategy?

Information Technology Competencies enable the organization to use the information technology it
has chosen to be productive in the sector. Rules and standards governing the IT operation must be
set so that the technology meets everyone's expectations and delivers what was promised.

Information Technology Governance is the set of policies an organization must establish to control
ownership decisions, set rules and standards for, and regulate the use of IT. The decisions made for

IT scope and competencies affect these policies.

Information Technology Administrative Infrastructure determines the management structure, roles,
responsibilities, authority, and technical considerations required to execute the defined IT strategy:

What are the information and IT technical architectures required?
What hardware and software should be installed?
What level of decentralization should be adopted for the utilization of IT?

Focus on Standards - The Information Services organization needs to be customer oriented with a
focus on standards. These include:

Standards for technology selection (application and hardware)
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Standards for communication protocols for all systems

Standard processes for requesting services

Standard approaches to reporting problems

A methodology for managing projects with a project team concept

Standards for accomplishing various activities such as computer and telecommunications
hardware installation.

Information Services Budget is a critical component of the administrative infrastructure. The budget
needs to be developed and evaluated at three levels:

Maintenance of current systems (hardware and applications)
Information Services staff salaries
Planned capital expenditure and operating budget.

Information Technology Processes - The set of activities required to analyze a healthcare institution
system or process, design an IT-based solution, program and test the solution, develop user
manuals, and maintain the system.

Information Technology Skills - Staff IS&T skills require strong communication and project planning
skills. Given the institution's IT strategy and structure, what are the new skill sets required? It is
important to evaluate the current skills of information services staff with a focus on their ability to learn
and support new applications and technologies. It may be required to develop a human resource
development plan to support the training existing information services staff on new technologies, or
recruit additional staff with the specific skill sets in the new technologies. Employees must have
knowledge of:

Rapid application development tools

Knowledge of networking and interface standards

B.4.8. Products from the IS&T Planning Process

[a] End products
- Statements of strategic solutions for IS and IT
Phased development plans for:
- Application systems and databases
- IS&T development projects
- Staff skills upgrade
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Basis for implementation
Justification with financial plan
Criteria and process for plan review, fine tuning, and maintenance

[b] Organization-oriented intermediate products
Agreed report of hospital information, support needs, and priorities
Indication of key areas of risk and uncertainty on which the viability of recommended
solutions depend
Assessment of current information systems in terms of the extent and quality of coverage
of business needs
Urgent action plan for interim "quick fixes"

[c] IS&T-oriented products
Assessment of current IS and IT status:
- Objective facts indicating what systems and technology there is
- Judgmental statements indicating its quality as well as current and future relevance
Target applications and database architecture
Target IT architecture
Skills and resource strategy

B.4.9. Criteria for Appraisal of the Financial
Investment in IS&T Projects

When investing in IS&T, a number of key criteria for evaluating and approving the project must be
considered. Investments in IS&T are no different to other significant investments in terms of the
procedures they must follow and the need for rigorously constructed business plans. However, the
mixture of technical and organizational issues raised by such investment demand that several
questions must be raised by the decision-makers involved in the process of systems planing, design,
and acquisition. They form the basis for criteria against which approval will be given. The criteria
apply irrespective of the source of financing.

The discussion that follows is based on recommended criteria used by the U.K. National Health
Services, developed by the NHS Management Executive, Information Management Group. Criteria
which management should apply in assessing all IS&T investments, and against which approval will
be given for those which are substantial, are:

1. The investment is part of an overall IS&T strategy based
on the organization's business plan

Every IS&T investment must support the business and service objectives of the organization. These
are usually detailed within the organization's business plan. It is also important that the total of all the
IS&T systems within an organization provide consistent and coherent support to the business. It is,
therefore, essential that every investment is part of an overall IS&T strategy based on the
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organization's business plan. Strategic horizons will generally be three to five years with an annual
review.

2. Thereis a properly structured business plan based on good investment
appraisal and realistic scheduling, with staged review points

When scrutinizing a business plan one must expect that the appropriate development of a Project
Plan has been considered according to the criteria defined in Sections B.2.1. to B.2.8. above.

3. Account has been taken of achieving the same benefits
from better use of existing assets

A range of IS&T options will usually exist, delivering differing levels of benefit but at differing costs
and must be considered within the investment appraisal. The following options must be considered:

(@) Status quo - what would happen if the investment did not proceed? This must always be
included for comparison purposes.

(b) The non-IS&T solution - is it possible to alter current practices to achieve increased benefits
without implementing an IS&T solution?

(c) Changing existing systems - is it possible to increase the benefits from existing systems by
changing the systems or the organization's working practices rather than implementing a new
system?

4. The benefits (cash-releasing and noncash-releasing) have been
properly and realistically identified and assessed with a commitment
from the affected parties to their realization

In order for a benefit to be properly and realistically identified and achieved, it is necessary that:

(a) the benefit is accurately and precisely described;

(b) methods for measuring the benefit are outlined;

(c) the tasks required to achieve the benefit are identified; and

(d) a commitment to the achievement of the benefit is obtained from those affected.

If an investment in a provider organization is likely to result in increased costs to purchasers, then the

continued viability of the provider's business plans should be considered. National demonstration
projects may be of help in identifying the benefits that can be achieved.
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5. Full assessment of the risks surrounding the investment is carried out
at an early stage together with an evaluation, setting out how sensitive
options are to change in the underlying assumptions that have been
made

Options are often close together in terms of costs and benefits and the estimates used in the option
appraisal can be uncertain. It is important to perform an analysis of these uncertainties and two
essential elements — sensitivity analysis and risk analysis — must be addressed.

Sensitivity analysis will identify the assumptions made and consider the impact of varying the
assumptions made on the options. Risk analysis considers the nature of the risks associated with the
investment and their impact on the project. What measures can be introduced to minimize their
impact?

6. There is a clear understanding of the procurement process

The procurement process will vary depending on the type, complexity, and size of the project being
undertaken. In all cases the procurement process and the proposed contract will be expected to
follow the guidelines explained in detail in Part C of this document. The contract must conform to all
the necessary contractual safeguards.

7. The project will be handled in a structured manner

Each major project must be managed using a well-structured methodology. Guidelines can be found
in a number of easily available general publications related to technology project management. A
general introduction and recommendations are found in Sections B.2.1. to B.2.8. above. For large
investments, consideration should be given to appointing a Project Supervisory Committee.

All participants in the project management structure must have an appropriate level of training and/or
awareness of their roles. The Project Manager must be fully trained and experienced in information
systems project management, and projects should not be started unless this can be demonstrated.

8. There is an unequivocal commitment from the Project Manager and
Project Supervisory Committee and clear understanding of their
roles, and of their senior staff, in the procurement, implementation,
and benefits realization process

Implementation of a major IS&T investment can have a major impact on an organization. Senior

members of the organization must be aware of all the potential internal and external impacts and be
committed to the successful achievement of the investment.
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9. There are sufficient and adequately skilled IS&T resources to
manage successfully the specification, procurement, and
implementation of the project

The IS&T human resources requirement must be identified. Where such resources are not available
within the organization, the methods for obtaining the resources must be identified. When resources
are obtained from outside the organization (outsourcing) it is important to ensure that the organization
has sufficient skills to absorb their contribution and supervise those resources.

This will be an area of particular scrutiny. It can be difficult to recognize that in-house skills and
experience may not be sufficient. However, this will be critical to a project's success. The larger the
project the more skilled and experienced the project manager and internal IS&T staff need to be. It is
the responsibility of the organization to make decisions on the suitability of their IS&T staff.

10. There is aresourced and structured training program

Implementing a major IS&T investment will mean training staff to operate the new procedures. A
training need assessment should be performed and a structured training program produced to meet
the needs identified. The plan for achieving benefits will normally be described within the business
case. This will often be a substantial part of the investment — up to 15% of the capital costs.

11. Thereis a clear plan for benefits realization, including a commitment
to assign responsibility for realizing benefits to an individual
with sufficient authority and resources to deliver

In order to obtain benefits from an IS&T investment, changes to the organization and its work
practices will often be required. To successfully implement the investment requires that an individual
with sufficient authority and resources be prepared to commit to achieving the benefits outlined. To
ensure that all parties play their role in achieving benefits, that authority should normally derive
directly from the Project Manager.

As benefits are normally obtained within user departments or units, the managers of those
departments, rather than IS&T specialists, will normally be responsible for the actual achievement of
benefits. It is the responsibility of the Project Manager to ensure that they do so.

12. There is acommitment to post-implementation evaluation, the
results of which will be made available to the authority approving
the investment

It is essential to have a formal post-implementation review program whose prime purpose should be

to identify problems and initiate appropriate remedial action. The process should not be regarded
solely as a single exercise that occurs once the project has been implemented, but should be based
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on a continuing process which contributes to a final formal review at an appropriate point. This review
should be aligned to a suitable milestone in the achievement of benefits, and should occur within two
years of implementation. Plans for collecting monitoring and evaluating data should be set out in the
preparation phase of the business case.

Where projects take a year or more to implement from the signing of the contract, or if there is no
contract one should consider the start of implementation, the organization should identify a significant
milestone in each year. At this milestone the Project Committee should review the project to ensure it
is on schedule, within costs and that it should continue. A report should be submitted to the normal
approval body. For projects where implementation will take a year or less, a post-implementation
review report should also be submitted at the end of the scheduled implementation.

B.4.10. Maintenance of Information Systems

After the systems implementation phase, the maintenance phase takes over. Systems maintenance
is the on-going maintenance of a system after it has been placed into operation.

When developing information strategy plans, organizations cannot afford to neglect the fact that
systems maintenance is the longest and costliest phase of the systems life cycle. The implications of
the maintenance workload upon the information strategy plans for an organization is a subject that
deserves special attention. The organization structure needs flexibility to support the maintenance of
existing systems concurrently with the implementation of new technologies.

It is important to consider the evaluation and monitoring of a system for needed maintenance and
consequently, to lower or contain maintenance costs. Systems maintenance can be categorized into
four groups. Each of these four categories can affect an organization's information strategy plan in
different ways:

Corrective Maintenance. Regardless of how well designed, developed, and tested a system
or application may be, errors will inevitably occur. This type of maintenance deals with fixing
or correcting problems with the system. This usually refers to problems that were not
identified during the implementation phase. An example of remedial maintenance is the lack
of a user-required feature or the improper functionality of it.

Customized Maintenance. This type of maintenance refers to the creation of new features or
adapting existing ones as required by changes in the organization or by the users, e.g.,
changes on the organization's tax code or internal regulations.

Enhancement Maintenance. It deals with enhancing or improving the performance of the

system either by adding new features or by changing existing ones. An example of this type
of maintenance is the conversion of text-based systems to GUI (Graphical User Interface).
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Preventive Maintenance. This type of maintenance may be one of the most cost effective,
since if performed timely and properly, it can avoid major problems with the system. An
example of this maintenance is the correction for the year 2000.

SETTING UP HEALTHCARE SERVICES INFORMATION SYSTEMS

A DON'T LIST

1. Don't depend too much on one pioneering innovator, and do not leave any such
innovator in charge — they will become too rigid and narrow-minded in their views,
and stifle change and development.

2. Don't spend a large amount of time creating a detailed, rigid specification — it will be
out of date before being designed, built, and implemented; rather, specify core
principles and functionality together with a design-and-build or prototyping
methodology.

3. Don't leave performance criteria, both in terms of functions provided and maximum
percentage downtime to chance, but include them in the procurement contract.

4. Don't forget error correction and maintenance — write minimum standards into
supply contracts, and ensure that there are sanctions, e.g., part of procurement
payment held back until satisfactory functioning over a specified period; maintenance
payments paid partly at the end of each period with reductions for loss of service.

5. Don't let the supplier determine needs or performance; instead, ensure that the
customer remains in control.

6. Don't exploit your supplier — whilst the customer should lead, an aggrieved supplier
provides a poor service and a bankrupted supplier disappears and leaves the
customer stranded.

7. Don't impose "solutions" on end users and data suppliers; rather, ensure that they
feel they are valued and want the system.

8. Don't automate today's paper processes — look at what new functions and methods
automated Information Systems can undertake.

9. Don't specify too futuristically — there is a limit to how much people or an
organization can change in one move; instead allow an evolutionary path.

(continues next page)
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(continuation from the previous page)

10.

11.

12,

13.

14.

15.

16.

17.

18.

19.

20.

21.

Don't treat the organization or the specification as rigid structure, but instead allow for
organizational and end-user learning, as well as technological and environmental
change.

Don't stop evaluation at the point of installation testing — there will be ongoing
organizational and personal behavioral change that must be identified and appropriate
adjustments made.

Don't stop investing in a "successful" system — it will soon become out-of-date, and
disillusionment will set in thus, to the dismay of users and paying parties, the "success"
will soon evaporate.

Don't be complacent with a "successful" system — the very word of its success will
increase usage, overload access, and degrade performance — this applies to all
elements, including data networks and communications.

Don't confuse Education (concerned with changing professional practice and
performance) with Training (about how to operate a system).

Don't change practice and switch on a system in one activity, but also don't
computerize old practice — separate the two change processes, even though this will
mean a short period of dysfunctional working, so as to ensure that the different
changes are fully understood, and any problems can be traced to the correct source to
facilitate rapid adjustment.

Don't rely on memory or suppliers — persons can forget, become ill, or leave;
suppliers can go out of business or be taken over. Ensure that everything is properly
documented, including performance agreements, and all systems specifications,
functionalities, applications, and operational routines — the constant test must be
"Could a new person take over that task tomorrow?".

Don't overlook the need for convincing answers on confidentiality — it will be a prime
guestion from all health professionals before they use a system.

Don't think that removing names from records creates confidentiality — other factual
combinations in records can effectively identify indirectly by implication or
circumstance.

Don't assume that any types of data item are of low confidentiality — for some
individuals any specific item may be very confidential because of personal
circumstances, e.g., address or blood group.

Don't touch anything which does not run on open standards, is of a closed proprietary
nature, or cannot accommodate modern recognized data and other standards — any
short-term gain will be minimal compared with the cost of the dead end up which you
are committing your organization.

Don't think that any Information System project is ever finished — if it successful,
people will want more of it; if it unsuccessful, adjustments are clearly needed; and in
any eventuality circumstances will change.
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B.5. Health Informatics - Who Leads, Who Represents?

Information systems and particularly information technology are often seen negatively, and without a
full appreciation of their essential role in healthcare delivery. Given that information is at the heart of
healthcare and is essential for the management processes and the fact that science and technology
are being harnessed widely by other segments of the society to improve upon paper-based methods,
it is a matter of major concern that there is a lack of shared vision and leadership for IS&T in the
health sector. There is a lack of focused research programs and structured evaluation, and many
academic units are struggling for funding and little opportunity is taken to learn from overseas
experience or developments. Even where there are national initiatives, such as in moves to support
professional education and operations-support applications, projects and their development are
generally uncoordinated and we are still far from common policies or standards. The losers are the
public as consumers, health, and other professionals directly involved, and the informatics industry.

Meanwhile, the rapidly changing relationship between the functional capacity and price of modern
technology is increasingly seen as the way to improve production processes while saving time and
money, with wider benefits, including better quality of communication and thus, for the health sector,
of care. Notwithstanding all the problems and constraints mentioned, Health Informatics is becoming
an everyday part of healthcare practice, but often in a piecemeal and managerially led way.
Consequently, those with a direct interest in constructive and ethical use of Health Informatics in
clinical care and in advanced use of technology are less than happy with the current environment. To
solve the major development and acceptance problems the following issues must be addressed by
the health informatics community:

Coordination amongst policy makers

Poor use of IS&T by the health sector
Patchy success in solving complex issues
Leadership and cooperation

Variety of stakeholders and their agendas
Divergent priorities

Need for independent associations.

1. Absent coordination amongst policy-makers

There is continual tension between policy-makers at the national and local levels, healthcare
organizations, health professionals, and systems suppliers. Important initiatives to circumvent those
problems exist, but are often felt not to achieve their full potential. Frequently each of the technical,
administrative, and operational constituent parts of public, and sometimes also private, health
organizations have their own information management and technology strategy, with little
coordination on identification and agreement of underpinning common principles or priorities.
Moreover, liaison with the academic, research, and industrial communities appears to be at arm's
length rather than closely integrated.
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2. Wide use, poor usefulness, of IS&T

Other service industries such as banking, commerce, and travel have already gone much further than
healthcare in the widespread harnessing of information technology to provide better and cost-
effective services. New patterns of communication and information are almost entirely dependent
upon information technology, and the use of Internet and Intranet systems shows great promise, as
do many health telematics applications. Nevertheless, many domestic households have more
powerful computing and telecommunications infrastructure than many clinical departments. Although
health informatics is becoming a part of healthcare practice and few diagnostic departments could
function nowadays without computer technology, poor utilization of IS&T by the health sector poses a
great challenge.

3. Patchy success in solving complex issues

Healthcare raises a greater range of more taxing issues than most other areas of information
technology application. These issues range from the representation of illness and the clinical needs
and treatment objectives of patients, through the maintenance of confidentiality and avoidance of
abuse where large volumes of highly personal and potentially financially valuable information are
concerned. Many countries, e.g., the United Kingdom, the United States, France, Sweden, Holland,
and others, have been very active not just in pioneering and deepening the use of health IS&T, but
also in tackling innovatively some of the core issues related to standards development and
implementation and the representation of clinical concepts. Yet at the same time there is much to be
done regarding practical implementation, quality control aspects, structured evaluation methodologies
for IS&T, and the education of health professionals in informatics.

4. Need for leadership and cooperation

Health informatics offers major opportunities to support efficient and high-quality healthcare. It also
has a potential to repeat past failures or introduce new risks. It is a surprising and worrying paradox
that this fundamental area of healthcare science and policy has a limited number of leading
organizations and very few common meeting points for debate. The major international technical
cooperation organizations have approached the issue in a fragmented, uncoordinated, and
technically deficient manner. Many projects sponsored, designed, or funded by such agencies have a
narrow perspective, and some were technically unsound and failed to take advantage of the available
technological opportunities. Exceptions to this sad state of affairs are the international and national
health informatics scientific and technical associations of which the International Medical Informatics
Association (IMIA) is a prime example — unfortunately they have limited influence over most
decision-makers, who continue to be uninformed about IS&T.

This leadership vacuum has heightened the tension between leading individuals of the clinical
professions, whose vision is on informatics as a tool for the clinician, one that may engender
parochial approaches, and national policies aimed at providing an efficient informatics infrastructure,
which can be perceived as being bureaucratic or having a hidden agenda.
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5. Variety of stakeholders and their agendas
(a) The direct care professions

Many professional groups, including specialty societies, have established mechanisms to consider
informatics issues in their own domains, and approaches taken have varied from objective reviews of
data-related issues, standards, application systems, to the consideration of educational needs.
However, there is a tendency towards medical computing special interest groups, which focus
primarily upon practitioner-designed stand-alone systems, that undoubtedly have intrinsic value, but
when developed in isolation are not conducive to integrated policies or standards. We have seen that
each health professional body now has an interest group in informatics, but the majority are largely
unfunded and with a restricted number of active associates. Perversely, in a supposed era of
integrated and seamless healthcare there is no vehicle for these professional interests to come
together to develop a common interprofessional view, or to explore common ground.

(b) Academic bodies

Academic units for health informatics undertake research as well as teach. Although well respected in
their specialist areas, in general, they suffer difficulties in obtaining funds as a result of the generally
low recognition of the importance of health informatics. Obtaining funding is particularly difficult as
informatics falls right across the boundaries between medicine, physical science, economics, and
social sciences. Therefore, most strategic research projects — those which would identify informatics
solutions and evaluate their effects upon healthcare — have no natural prime funding source, no
master vision, no overall control, and no coordination. This is in contrast to most other areas of
healthcare development, where academic units and the clinical professions work in tandem, and
routes to research funding are clear. Similarly, information and informatics do not feature high on the
research and development agenda at the national or regional level in most countries.

Some progress on the professional education side is being made in determining informatics
components of the medical undergraduate and postgraduate curricula but these are, in nearly all
instances, quite separate from real project development and operation.

(c) IS&T professionals and the industry

Most professional associations for IS&T are active in seeking to raise the status and the education of
IS&T professionals. They should develop much stronger links with health professional interests. The
unhelpful perception by many health professionals of IS&T technical personnel being "administrative",
in the pejorative healthcare interpretation of the term, needs to be broken. Health professionals must
recognize the importance and contribution of the information specialist profession in ensuring the
sound implementation and operation of informatics systems, whilst informaticians must be
conspicuously in tune with the health professionals’ requirements and understanding of their
anxieties.
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Finally, but importantly, the hardware and software supplier industry is active and innovative, and
does have a trade association function. Unfortunately, in any free market situation, suppliers are
nearly always seen as being motivated by self-interest to a greater degree than is actually the case,
and there is a strong argument for strengthening links with health-focused supplier bodies over
generic policy, standards, and development issues.

6. Divergent priorities

Examples abound to prove that healthcare informatics in most countries is fragmented and without
leadership. Certainly, it is holding back the better and safer application of modern technology in the
interests of good healthcare. It also creates destructive suspicion and tension when cooperation and
coordination would be more appropriate. Because opportunities for discussion of divergent and
sometimes outright conflicting priorities are few, there is no open objective forum for analysis,
research, or debate, and above all there is a lack of patient representation. A coming together for the
common good, and the creation of a shared vision and voice for health informatics development and
use, are greatly needed.

One must focus on alliances between suppliers, academic units, and care providers, without
overlooking the importance of splitting the commissioning of research, the pursuit of innovation, and
independent evaluation, as in the pharmaceutical science model. Issues of common learning versus
proprietary interests, and of balancing commercial confidence and published concepts, must be
adequately considered, and the overall legal and ethical implications must be addressed.

7. Need for independent associations

What is missing throughout is the common ground, organizational and intellectual, where health
professional health informaticians, suppliers, and other interested parties can come together in a
noncompetitive and nonconfrontational setting to constructively advance the science and ethical
principles of health informatics.

Healthcare computing conferences and related exhibitions are important contributions, but they have
limitations as policy and developmental settings, particularly in a science-based field. The equivalent
of the respected American Medical Informatics Association (AMIA) does not exist in most countries.
Such professional and technical associations can provide an open and influential analysis and
debating forum. In Latin America and the Caribbean there are active health informatics associations,
particularly in Brazil, Argentina, Uruguay, Mexico, and Cuba, but the number of associates and
representation across the stakeholders' spectrum is still rather limited.

At the international level, the International Medical Informatics Association (IMIA) is an effective
organization that is addressing the key issues here discussed. Working groups cover not only the
traditional interests such as nursing informatics and data security, but also the need for better
evaluative methodologies, the impact of informatics upon healthcare organizations, and how
appropriate expertise can be transferred from developed to developing countries.
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Part C. Procurement and Contract of
IS&T Services and Products

It is not the oath that makes us believe the man, but the man the oath.

Aeschylus (525-456 B.C.)

C.1. Outsourcing Information Technology
and Services

Healthcare IS&T application development and implementation are expensive. Development, support,
and operation are high-cost components and experienced personnel are mandatory. One of the major
reasons for the high price tag is the complexity of healthcare systems, which requires the use of
sophisticated technology and highly skilled support. While in other lines of business applications,
technology may answer the user needs with off-the-shelf or relatively uncomplicated products,
healthcare applications must focus on elaborate information technology that may require different
vendors’ solutions and platforms.

IS&T managers have no choice but to prepare for a future that includes outsourcing, and
organizations of all sizes are seriously considering shifting some IS&T assets to a third party. To meet
systems targets and bottom-line objectives, managers must deal with change, manage complexity,
and find skilled workers. That is where outsourcing is seen to greatly improve the efficiency of
development and operation of information systems. Firms that have opted to outsource cite several
key goals:

Reduce operating costs

Share risks with outsourcing partners

Access cutting-edge IS&T capabilities through vendors’ expertise
Improve focus on core competencies.

Outsourcing IS&T infrastructure tasks permits many companies to concentrate on core competencies,
product development, and other concerns more directly related to service provision or revenue
development. Indeed, IS&T operations are outsourced more than any other kind of business
operation. IS&T outsourcing may be the best solution for many healthcare institutions as a way to
solve these problems while increasing the on-time and on-budget performance and improving
services.
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C.1.1. Definition and Types

Outsourcing is a contractual relationship with a service provider to assume responsibility of one or
more functions of an institution. Outsourcing IS&T functions is becoming a common practice among
many industries, including the health industry, driven by a shortage of skills and the need to
concentrate efforts and energy in the core business of healthcare services. Healthcare institutions are
overwhelmed with the many applications that need to be developed, rewritten, converted, or re-
engineered.

There is a large growth in outsourcing various types of services. Including the following:

Application Development - New systems are being developed every day, either to replace old
ones or to implement new applications.

Applications Maintenance - Users have new demands and changing requirements and the
rapid evolution of IS&T is characterized by new hardware and software platforms and existing
applications must be ported to new environments. As an example, one of the major
requirements for the end of this century is the fix of the so-called "Year 2000 Bug”. Old
systems did not account for the double “0” (zero) digit that can cause a chaotic situation in
many legacy systems. The demand for this service is higher than the current supply of
service providers available for the job.

Systems Integration - It is a trend in almost all industries nowadays to implement and
customize off-the-shelf applications for their needs, even for large integrated applications. In
many instances, these off-the-shelf applications will have to be integrated with older systems
and platforms, as well as custom-designed systems. Many institutions purchasing and
installing packaged applications request the assistance of service providers to support the
total implementation or the various steps in the process of integration across heterogeneous
hardware platforms and networks.

Data Centers - The healthcare sector, its institutions, and technology are all changing faster
and faster. In-house data centers are either outsourced or not implemented because the
costs of staffing and maintaining them are prohibitive to many institutions.

Networking Services - Establishment and maintenance of Local Area Network (LAN) and
Wide Area Network (WAN).

End-user Computing - End-user computing establishes specific guidelines and quality
services to be applied for the acquisition, utilization, and integration of hardware, software,
and accessories to ensure an effective use of desktop technologies. The role of internal,
external, or vendor consultants in facilitating and guiding end-user computing is to determine
hardware and software selection procedures; troubleshooting end-user problems;
development of training plans, procedures, handbooks, and instructional materials; and setup
strategies for promoting technological change.



Part C — Procurement and Contract of IS&T Services and Products

User Training - User training is usually customized to the types of users and the needs of the
organization. It can be performed by the same service provider used for implementation or,
depending on the complexity of the systems developed and availability of training personnel,
by another contractor.

"Qutsourcing” has become a common word among institutions that are updating and/or developing
IS&T solutions in the healthcare and other industries. In a recent article in Healthcare Informatics, a
U.S.-based magazine, it was reported that the healthcare industry has been increasingly investing
more money in outsourcing of IS&T solutions, mainly in the areas of implementation of information
systems, processing services, and other IS&T-related operations. Worldwide corporate spending on
outsourcing services reached US$86 billion in 1996 and is expected to surpass US$136 billion by
2001. The U.S. represented the strongest outsourcing market, comprising nearly fifty percent of all
outsourcing spending. The growth in the outsourcing market is being driven by various factors
including globalization, privatization, deregulation, and technological innovation.

Table 1. Outsourcing Areas in Health Information Technology (1996)

IS&T Areas Outsourced in Healthcare Responses
Software development, implementation and support 21%
Network design and support 20%
PC/desktop maintenance and support 19%
Data center operation 14%
Consulting and contract programming 10%
Hardware maintenance and support 9%
Billing/financial system operation and support 8%
Telecommunications support 7%
Technical services 7%
PC/desktop acquisition and installation 6%
Help desk 6%
Management 5%
WAN design and support 4%
PC/desktop training 3%
Clinical system operation and support 2%
Base: 512 IS&T executives in the U.S.

Source: College of Healthcare Information Management Executives

(Healthcare Informatics, Feb '97)
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The IS&T and telecommunications industry have diversified immensely in the past decade.
Outsourcing has become an answer to the fast growth of software and platforms. Information
Technology can be compared to the field of medicine, in which specialization is essential for
conducting the technical work and providing appropriate services. The pace of hardware and software
development is so fast that training in-house personnel becomes a major challenge and a difficult
task to be accomplished. Even established information service providers face the challenges of
getting qualified staff.

Outsourcing can provide an institution with these "hard-to-find" professionals, but at a high cost.
Nevertheless, outsourcing, if implemented correctly and with the full participation of in-house
management and IS&T personnel, can be one way to track productivity, produce higher quality of
services, and improve the information available to the users and the timeliness of information systems
delivery. The widespread utilization of outsourcing can be judged by the Table 1, which presents
information surveyed from 512 U.S. executives that were asked which were the top IS&T areas
outsourced by their organizations.

C.1.2. Reasons for Outsourcing
Healthcare institutions outsource IS&T functions for a number of reasons:

Lack of qualified staff - Because of such complexity and demands, most healthcare
institutions have outrun the capability of their internal resources. Today’'s systems demand
personnel skills that are new and may not be answered by the current IS&T staff. The result
is constant training efforts and delayed progress, or increased cost through recruiting and the
use of external consultants.

Allow healthcare institutions to focus on healthcare services rather than on IS&T
development and implementation - In the past, application development projects were usually
kept in-house. Today, however, health organizations frequently find that they lack the
necessary skills or ability to meet their requirements for releasing applications on time and
must resort to outsourcing.

Establish new IS&T models and processes - Healthcare institutions are under significant
pressure to cut costs while improving quality and building and positioning technology to serve
its payers better. Payers now demand more services and information from the healthcare
industry. Through the availability of medical libraries, Internet services, decision support
systems for physicians, and other IS&T services and systems, this challenge can be met.

Accommodate changing infrastructure - Use of telecommunications, distributed systems, and
networks in healthcare.

Extend reach of services - Health promotion, distance learning, imaging transfer,
telemedicine projects, etc.
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Facilitate implementation - Especially in the case of new and advanced applications.

Improve quality of healthcare services - This can be achieved by organizing information and
facilitating the use and dissemination of information for primary healthcare, health planning,
and managing costs efficiently.

Stay on the leading edge of technology - To take full advantage of the opportunities of IS&T
requires qualified specialized staff and constant examination of new developments and
products.

Convert old to new systems - Outdated systems are often a barrier to support the changes of
the healthcare systems because of costs involved and long cycle times to implement
changes. Nevertheless, with the right methodology, these systems can be a springboard to
reduce both the cost and cycle time of new development initiatives.

Optimize IS&T capabilities - Outdated systems and procedures must be improved to cope
with the actual demand of healthcare institutions.

Share implementation risk - Outsourcing is an opportunity for splitting project risks with
outsourcing service providers.

Gain control of difficult-to-manage functions and manage increased diversity and complexity -
Those require specialized knowledge and accumulated experience.

C.1.3. Success Factors in Outsourcing

Risks are always present when outsourcing is used. To avoid potential problems and to increase the
chance for a successful outsourcing project, some important issues should be considered, including,
but not limited to:

Select what to outsource - Define, establish, and follow a planning process for the
outsourcing project. Allow time for due diligence and select an internal multi-professional
group to prepare an evaluation report on the institution’s IS&T requirements, identifying which
areas are going to be outsourced according to the institution’s plans and priorities.

Selection of service provider - The selection of a service provider for outsourcing is critical.
Terms and conditions of contract must be carefully considered in advance of signing any
agreement. The organization outsourcing IS&T must be prepared to supervise, measure, and
manage the results of the outsourcing contract. The main goal of most service providers is to
increase revenue, and the way to achieve this goal is to sell large new systems or extended
services to customers, rather than building on existing customer applications. Vendors also
offer services by seeking alliances with other vendors, which may not be in the best interest
of the client. The issue of dealing with vendors is so important to outsourcing that we are
dedicating one entire section to assist managers to reach appropriate decisions on this
matter.
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IS&T leadership - IS&T leadership is a major issue for the successful delivery of IS&T, and
the existence of a leader in the outsourcing organization with expertise in IS&T and in charge
of the process of IS&T outsourcing is highly recommended. Continuity of in-house expertise
may be a problem—although exceptions do exist, the tenure of a Chief Information Officer
(CIO) or Director for IS&T in the U.S. is around three to four years, a much shorter time than
it takes to deploy complex projects.

Choose a committed and competent implementation team - A team to supervise the
outsourcing project should be assembled early in the process and it should have the right mix
of users and technical professionals. It is also important to get the promise of managers for
these people to be assigned, sometimes full time, to the project team.

Establish progress report meetings and milestone analysis - Frequent revisions of the project
plan by interviews and participation of the implementation team during the selection process
are indispensable. The channels of communication between the implementation team and
management should always be open for discussion of unforeseeable issues during the
implementation period. Managers should supervise the activities, ensure that the agreements
and implementation timetable are being enforced, and provide the necessary resources for
the team to conduct its affairs in the most proactive way.

Education of project management team and users - Recognize the concerns and doubts that
outsourcing brings and have a strategy for dealing with the complex "people issues" that
arise during any implementation. Poor interpersonal communication and lack of user
education in the issues related to IS&T can and will put a burden in outsourcing. It is
important for the project team to get support from all users or customers of the system.

Management support of IS&T projects - Management support is vital for the success of IS&T
projects. Senior management must view IS&T implementation as a corporate process,
essential for the healthcare institution, which integrates disparate information requirements
and changes the managerial and day-to-day tasks and functions, with the objective of
improving the operational performance.

Establishment of realistic goals for vendors - Vendors that offer quick fixes to long-term
problems should be avoided. Set up realistic time frames for the completion of complex tasks.
It takes time for an outside entity to fully understand the business of an institution, to set up
operations, and to put processes in place. Complex projects do take time.

Test frequently during the development or maintenance of an application - Institutions should
make sure that an internal team performs a meticulous testing of outsource applications. The
outsourced system development or maintenance project should be free of errors and
functionally complete. The parameters defined during the implementation phase must have
been fully addressed, and the system must integrate effectively with other systems in the
institution and must perform at satisfactory levels.
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Outsourcing vendors face many of the same problems experienced by their customers. A shortage of
skilled I1S&T workers and an extremely competitive marketplace have caused some vendors to
spread personnel too thin relative to the number and complexity of projects they have. This may
make some prospective customers, especially those with adequate resources to focus on both IS&T
and business operations, to opt for the relative security of in-house development or operations
control. Some customers may also hesitate because of stories about overextended outsourcing
vendors who demand full control of IS&T departments and communications breakdowns that
hampered operations. A maturing market, though, means more customers know what they want and
need, and more vendors are determined to help them meet their goals.

C.1.4. Why Outsourcing Contracts May Fail
Some of the reasons why outsourcing contracts may fail are the following:

Institutional objectives are not clearly communicated to the service provider - The contract
that is structured does not match the institution’s objectives. This situation can happen when
the members of the evaluation team have different objectives from each other or
management, which sends the vendor mixed signals regarding the real goals.

Vendors control the contract - Vendors have a tendency to offer customers more than what
they really need as a way to increase revenue, while giving customers the impression that
they are getting the best return on their investment. Institutions want to believe that
outsourcing will solve all their problems. Consequently, frequently they gullibly accept many
of the exaggerated claims made by the vendor sales team. The more organized and realistic
the customers' plans are up front, the happier they tend to be with the contract.

Unanticipated changes in technology - The pace in which technology is advancing is so fast
that it is hard to predict if today’s vendor will be able to deliver tomorrow’s technology. The
longer the term of the contract, the more likely that someday the contract will not adequately
address the requirements of the institution.

Unanticipated changes in policies - Changes in internal and/or external policies can happen
anytime. These changes, even though they are difficult to avoid, can mangle decisions or
delay outsourcing contracts.

Customers spend inadequate attention, time, and resources on managing the contract -
Institutions should not underestimate the time and effort needed to ensure success in an
outsourcing contract. Outsourcing requires a number of highly skilled and talented staff. The
quality, quantity, continuity, professionalism, and organizational structure of the institution's
project management team are the most important factors in obtaining a successful
outsourcing contract.

Most outsourcing contracts do not consider the impact of price shifts of the market -
Institutions want to negotiate a good price for a contract, but how can they be assured that
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this “good” price will still be a good price six months after the contract is signed? With the
shift in the information technology market, pricing should be considered a very important
aspect of the contract. Vendors and outsourcers should be able to renegotiate rates in long-
term contracts or they may not meet their cost expectations. On the other hand, contracts
should not be negotiated on prices alone.

Lack of skilled personnel - One of the reasons why institutions outsource is to transfer the
responsibility of recruiting, retraining, and retaining skilled staff to an external service
provider. However, one must not forget that service providers are competing in the same
labor market as their customers. When the service provider does not offer the best salaries
and working conditions to employ “best-of-breed” personnel, inadequately skilled personnel
come aboard to fill the gap and the outsourcing organization runs the risk of being supported
by poorly qualified professionals.

C.1.5. How to Avoid Outsourcing Problems

Once a company sets the best allocation of internal IS&T resources, analysts urge caution in going
forward with an outsourcing agreement. It is imperative to go to the negotiating table with definite
requests for references from satisfied customers in hand. Outsourcing providers should be able to
produce a track record of previous projects' on-time and on-budget performance. Also, managers
should make clear to potential outsourcing partners exactly who will report to whom and when before
signing a contract.

Service-level agreements, including quality benchmarks and the experience of staff members who will
be working on the project, should also be spelled out. Many providers may begin a project with
senior-level staff, only to pull them out for use on their next deal, leaving junior staff that cannot
perform at the same level.

Service providers should be willing to take a financial hit if they cannot deliver their promises.
Penalties should be associated with long-term underperformance. Do not negotiate a contract based
on your existing processes and structure contracts looking out three to five years into the future. For
managers who do not have experience in forecasting their needs, it is advisable to hire a reputable
outsourcing consultant. Because the outsourcing company could merge with or acquire another firm
and because technology advances could dictate new investments, it is recommended that the terms
of contract renegotiation and the issues should be renegotiated. One must be aware of monopolistic
pricing policies and of vendors who have demanded to have control of everything to achieve
economy of scale.

Risks exist in almost any contract. Nevertheless, there are a few essential rules or principles that
institutions can follow when structuring an outsourcing contract to avoid problems later. Some of
them are as follows:

An outsourcing plan should be made in the context of the institution’s IS&T general plan -
Research the real needs of the institutions and outsource only the projects that cannot be
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developed in-house. Service providers should be able to complete an outsourcing project
faster and better than if done in-house.

Institutions should be selective when inviting service providers to bid for contracts - Before
writing a Request for Proposals (RFP), prepare a Request for Information (RFI) to investigate
which vendors may have the appropriate experience, knowledge, and resources to handle an
outsourcing contract for the institution. Only the most qualified vendors should then be
invited to bid and receive an RFP.

Institutions should be wary of service providers that promise quick fixes to long-term
problems - The evaluation team should conduct a thorough evaluation of the vendor to avoid
future problems.

Vendors, consultants, and service providers should not be selected because of price alone -
Recognize that IS&T providers who hire “best-of-breed” professionals and dedicate more
resources to the contract may cost more than vendors that simply want to win a contract.

Choose multiple providers, if necessary - Service providers, consultants, and IS&T suppliers
specialize in different areas. A total contract with one vendor may be risky if the vendor is not
in the leading edge of the service being required. Specialization helps customers get the
most competent vendors for their needs.

Avoid signing long-term contracts - Instead, healthcare institutions should write short-term
contracts with extension clauses to avoid committing one entire contract to a vendor who,
eventually, will be found to perform poorly.

Present a clear and comprehensive description of the scope of services required - The
clearer and more comprehensive the definition of scope of services is, the easier it will be for
the vendor to understand and accomplish the tasks under a contract.

Establish effective and unencumbered communication channels between management,
project team, and service provider - Progress reports should be prepared periodically to
report problems, solutions, and improvements and to make sure the proper schedule is being
followed.
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C.2. Request for Proposals and Contracting
IS&T Service Providers

Use of suitable implementation processes and practices in the procurement of technology can result
in significant better procurement routines and cost savings. Because of the fast changes in IS&T and
the changing environment of the health sector, now more than ever, healthcare institutions must have
timely and accurate information and comparative performance analysis concerning the best available
products and services. An integral part of the procurement process is the Request for Proposal
(RFP). The benefits of an effective RFP go far beyond cost savings. If done correctly, an RFP can
help anticipate needs and resource requirements.

A Request for Proposals details to potential service providers the needs and
requirements of a healthcare institution's information systems plan and priorities. It
provides guidelines by which the organization can measure a vendor's ability to provide
the required product and service. An effective RFP articulates the possible answers and
solutions to the real problems and lays the foundation for assessing vendor capabilities. It
is a tool to aid the institution in the selection of a provider for the purchase of equipment
and products and for the delivery of services.

It is advisable for those institutions without a standard RFP format to review formats of RFPs of
similar healthcare institutions to compare areas of concern. Vendors usually respond only to
questions asked, and some healthcare institutions may not be aware of other concerns until they face
an unforeseen expense or problem. Ideally, RFPs should include as great a degree of specification
as possible and should only be prepared once the institution has clearly defined:

The objectives of the implementation and the tasks the vendor is expected to perform or
provide

Short- and long-term plans for itself

Which vendors may be the best candidates to perform the needed initiatives and therefore
those that should be invited to submit a proposal.

Some institutions may not be fully prepared to issue an RFP, but instead a Request for Information
(RFI). An RFI is a simple request for information regarding the vendor itself, its experience, products,
financial stability, and projects, whereas an RFP requires detailed information regarding the
requirements of the institution.
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C.2.1. Preliminary Tasks

A comprehensive and specific Request for Proposals should be written, making sure to identify to all
interested vendors what the needs of the institution are, and what are the expectations regarding the
delivery of services or products. This process also helps to organize thoughts about which
characteristics are most important.

Even though it may take a long time to write a detailed RFP, this is a task that should not be
undertaken lightly. It is essential to transmit to the vendors as much information as possible about the
institution, its mission, plans, services, systems requirements, hardware and software specifications,
and any other type of information that could assist vendors to understand the objectives, operations,
and clientele of the healthcare organization. Thus, in elaborating an RFP one should include as much
specification for the IS&T as possible. This information is important to establish that the organization
knows in advance exactly what it expects to get from the vendor or service provider.

It may be wise for health information managers to develop an RFP with enough
specificity to realistically evaluate proposals and estimate costs of applications.

Necessary steps must be taken to ensure a competitive RFP and fairness in the selection of a
provider. Through a detailed invitation letter, potential vendors should be requested to submit
proposals. The letter should specify the date when the proposals are due and to whom they should
be addressed. Both the letter and the accompanying RFP should state that all documentation
submitted with the proposal will become the property of the healthcare institution. The following tasks
must be accomplished before preparing the RFP:

Document the need for a Health Services Information System;

Define the institution's mission and work plans;

Document the functional organization of the institution;

Document the existing system;

Identify clinical documents, clinical records, report formats, and other support documents
necessary for data collection, input, and report preparation;

Request staff participation in the project by inquiring about information and reporting needs;
Identify problems with the existing system;

Select qualified staff and a project manager for the project;

Develop a comprehensive description of the user requirements;

Obtain the commitment of top-level managers, administrators, and staff;

11
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Clarify and develop policies and procedures necessary to support the system development
effort and successful implementation.

All systems specifications issues must be addressed within the framework established by the IS&T
objectives of the health service, including the feasibility study recommendations and proposed
timeframe. It is important to specify the types of vendor support and services needed, e.g., installation
assistance, support services, program documentation, maintenance/modification support from
vendor, user training program, etc.

If an RFP was never prepared before, the institution should, besides evaluating RFPs from similar
types of institutions, consider hiring an outside consultant to assist in its preparation. A minimum of
three proposals should be solicited, and the maximum number of proposals should be established in
order to allow ample time for the review of all of them. When deciding which vendors to send an
invitation to bid, the institution should expect that some vendors will not respond. Users and service
providers must be always ready to accept changes in systems requirements and provider, if
necessary.

C.2.2. Outlining a Request for Proposals

RFPs should be presented in clear language, comprehensive terminology, and standardized format to
facilitate the understanding, by the vendors, of the systems objectives of the organization. A sample
RFP outline for a healthcare institution is set forth below for reference. This is a sample outline that
does not list all required information for all types of institutions:

Introduction/Statement of Purpose - Brief history of the healthcare institution, institution’s
services and mission, procurement and contract administration, overall specifications, and
service and/or equipment delivery.

Institution’s Profile - Physical configuration, patient/inpatient statistics, clinic statistics,
services and department, etc.

Terms, Conditions, and Scope of the Outsourcing for Services.

Information on Current Systems - With details of existing applications, routines and
procedures, and characteristics of the implementation environment.

Functional Systems Requirements - Administration of patients, service scheduling, out-
patient care, admissions, transfers, and discharge (census, patient information, patient
tracking); support services management (materials management, inventory control);
emergency services (registration, history and charting, order processing); finances (general
ledger, accounts receivable, billing); medical records; nursing services; pharmacy; radiology;
dietary services; clinical laboratory; laundry; maintenance and housekeeping; staffing; human
resources; etc.

12
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Technical Requirements - Hardware (description, capacity, storage devices, response time,
interfaces); development and basic software (operating system, programming languages,
development tools, data security and integrity, documentation); and application software
functionalities and data sets.

Training Requirements - Skills required for the operation of systems and applications; training
plan; determination of training end-points; expected recycling; training materials and
timeframe.

Implementation Process - How it is expected to be done, assumptions, and constraints.

Financial Considerations - Capital and recurrent costs expectations.

Vendor Information - Corporate history, financial status, client list, previous experience with
similar projects.

Conditions of Bidding - Acceptance, timetable, and withdraw clauses.

Evaluation Criteria - To be used to evaluate vendors, proposals, and deliverables.

Decision Timetable - Ranges of acceptable time for the decisions that must be made, from
the search of service providers, preparation of detailed specifications, preparation of

procurement documentation, and the selection and contract of services.

Responsibilities of the Institution and the Vendor - Expectations of the organization regarding
contract provisions.

Cost - Range of expected disbursement over time.

C.2.3. Evaluation Process

The first step toward the decision of selecting one or other provider is to conduct an initial review and
evaluation of all proposals to determine whether they satisfy the basic requirements. Relevant
questions should be asked and the construction of a matrix of requirements versus offerings is a
helpful tool in the comparison of proposals. After the initial review of the proposals, a second-level
evaluation should be made.

C.2.3.1. Evaluation of Proposals

The submitted proposals may be very complex, in terms both of the application description and
techniques to be used in the implementation. If the institution does not have qualified personnel to
perform the evaluation of the proposals, it is advisable to again consider using an external consultant

13
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for the evaluation process. The consultant may be able to apply specific experience to the evaluation
of techniques proposed, as well as provide an objective and credible point of view. A written report
from the consultant regarding the proposals, the selection process, and recommendations for

contract

ing can serve as a valuable starting point for approval and negotiation. If none of the

proposals submitted are acceptable, or if the number of responses is too few to constitute a
competitive bid, the healthcare institution may reject all proposals and submit another invitation letter
to potential vendors. At the end of the evaluation process, the individual or group performing the
review should select one vendor. Some suggested criteria to be used when evaluating proposals are:

14

Suitability of software, hardware, telecommunications equipment, and services to meet the
specified requirements;

Does it offer proprietary authoring tools and programming languages or open systems?

Degree of security, control, and auditability provided;

Strength and quality of local support, particularly in:
[a] Account management and customer liaison

[b] Education, training, and implementation

[c] Software and hardware maintenance;

Timeframe for development and implementation of the proposed solution and the degree to
which the proposed timeframe meets the dates which the purchaser has in mind;

Cost/price-performance in terms of computing and communication equipment, maintenance,
conversion of current system, training of processing and end-user staff, software,
programming costs, other fixed and operating costs;

Speed of data access, including the estimated healthcare institution needs compared to
proposed system capabilities;

Expandability in terms of the ability to handle applications growth and increase in processing
volumes;

Interconnectivity with other platforms (software and hardware) and systems;

Reliability and Performance, including quality of system and hardware support);

Hardware convenience (suitability to proposed applications, ease of maintenance and
upgrading);

Software convenience (ability to handle the necessary tasks effectively):
[a] System benefits

[b] Expected system lifetime.

[c] Reputation and reliability of manufacturer/service provider.
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C.2.3.2. Service Provider Evaluation and Selection

The proposal describing the apparently "ideal" information system will be the basis for a system that
is only as good as the vendor installing it. It is advisable to develop a selection process that puts all
vendors on the same level playing field. This process should quickly and easily identify which vendors
have the necessary strengths. Therefore, once the proposals have been analyzed, the qualifications
of the vendor become a critical evaluation criterion. When evaluating the qualifications of a vendor, a
healthcare institution should consider the following criteria:

Record of success in the healthcare sector - The outsourcing vendor must have proved
experience in the healthcare industry in order to be able to support the provider
organization’s varied business objectives. It takes time, experience, and a dedicated group of
experts to learn the complexities and nuances of healthcare services.

Access to all technological options - Information technology in general has moved from single
vendor turn-key application implementation, to an environment characterized by multiproduct,
multivendor integration. In the healthcare industry, the presence of a great number of
specialized products and vendors is even more evident. Since many vendors have
agreements among themselves for the purchase of each other’s hardware and software, the
institution must avoid contracting with biased vendors and suppliers of information technology
products.

Availability of references - The best way to find out about vendors is to talk with their clients.
Other users should be contacted regarding the vendor's ability to meet schedules, workability
of the hardware and software, maintenance costs, accuracy and usability of manuals, and
any problems encountered. References should be asked whether they would contract with
the vendor again should the need arise.

Length of time in business - It is important to know how long the vendor has been in business
and working with health systems. The ability to manage complex projects comes with time
and experience in each specific industry and service area.

Number and type of staff - The degree of individual staff and corporate expertise in health
information systems should be analyzed in a vendor. One of the most frequent reasons why
institutions outsource is the lack of skilled staff to perform the necessary IS&T tasks. In these
situations the vendor must be able to provide the necessary expertise in all aspects of project
management, including size and cost estimation, project planning, tracking, development,
and control.

Financial stability of business and warranties - The financial resources required for hiring a
vendor for the implementation of healthcare IS&T are usually very high. To avoid any
financial loss it is important to hire a vendor with excellent financial stability and willing to offer
warranties for any loss, damage, and unsatisfactory work.
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Systems and equipment - The availability of operating systems, application software, and
hardware that are compatible with the client's own for the development of the project is
another very important factor, mainly when the work will be conducted at the vendor’'s
location. Outdated systems and equipment that are not compatible with the client’s
equipment can be catastrophic for project development and implementation.

C.2.4. Contracting Service Providers

Healthcare professionals are not formally prepared to make deals or to negotiate contracts, nor are
they expected to know the intricacies of applicable law and legal aspects of the process, whereas
vendors are, by nature, professional negotiators. Vendors usually have standard sales contracts that
secure the maximum protection, while providing the healthcare institution with minimal legal
protection. Before signing a contract, its terms and conditions must be thoroughly understood. A
standard contract should be modified if necessary, but a combination of legal and technical expertise
is essential for dealing with amendments and modifications.

To avoid problems and to examine the vendor’s performance, contracts for services should be staged
to avoid lock-in to a vendor that performs poorly. One should favor short-term contracts with
extension clauses instead of long-term contracts with commitment to one vendor. Some of the steps
to be taken before signing a contract are the following:

Hire or assign in-house staff to be part of a contract management team,

Resist vendor pressure for longer term contracts,

Employ the “best-of-breed” approach when evaluating vendors,

Ensure that the higher level management is in agreement with the outsourcing contract and

is prepared to evaluate the expected results, limitations, products, and impact of the project.
C.2.4.1. The Negotiation Process
The negotiation process should clarify the purpose and limits of each item in the contract. When
negotiating a contract, the team should explicitly list priority items that should be addressed. A
checklist of items to be discussed should include major contract objectives such as acceptance
criteria parameters, maintenance warranties, cost limits for vendor charges, and delivery standards in
terms of time, quantity, and quality.
The checklist for contract negotiations should be closely followed to ensure proper consideration of all
items. Items on the list must include documentation manuals, payment terms, performance

standards, corrective tasks to software or hardware, placement of equipment and software under the
contract in case the vendor goes out of business, and causes for a right to cancel the contract.
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A number of important points should be clearly specified in any contract for off-the-shelf, custom-
adapted, or custom-designed systems:

Changes - The contract must specify whether the healthcare institution or the contractor may
change system specifications, what authorizations are required to do this, the rates at which
the contractor is reimbursed for additional authorized work, and the results of any impact on
deadlines, dates, or schedules.

Disputes - The contract should contain provisions resolving contract disputes, the mediation
process, which person is legally authorized to resolve the issue, and the remedies available
to each party.

Default - The conditions that shall constitute default by either party should be carefully
detailed, and the remedies available to the other party clearly stated. The statement should
include specific liability for costs incurred as a result of the default.

Rights to technical data and development - The contract should specify who retains rights to
any technical data, products, documents, or developments arising from the contract perform-
ance. The healthcare institution can reasonably expect to retain some interest in such
developments if it desires; the healthcare institution should not expect rights to technical data
or developments used by contractors that were not developed during the contract. A
statement should be included in the contract specifying whether the healthcare institution, the
vendor, or both retain ownership of the system after completion.

Acceptance - Perhaps the most important contractual statement for both parties is a clear
delineation of what constitutes acceptance of intermediate and final results of the contract
effort. This specification should include system capabilities, schedules, and formal conditions
for acceptance.

Authorizations - The contract should state who is authorized to commit each of the parties to
the contract and who can authorize changes or additions.

Warranty, maintenance, and modification - The contract should clearly specify whether the
vendor provides any warranties on the system and its operation, the time limit on the
warranty, and any limitations or exclusions. It should also include statements regarding
provisions for maintenance and modification of the system during and after the warranty
period.

C.2.4.2. Contract Negotiations

Contract negotiations should be carefully prepared, making sure that all relevant points will be taken
into consideration. Some of the actions to be taken before contract negotiations are the following:

Appoint contract negotiators (hospital administrators, managers, clinical and accounting
technical staff, legal representative) and determine levels of authority and responsibility.
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If needed, contract outside expert to assist the organization to make the appropriate decision
regarding this most crucial task.

Determine type of contract to be negotiated (i.e., fixed price, cost reimbursement, time and
materials, combination).

Determine which areas to be negotiated are flexible and which must be rigidly defined.
Clarify terminology used in the contract.

Define healthcare institution and vendor responsibilities for assessment of requirements and
systems design, development, and implementation.

Determine and define components of contract:

[a] Basic system specifications

[b] Reliability and maintenance
[c] Other vendor services

[d] Terms of acceptance

[e] Costs and terms of payment
[fl] Delivery

[g] Rights of the user

[h] User options

[i] Price protection

[[] Damages or penalties

[k] Other provisions.

C.2.4.3. Components of an Information System Contract
Glossary of terms - Listing and explanation of major technical terms.

Basic system specifications - Hardware configuration, software configuration, component
performance standards, system performance standards, component compatibility
(interoperability) guarantees, alterations and attachments, security and confidentiality
provisions.

Reliability and maintenance - Parameters to be used, guarantees, replacement, replacement
costs, malfunction reports, maintenance location, maintenance credit, unreliable equipment,
emergency equipment, response times, continued availability.

Other vendor services - Support and assistance including: software development or
modification, database design, supporting documents, design, conversion, site planning,
installation, public relations. Education and training (curriculum, allotment, guarantee of
continuation, availability of instructors, materials, rights to future courses). Documentation
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(availability, reproduction rights, copyright and patent protection, future materials). Machine
time for testing, development, and emergency use (amount, schedule, location).

Terms of acceptance - Acceptance testing, deliverables, criteria for acceptance of each
deliverable, sign-off.

Costs and terms of payment - Terms of agreement by specific cost type, method of payment,
conditions for nonpayment, taxes, charges and method of charging for overtime and holiday
use, maintenance, transportation, relocation, insurance, supplies.

Delivery - Dates of delivery, options for early delivery, delays, installation responsibility, site
preparation responsibility, damages to hardware, software, and site during delivery,
relocation, and return of equipment.

Rights of user - Use and function of system, location of system, component cancellation,
component substitution, changes and attachments, upgrading hardware or software, rights to

technical data.

User options - Purchase, rental, rental credit, trade-in, title passage, option to upgrade,
availability of expansion units, alternative sources.

Price protection - Prior to delivery, during term of contract, upgrading and expansion,
maintenance, supplies, and services.

Damages or penalties - Breach prior to delivery, after delivery, and during development,
including damages, user costs, and breach with consent.

Other provisions.
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C.2.4.4. Checklist of Essential Contract Provisions

Contract provisions should necessarily include, but not be limited to, the following (Table 2):

Table 2. Checklist of Essential Contract Provisions

Length of term

Shared risk

Performance

Access to all of the vendor’s capabilities

Capital commitments to acquire facilities, equipment, or technology,
including assets currently owned by the healthcare organization, as
required

6. Delivery

7. Acceptance of the system

8. Documentation

9. Rights to the programs

10. Training of personnel

11. User physical facilities

12. Back-up equipment

13. Warranties

14. Insurance

15. Confidentiality and disclosure issues

16. Access of vendor/provider to client’s facilities and corporate documents
17. Maintenance

18. Arbitration

19. Infringement protection

20. Upgrades

21. Special contract provisions

22. Software warranties

23. Maintenance support

24. Reliability guarantee

25. New release clause

26. Renewal option

27. Termination clause

AN B S I
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Part D. Health Services Applications
Functional Specification

Success is counted sweetest
By those who ne’er succeed.
To comprehend a nectar
Requires sorest need.

Emily Dickinson (1830-1886)

This chapter contains detailed functional specifications for each of the basic application modules that
are required for the operation and management of most health services and support units. The
modules and functions here described are directed to support of the majority of the common tasks
conducted in healthcare services and do not depict all possible particular applications that may be
required by specialized services or administrative units.

Not every organization will have the desire, or the resources, for deploying all possible applications.
The professionals responsible for the decisions regarding the implementation of information systems
in a particular healthcare organization should base their decisions on careful deliberation with users
and consideration of objectives, infrastructure, and resources. Smaller hospitals, for instance, may
find that computerization of some departments may not be cost-effective.

To facilitate their usage, the functional specifications (functionalities) will be presented considering the
following categories:

Generic Application Functionalities - functions that are pertinent and common to
all applications modules.

Generic Systems Functionalities - technological functions, i.e., related to systems
design, that are pertinent and common to all applications modules.

Application Specific Functionalities - functions that are pertinent to each specific
application module.

D.1. Utilization of Recommendations

The specifications described for each module are intended to be general guidelines, to be used as a
departure point in developing a customized statement of requirements. They are a composite of
features requested by users, offered commercially by healthcare IS&T vendors, or both.
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To allow for the possibility that some of these applications may be implemented individually, there is
some intentional overlap of features from one area to another. For example, Orders and Scheduling
can be implemented as stand-alone applications or as components of integrated applications (e.g.,
Clinical Laboratory and Medical Imaging).

Healthcare organizations will need to apply rigorous due diligence in developing their own detailed
system functional specification requirements. As part of such effort, the organization should have the
initial listing of functional specifications reviewed by experts familiar with each of the specific
application areas, either from within the organization or under an outsourcing contract.

D.2. The Complex Nature of Application Module
Integration

The degree of integration and communication among the different modules will change according to
each implementation environment's particular requirements; however, a categorization of the degree
to which applications are integrated must be considered when defining the functionalities desired in
each application area.

The following classes of systems are possible, considering the desired degree of application module
integration:

Class A Systems - Individual stand-alone applications that address specific
requirements of single departments, specialties, or operational units (e.qg.,
Current Accounts and Billing, Pharmacy, Materials Management, Clinical
Laboratory, etc.)

Class B Systems - Application use spans departmental or specialty boundaries
and may include partial or full utilization of data elements from each individual
application (e.g., Orders; Medical Records; Inpatient, Outpatient and Other
Service Scheduling; Admissions / Discharge / Transfer; etc.)

Class C Systems - Applications are integrated considering an orientation
towards the patient and the medical record. These systems are similar to Class B
Systems; the major difference lies in structure: while Class B Systems use
administrative or financial applications as the basic link, Class C Systems by
design include fully integrated ancillary subsystems modules.

The implementation of a fully integrated patient management information system (PMIS) is an
extremely complex endeavor even in the best circumstances. The complex nature of the data
interrelationships that must be maintained in a PMIS requires the ability to access and update
individual module data in a controlled and consistent manner. However, current database technology
provides the capability to maintain and access common data in any required sequence without
regards to its physical location. Those capabilities set the stage for multiple concurrent use of data
regardless of user location, function, or required procedure.
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In the past decade the evolution of the health software market has been characterized by the
proliferation of providers of departmental applications. Although there are many vendors that offer
“integrated” products, the best applications frequently come from developers that are highly
specialized and dedicated to a single line of product, such as laboratory, radiology, medical
equipment maintenance, stock management, personnel management, etc. Their expertise and large
number of clients allow their products to be regularly updated. The downside of this situation relates
to the difficulty for the user in selecting the best provider for each specialized or departmental system
and integrating products that may run in different hardware and software platforms. The most serious
problem, for users, is that they must now deal with a number of vendors with application products
developed in a variety of software platforms. The problem of integrating such applications and dealing
with the technical aspects of a multi-vendor environment can be of frightening proportion. When
selecting multiple-provider systems great care must be exercised regarding the identification of a
single integrator responsible for the technical and managerial decisions and to act as a single line of
contact with the vendors.

D.3. Health Services Information Systems Functions

There are many functions that can be incorporated into the technical (clinical) and the business
(administrative) components of health services information systems. These fall into four types:
transactional functions, control reporting, operational planning, and strategic planning.

Transactional Functions - Handle the day-to-day operational and administrative tasks
of the organization. Examples of transactional technical functions include: Order Entry;
Consultation, Treatment and Service Scheduling; Nursing and other Health Personnel
Staffing and Scheduling; Inpatient Census; Clinical Data Recording; Results Reporting;
etc. Examples of transactional administrative functions include: Payroll; Current
Accounts; Billing; Accounts Receivable and Payable; Laundry; Purchasing; Inventory
Control; Maintenance Work Orders; etc.

Control Reporting Functions and Operational Planning Functions - Provide
summarized data about the operation of the organization to managers and healthcare
professionals that will permit the monitoring of the various activities for which they are
responsible. In addition, these systems provide executive management with resources to
plan and control the organization. Examples of technical functions supported by these
systems include: Medical Records Tracking; Medical Audit and Peer Review; Utilization
Review; Medical Staff Education; Treatment Planning; Inpatient Occupancy, Patient Mix,
and Discharge Planning; Drug Interactions; Infection Control; Drug Profiling; etc.
Examples of administrative functions supported by these systems include: Materials
Utilization; Supplier Analysis; Backorders and Stockouts; Contracted Services; Kitchen
Planning; Preventive Maintenance; Personnel Benefits Administration; Personnel
Absence and Turnover; Eligibility and Payment Delinquency; Cost Allocation; Patient
Satisfaction; etc.

Strategic Planning Functions - Provide a framework for decisions with long-range
implications. Some issues in strategic planning requirements include: Patient Care
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Strategy (levels of care, occupancy and service demand, requirements, and projected
costs); Professional Staffing (forecasting, recruitment, community needs assessment and
trend analysis); Facilities Planning; Budgeting; utilization of Contracted Services; Credit,
Reimbursement, and Collection Policies; etc.

D.4. Health Services Information Systems Modularity

There are many possible ways to categorize applications into functional modules. For the objectives
of this publication, a classification that would contemplate merely technical or administrative functions
was not considered appropriate, as some functions have aspects of both, which led to a more
operational approach being favored.

We elected to group all health services basic application modules in four groups: Logistics of Patient
Care, Clinical Data Management, Technical Support Services Operation, and Administration and
Resource Management. The Technical Support Services Operation group is further categorized into
two subgroups: Diagnostic and Therapeutic, and Population and Environment Technical Support
Services.

Any categorization must be, however, taken with caution. From a broader functional perspective, one
should attempt to see all information related to patients comprehensively interconnected. This
concept, sometimes referred to as a Patient Management Information System (PMIS), ideally
consists of a fully integrated approach to maintaining patient-related administrative and clinical data
considering the continuum of care, independent of site or provider. A PMIS provides the opportunity
for enhancing communication between members of the healthcare team as is physically represented
by a set of databases containing medical, financial, statistical, and other pertinent data. Typically,
patient data would be captured directly from the day-to-day tasks associated with individual patient
healthcare.

Each group (Logistics of Patient Care, Clinical Data Management, Technical Support Services
Operation, and Administration and Resource Management) comprises a number of modules that are
functionally related and, in many instances, modules can be independently implemented in a step-
wise fashion. In these circumstances, a careful evaluation of the spectrum of functionalities of related
modules must be done in order to verify if, how, and when they should be added to the ones selected
for initial or subsequent implementation.

Although many application modules for healthcare services can be deployed in stand-alone mode, as
for example in Class A systems, the degree of benefit to managers and decision-makers grows
exponentially, as modules are progressively integrated and able to share their data.

The advantages of integrating application modules are evident. Case-related data can be used
extensively in providing and managing present and future services to the patient and, in addition, a
large number of data elements have multiple functions. For example, in a pharmacy the integrated
PMIS would allow access to extensive pharmaceutical formulary data required to process medication
orders; evaluation of prescribed drug interactivity with other drugs, dietary regimens, scheduled
diagnostic or therapeutic procedures; check for eventual allergies and drug intolerance; cross-
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reference with individual drug usage pattern; processing and distribution of prescribed drugs;
interactive stock control and product reorder; automatic billing to patient current account or third
parties; etc. A fully functional PMIS requires, therefore, the implementation of all patient-related
modules.

The content to follow will be presented as a general tool that includes basic specifications. The intent
of this information is to provide the reader with an overview of some of the basic and necessary
clinical and administrative information systems functions. The list of specifications is not exhaustive
and some of them depend on the needs and wants of the institution that will be implementing the
system. Furthermore, It is necessary to emphasize the advancement of technology, which will make
other options available in the future.

D.5. Health Services Information Systems Application
Modules

For the purpose of this document the four basic functional groups of applications are further
categorized into modules. Each group of applications is made up of the following modules:
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Health Services Information Systems Module Groups
A. Logistics of Patient Care

Registration

Outpatient Admission

Inpatient Admission, Discharge, and Transfer
Service Scheduling and Appointment Management
Orders

B. Clinical Data Management

Medical Records
Nursing Care
Clinical Audit

C. Diagnostic and Therapeutic Technical Support Services Operation

Clinical Laboratory

Medical Imaging: Diagnostic and Interventional
Radiation Therapy

Pharmacy

Transfusion and Blood Bank

Dietary Service

D. Population and Environment Technical Support Services Operation

Environmental Health
Immunization
Clinical Surveillance and Databases

E. Administration and Resource Management

Finance Management
Billing / Accounts Receivable
Accounts Payable
General Accounting / Bookkeeping
Cost Accounting
General Ledger
Human Resources
Payroll
Human Resource Management
Staffing
Benefits
Materials Management
Purchasing
Inventory Control
Fixed Assets Management
Medical Equipment Maintenance
Physical Facilities Maintenance
Laundry Services
Transportation Services
Budgeting and Executive Support
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D.6. Detailed Listing of Health Services Information
Systems Functions

D.6.1. Generic Application Functionalities

Generic Application Functionalities are those functions that are pertinent and common to all
applications modules.

Management reports. Provides reports for administration and upper management to direct,
control and plan organizational business and clinical functions. (1)

Forms management. Provides support for form design to ensure appropriate data collection,
management of inventory, ordering, and stocking of paper forms. (2)

Interdisciplinary progress notes or templates. The system should support multidisciplinary
summary of clinical data from a specified patient. All direct care professionals should be able
to view and enter information on-line, depending on access rights of each user. (3)

Administrative policy development and retrieval. The system should have the ability to
develop and quickly retrieve administrative, clinical, safety, and regulatory bodies’ policies
and procedures. It should have ability to cross-reference materials. (4)

Fax or print notes. The system should allow the flexibility to customize the content of the
reports/notes and also where they are printed. (5)

Internal quality control. Provides reports to monitor and improve staff productivity, manage
workload, and measure provider and user (i.e., medical staff, administration, patient, etc.)
satisfaction level. (6)

External quality control. Provides support for health care institution-wide quality control
functions by providing reports and statistics requested by department, administration, and
medical staff. (7)

Client identification to be entered in a care unit site. An identifier must be used that will
facilitate unique identification and client information data entry and retrieval. The Patient
Index (PI) should be provided with a flexible screen builder capability that allows design and
customization of a variety of possible registration screens. (8)

Use-defined fields and tables. The health care institution should be able to define fields and
tables for data that are not included in the vendor-supplied standard data set.The system
should have a build facility that will provide an easy way for users to implement such
definitions. (9)
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Required fields flexibility. User should be able to designate screen data fields as “required” or
“not required” and to assign valid values, ranges, and other consistency checks. Required
fields must have entry of valid data before the clerk can move forward to the next screen
field. (10)

Values edited to tables. Data entry to fields with system defined tables or profiles should be
edited against the internal table values during data entry. (11)

Help screen capability. Application should support extensive on-line help features.
Descriptive text and examples should include the display of values from a table or valid
profile linked to a data field. (12)

Audit functions. System should provide audit trails of schedule events and results of
scheduling activity. (13)

Create patient labels and forms. Allows health care institutions to design formats for printing
special forms and labels. Print functions should be accessible from registration screens. (14)

Standard reports. The system should provide for standard and on-demand reporting
capabilities in both on-line and batch modes. (15)

Ad hoc reporting. Query facility support for generic reporting. Provide reports created based
upon user-specified data fields as opposed to standard programmed reports. (16)

User-definable reports. The system should have the capability to create programmable user-
defined reports, with formatting and header construction capabilities, and permit saving and
schedule these reports as standard reports. (17)

Standard managerial reporting functions. Reports to enable decision makers at all levels to
view integrated financial and statistical information from all departments, facilities, and
corporations to make informed decisions and guide strategic plans. It should gather and
assemble information from the following systems: admissions, nursing, laboratory, radiology,
general ledger, payroll/personnel, Diagnostic Related Groups (DRGs) management,
billings/accounts receivable, accounts payable, and materials management. Should provide
for the assimilation of historical administrative, financial, and patient care information. Report
generator should provide standard views of all data fields in place and have the ability to
create extensive fields of the user's choosing. (18)

Government-required codes. The system should be able to incorporate the government-
required codes for the specific country, state, or municipality. (19)

User-controlled posting. User-controlled sequence of posting reporting and closing, on-line
review, free-text descriptions of each transaction, and edit of batch data available before
posting to accounts. (20)
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Support for client-specific window customization. System should have capability to set
required fields determined by department requirements and resource management
characteristics. (21)

Ability to enter comments. System should allow users to enter free-text comments related to
specific data fields as determined by users during systems adaptation and implementation.
(22)

D.6.2. Generic Systems Functionalities

Generic Systems Functionalities are those technological functions, i.e. related to systems
design that are pertinent and common to all applications modules.

Look up patient record using phonetic search. System should support phonetic searches
when the name entered for search has phonetic equivalents. The system should support
searches in multiple languages. (23)

Menu driven screens. The system should have the ability to move back and forth through a
set of screens using menu selections, ideally using a graphic user interface environment
(GUI). (24)

The system should have a flexible screen builder facility to allow design and customization of
screens, determination of the sequence of screens, placement of fields on a screen, type of
controllers used (button, pull-down, toggle, etc.) and the definition of field edits, labels, and
echoes. (25)

Edit capability for screens. Screen builder should allow definition of field edits and default
data to allow data to be directly edited on entry. (26)

Passwords, levels of access, and privilege facilities. System must have a transaction audit
tract that maintains the identification and a record of authorization, utilization (transactions),
and changes related to system's users. (27)

Embosser and/or barcode card/labels print/reprint. Vendor should support interface to
common embossing and barcoding machines so that patient cards for embossing and
scanning can be created. (28)

Dictation tracking - type, edit, review, etc. The system should allow the dictation to have
several different formats. The users need a preliminary, final, duplicate, and addendum
notification to print on the reports. The system should also provide error correction editing
and also track before and after copies of any final report that is edited. (29)

Integration with other modules. Integrated as appropriate or feasible with modules such as all
nursing applications, general ledger, diagnostic and procedure categorization for payment
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(e.g., DRG management), billings/accounts receivable, executive support system, and
payroll/personnel systems. (30)

Message communication. Allows the users to communicate with other units and departments
though functions that create and transmit messages, such as e-mail systems. (31)

D.6.3. Application Specific Functionalities

Application Specific Functionalities are functions pertinent to each specific application
module.

A. Logistics of Patient Care

The purpose of the applications of this group is to provide a fully integrated approach to maintaining
data related to: client identification; financial and reimbursement; medical alert; scheduling and
management of health-related contacts and services; inpatient and outpatient management; orders
for therapeutic and diagnostic services. Typically such information is captured, validated, updated,
and available at any time during the routine operation of the system at any “point of care” location.
Different user may have different levels of access (what is displayed) and privileges (read only, read
and change) at each implemented function.

Applications of this group include the following modules:

Registration

Outpatient Admission

Inpatient Admission, Discharge and Transfer
Service Scheduling and Appointment Management
Orders

Registration

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

10
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Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Link family members. The system should contain a cross-reference facility for linkage of
records belonging to different family members. (35)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Enrollment program. Registration systems should support enrollment and cancellation of
enrollment in roup or managed care programs. The system should support a posting program
that should allow the member data to be downloaded from external insurance, group
provider, or managed care organizations. (37)

Inpatient / outpatient pre-admission. System should allow pre-admit or pre-registration of
patients prior to their actual arrival. Pre-admission function should allow clerk to collect the
standard registration data for patients with or without existing medical records, case number,
etc. Patients pre-admitted without identifiers must have them assigned when admission to
inpatient care or outpatient contact is activated. (38)

Registration system should support different registration screens and data set requirements
for Emergency Care Services, Outpatient Services (First and Return Contacts) and for
Inpatient Admission. (39)

Quick inpatient/outpatient/emergency services registration. The system should provide an
alternate set of screens for quick registration, admission, or creation of a new record when
patient information is incomplete or unavailable. The quick screens would allow an alternate
set of entry screens for inpatient and outpatient care, emergency services, and diagnostic
services. (40)

Automatically assign billing number. A unique billing or account number is assigned for each
patient visit, admission, or care cycle. Alternately, the health care institution should be able,
for certain patient or visit types, to link multiple visits to a single number for serial or monthly
billing. (41)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields

were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Cancel registration of ambulatory active visit. Cancel function should allow an active visit to
be canceled. Canceled visits should be reflected correctly in usage statistics. (44)

11
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Face sheet print and reprint. System should allow client to define face sheets for registration
and clinical management functions. System should support multiple sheets with automatically
or manually selected print functions. System should support the Reprint function so that
updates or corrections can be reprinted. (45)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)

Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)

Check-in/check-out functionality. System should allow patients to be checked-in at point of
service or in a central registration area. System should support entry of check-out times. (86)

Outpatient Admission

12

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPIl name
searches should search both the name and the AKA files during name searches. (34)

Link family members. The system should contain a cross-reference facility for linkage of
records belonging to different family members. (35)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Enrollment program. Registration systems should support enrollment and cancellation of
enrollment in group or managed care programs. The system should support a posting
program that should allow the member data to be downloaded from external insurance, group
provider, or managed care organizations. (37)

Inpatient / outpatient pre-admission. System should allow pre-admit or pre-registration of
patients prior to their actual arrival. Pre-admission function should allow clerk to collect the
standard registration data for patients with or without existing medical records, case number,
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etc. Patients pre-admitted without identifiers must have them assigned when admission to
inpatient care or outpatient contact is activated. (38)

Registration system should support different registration screens and data set requirements
for Emergency Care Services, Outpatient Services (First and Return Contacts) and for
Inpatient Admission. (39)

Quick inpatient/outpatient/emergency services registration. The system should provide an
alternate set of screens for quick registration, admission, or creation of a new record when
patient information is incomplete or unavailable. The quick screens would allow an alternate
set of entry screens for inpatient and outpatient care, emergency services, and diagnostic
services. (40)

Automatically assign billing number. A unique billing or account number is assigned for each
patient visit, admission, or care cycle. Alternately, the health care institution should be able,
for certain patient or visit types, to link multiple visits to a single number for serial or monthly
billing. (41)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields
were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Cancel registration of ambulatory active visit. Cancel function should allow an active visit to
be canceled. Canceled visits should be reflected correctly in usage statistics. (44)

Face sheet print and reprint. System should allow client to define face sheets for registration
and clinical management functions. System should support multiple sheets with automatically
or manually selected print functions. System should support the Reprint function so that
updates or corrections can be reprinted. (45)

Convert or activate pre-admission. On patient arrival to the care unit, allow clerk to activate
and update data from pre-admission record. Also permits specifying purge parameters for

holding pre-admission records beyond expected pre-admission date. (46)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)

Retroactive admission. Allows back dating of admissions, with appropriate adjustments to
billing, reporting, revenue, and usage statistics. (48)

Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)

13
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Outpatient discharge. The health care institution should have the option of entering the
discharge date on emergency services and outpatient accounts, or profiling the system to
change them to discharge status after a certain number of hours or days. (50)

Allow change in patient status from emergency room or outpatient to inpatient, so that when
patients are admitted the original registration data should be rolled over to the inpatient visit.
(58)

No limitation on facilities or departments. The system should support a large number of
primary, specialty, and subspecialty clinics and departments. (78)

Check-in/check-out functionality. System should allow patients to be checked-in at point of
service or in a central registration area. System should support entry of check-out times. (86)

Access to registration MPI (Master Patient Index) and pass updates. Be able to view MPI to
lookup and identify patient by demographics or Medical Records number. (92)

Ability to generate a “chart-pull” list for the Medical Records Department. System should
create a list of charts needed for each clinic each day. The list may be electronically sent to
the Medical Records Department or printed on demand in a department or in decentralized
medical records storage facilities. (98)

Inpatient Admission, Discharge and Transfer

14

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Link family members. The system should contain a cross-reference facility for linkage of
records belonging to different family members. (35)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)
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Enrollment program. Registration systems should support enrollment and cancellation of
enrollment in group or managed care programs. The system should support a posting
program that should allow the member data to be downloaded from external insurance, group
provider, or managed care organizations. (37)

Inpatient / outpatient pre-admission. System should allow pre-admit or pre-registration of
patients prior to their actual arrival. Pre-admission function should allow clerk to collect the
standard registration data for patients with or without existing medical records, case number,
etc. Patients pre-admitted without identifiers must have them assigned when admission to
inpatient care or outpatient contact is activated. (38)

Registration system should support different registration screens and data set requirements
for Emergency Care Services, Outpatient Services (First and Return Contacts) and for
Inpatient Admission. (39)

Quick inpatient/outpatient/emergency services registration. The system should provide an
alternate set of screens for quick registration, admission, or creation of a new record when
patient information is incomplete or unavailable. The quick screens would allow an alternate
set of entry screens for inpatient and outpatient care, emergency services, and diagnostic
services. (40)

Automatically assign billing number. A unique billing or account number is assigned for each
patient visit, admission, or care cycle. Alternately, the health care institution should be able,
for certain patient or visit types, to link multiple visits to a single number for serial or monthly
billing. (41)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields
were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Face sheet print and reprint. System should allow client to define face sheets for registration
and clinical management functions. System should support multiple sheets with automatically
or manually selected print functions. System should support the Reprint function so that
updates or corrections can be reprinted. (45)

Convert or activate pre-admission. On patient arrival to the care unit, allow clerk to activate
and update data from pre-admission record. Also permits specifying purge parameters for

holding pre-admission records beyond expected pre-admission date. (46)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)

15
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Retroactive admission. Allows back dating of admissions, with appropriate adjustments to
billing, reporting, revenue, and usage statistics. (48)

Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)

Bed reservation. Beds should be able to be reserved prior to admission. (51)

Create patient identification wrist band. System should support formatting of data and print
function for printing wrist bands. (52)

Cancel inpatient admission or discharge. Cancel function should allow an active admission or
discharge to be canceled. Canceled events should be reflected correctly in usage statistics
and room charges should be adjusted retroactively to the beginning of a stay. (53)

On-demand query of bed availability, status (vacant, blocked, active, planned discharge,
planned transfer) and expected change of status. (54)

Transfer emergency services to observation. System should support an observation status
for patients admitted to Emergency Services. Observation patients should be able to be
assigned to special observation beds and manually discharged. (55)

On-demand census of beds. The census feature should support query by a variety of
perspectives including patient identifiers, bed, unit, medical problem grouping, attending
doctor, patient type, etc.. This function should also support a public information service to
facilitate location of patients and to generate directions to visitors. (56)

Support different admission screen sets and data requirements for emergency room and
transfer admissions and discharge to outpatient clinic. (57)

Allow change in patient status from emergency room or outpatient to inpatient, so that when
patients are admitted the original registration data should be rolled over to the inpatient visit.
(58)

Leave of absence processing. Allow leave of absence processing on inpatient accounts so
that account may remain active without generating room charges for a period of time. (59)

Event notices. System should create “event notices” that can be routed to one or more
printers based on the following events: pre-admit, admit or registration, transfer, reservation
booked, discharge scheduled, discharge, financial class update, bed status (housekeeping)
changed, new medical record number assigned. (60)

Mother-newborn link. System should support the rollover of a mother’s information to a
“newborn” record, so that shared information from the mother’s admission record should be
shown on the baby’s record. A permanent cross reference between the two systems should
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automatically be created (or manually entered when needed) to allow for an inquiry on the
mother’s or newborn’s visit by reference to any visit number. (61)

Newborn pre-admission. System should allow user to pre-admit a newborn with the mother’s
information. At the time of the birth the account should be activated and a medical record
number assigned. (62)

Housekeeping/maintenance. The system should identify beds for housekeeping when a
patient is discharged. Housekeeping should be able to update bed status to “available” when
the bed is made. (63)

On-line view of census. Allow on-line review of census by nursing unit. User can choose to
review all beds, all occupied beds, and all empty beds for display by nursing unit. Occupied
beds would indicate the patient name and number, data of admission, and attending
physician. (64)

Nursing unit summary. System should provide a real-time display of nursing unit statistics.
Display should give a summary for all units, including current summary of total beds, beds
occupied, and the percentage of beds occupied. (65)

No limitation on facilities or departments. The system should support a large number of
primary, specialty, and subspecialty clinics and departments. (78)

Check-in/check-out functionality. System should allow patients to be checked-in at point of
service or in a central registration area. System should support entry of check-out times. (86)

Access to registration MPI (Master Patient Index) and pass updates. Be able to view MPI to
lookup and identify patient by demographics or Medical Records number. (92)

Ability to generate a “chart-pull” list for the Medical Records Department. System should
create a list of charts needed for each clinic each day. The list may be electronically sent to
the Medical Records Department or printed on demand in a department or in decentralized
medical records storage facilities. (98)

Service Scheduling and Appointment Management

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

17
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System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Quick inpatient/outpatient/emergency services registration. The system should provide an
alternate set of screens for quick registration, admission, or creation of a new record when
patient information is incomplete or unavailable. The quick screens would allow an alternate
set of entry screens for inpatient and outpatient care, emergency services, and diagnostic
services. (40)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields
were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Cancel registration of ambulatory active visit. Cancel function should allow an active visit to
be canceled. Canceled visits should be reflected correctly in usage statistics. (44)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)

Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)

Scheduling rules. The system should be based on flexible, powerful computer-driven “rules”
which correspond to the processes of scheduling currently employed in healthcare
institutions. (66)

Support centralized and decentralized scheduling. The system should allow for either
scheduling at a single point of control, or decentralized scheduling controlled by individual
departments, or a combination. (67)

Connection to and support of departmental scheduling. The system should be able to coexist
with existing departmental scheduling systems (such as laboratory, diagnostic images,
operating room), and be able to interface with those systems. (68)

Conflict-free scheduling. The system should always return a conflict-free schedule to the
administrator, or identify the conflicts if a conflict-free schedule is not possible. (69)
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Make/reschedule appointments. System should support the integrated scheduling of
appointments and resources across all client entities. (70)

Change/cancel appointment flexibility. System should support the cancellation, changing, or
updating of appointments with minimal data entry. (71)

Copy appointments for resources. Copy current appointment information forward for future
appointments. (72)

Reschedule resources. System should allow mass rescheduling of a physician’s or service
unit appointments to another date. (73)

Print schedule using multiple types of sorts. Schedules should be printed by resources,
department, provider, and for date ranges. (74)

Print appointment notices. Users should be able to demand printed appointment notices for
one or a group of patients. (75)

Automatic patient notices/mailings. System should support data mailer appointment notices.
The mail functions should be profile driven in order that that multiple providers can establish
different parameters. (76)

Flexibility to define multiple resources. System should define various resource types such as
providers, locations, equipment, and staff. The system should be able to verify the availability
of all defined resources in its determination of service/procedure availability. (77)

No limitation on facilities or departments. The system should support a large number of
primary, specialty, and subspecialty clinics and departments. (78)

Schedule all patient type/time. System should support slotting of all types of patients for all
times of day. (79)

Flexibility of changing appointment type/time. System should allow for various service and
procedure appointment types and the ability to use them at various times and to change an

existing appointment type. (80)

Capability of multiple schedule storage. Physicians or other resources may have different
schedules for different days. (81)

Flexible security/access to schedule. System should provide a security or control mechanism
for restricting access to specific schedules. (82)

Ease of loading and building schedules. System should have “copy” function for ease in
building and loading schedules. (83)

19
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Overbooking flexibility. Systems should have capability to allow overbooking by resource or
department. (84)

View open time slots on-line. System should allow viewing open appointments by resource
and/or department. (85)

Check-in/check-out functionality. System should allow patients to be checked-in at point of
service or in a central registration area. System should support entry of check-out times. (86)

Waiting list capability. User should be able to wait-list patients when no appointment slots are
available. (87)

Ease of scheduling walk-ins. System should support walk-in processing so that these patients
can be scheduled at the point of service. (88)

Reserve block of appointments. Allow blocking of appointments by provider, resource, and
date. (89)

Collapse appointments. System should be able to modify appointment lengths, allowing
alteration of appointment times. (90)

On-line view of past/future appointments. System should have capability to view on-line all or
a set of past, present and future appointments by range of dates, resource, and patient. (91)

Access to registration MPI (Master Patient Index) and pass updates. Be able to view MPI to
lookup and identify patient by demographics or Medical Records number. (92)

Maintain record of canceled appointments. The system should have the capability to view
canceled appointments for at least one year. (93)

View/print reasons for appointments. The system should have a “reason for appointment”
field that can be viewed on time as printed with schedule. (94)

Comment/alert for appointment type. System should provide alert if identical appointment
types are scheduled for the same patient. It should also warn if the patient is a chronic no-
show type of user. (95)

Print patient instructions/comments on appointment slip. Allow user to include special
instructions or requirements on the appointment slips, such as preparation instructions, or
directions from one department to another. (96)

Revise appointment type. Allow changing an appointment type for a rescheduled
appointment, and update department statistics correctly. (97)

Ability to generate a “chart-pull” list for the Medical Records Department. System should
create a list of charts needed for each clinic each day. The list may be electronically sent to
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Orders

the Medical Records Department or printed on demand in a department or in decentralized
medical records storage facilities. (98)

Chart reservation. Provide the ability to have a chart available on a particular date, for patient
care, audit, reviews and physician studies, or release of information. The request may be
generated by the scheduling system. (123)

Immunization scheduling and management. (277)

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields
were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Face sheet print and reprint. System should allow client to define face sheets for registration
and clinical management functions. System should support multiple sheets with automatically
or manually selected print functions. System should support the Reprint function so that
updates or corrections can be reprinted. (45)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)
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Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)

Access to registration MPI (Master Patient Index) and pass updates. Be able to view MPI to
lookup and identify patient by demographics or Medical Records number. (92)

Order entry. Allow for on-line entry of orders along with all of the information necessary to
complete the order in an efficient and accurate manner. (99)

Verified and unverified orders. Allow for entry of orders as either unverified (not approved) or
verified (approved and activated), depending upon the security level of the user. (100)

Order verification. Allows for personnel with proper access authorization to either verify
(approve) orders or void the orders if appropriate. (101)

Order cancellation. Allow for cancellation of orders, either verified or unverified, and allow for
inclusion of reason for cancellation. (102)

Occurrences. Generate performance-related occurrences of the order each time the service
is to be done within the active period of the order. Allow for additional occurrences to be
appended to existing orders. (103)

Ordering logistics. Allow for automatic scheduling of orders according to guidelines
customized to fit the needs of the institution or technical constraints. (104)

Profile orders. Allow for generation of a set of medically or administratively grouped orders
using profiles, such as a battery of tests, or coupled orders such as dietary and pharmacy
preparations associated with radiology exams. (105)

Renewal of expiring orders. Allows for renewal of expiring orders, with the ability to bring
forward information from the original order to create a new order, possibly with an extended
duration. (106)

Print requisitions. Provide ability to print requisitions, if necessary, in the performing
departments where the orders will be filled, as well as the ability to display the orders on
computer screens. (107)

Order processing. Allow for personnel in the performing departments to process orders using
the information forwarded by the orders system. (108)

Order progress recording. Provides the ability to automatically schedule the date and time of
performance for each occurrence of an order, to schedule a performance manually after
order entry, and to reschedule one that has been previously scheduled. (109)
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Order tracking. Provides the ability to track and record the status of an order, if necessary
identifying related information at specific stages (ordered, accessioned, partial, and
completed). Allow for recording of reasons for an incomplete (outstanding) order. (110)

Order activities. Allow for recording of related activities associated with an order, such as
patient preparation and follow-up activities associated with a procedure, and provide the
ability to update these activities and record their status of completion. (111)

Verified and unverified results. Allows entry of verified (values confirmed or checked) or
unverified results. (112)

Results transmission. Provides the ability to transmit verified results back to the ordering
station, for viewing or printing, as specified by the user, with storage of results in the patient’s
physical (paper) or electronic record. (113)

Order display. Provide on-line order information necessary for patient care and department
management, including lists and details of orders, occurrences, and results for each patient.
(114)

Work lists. Allow patient treatment units and department personnel to view lists of work to be
done. Permit organization by scheduled performance time within department or location
sequence. Allow display of details for specific occurrences and results upon request. (115)

Audit trails. Provide necessary audit trail information for access by authorized users. Include
functions performed for each order, occurrence, and result, along with the identification of the
user that is making the change, and the date and time of entry. When results are modified,
the previous data should be maintained in the database for display on demand. (116)

Patient medical data retrieval. Allows for retrieval of pertinent data recorded on the
registration module and additional patient medical data required by patient care personnel,
including, but not limited to, pre-existing conditions, allergies, blood type, and visit-related
data such as height and weight. (117)

Observations. Allow on-line charting by nurses, therapists, and other healthcare professionals
of observations, if not already provided by nursing care management module. (118)

Orders system maintenance. Provides on-line maintenance of the order file, tailored
according to the needs of the individual users and departments. Allows definition of
characteristics for all items, tasks, and services that can be ordered. (119)

Diagnostic order management. The system should allow order entry for nursing interventions,
medication, ancillary services, social work, transportation, physiotherapy, and other
therapies. (140)

Provide Web-based linkage to clinical references. The system should have the ability to link

electronically (Web) to external medical reference sources, such as Medline. (143)
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Drug utilization/usage review. Ability to set up specific parameters for the review of orders,
review of historical data. Outpatient prescriptions to be tracked by patients on specific drugs,
patients on a given drug for a given diagnosis, patients on a given drug for a given diagnosis
for a given provider, and most frequently dispensed drugs by provider. (249)

B. Clinical Data Management

The purpose of the applications of this group is to support the clinical needs of care providers
including maintaining accurate medical records. Ideally, a clinical data management system should
provide a fully integrated approach to maintaining clinical data with appropriate linkages to the patient
care logistics modules and data should be captured, validated, updated, and available at any time
during the routine operation of the system at any “point of care” location.

Maintenance of medical records (nowadays more often called “health records” to accentuate the
promotion of the continuum of care) is usually the responsibility of a dedicated department. Functions
include abstracting, diagnosis and procedure update, and monitoring to ensure document and
signature completion. Medical record also monitors and assists in defining quality outcomes and
research, and diagnosis coding. Different user may have different levels of access (what is displayed)
and privileges (read only, read and change) at each implemented function.

Applications of this group include the following modules:
Medical Records

Nursing Care
Clinical Audit

Medical Records

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so

that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)
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Link family members. The system should contain a cross-reference facility for linkage of
records belonging to different family members. (35)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields
were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Face sheet print and reprint. System should allow client to define face sheets for registration
and clinical management functions. System should support multiple sheets with automatically
or manually selected print functions. System should support the Reprint function so that
updates or corrections can be reprinted. (45)

Convert or activate pre-admission. On patient arrival to the care unit, allow clerk to activate
and update data from pre-admission record. Also permits specifying purge parameters for
holding pre-admission records beyond expected pre-admission date. (46)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)

Retroactive admission. Allows back dating of admissions, with appropriate adjustments to
billing, reporting, revenue, and usage statistics. (48)

Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)

No limitation on facilities or departments. The system should support a large number of
primary, specialty, and subspecialty clinics and departments. (78)

Access to registration MPI (Master Patient Index) and pass updates. Be able to view MPI to
lookup and identify patient by demographics or Medical Records number. (92)

Ability to generate a “chart-pull” list for the Medical Records Department. System should
create a list of charts needed for each clinic each day. The list may be electronically sent to
the Medical Records Department or printed on demand in a department or in decentralized
medical records storage facilities. (98)

Chart tracking. Provide ability to print out written guides, requests, location of charts, pull lists,
and derelict returns. (120)
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Chart deficiency/incomplete record processing. Provide capability to automatically review the
chart to ensure that necessary forms are present, entries are properly authenticated,
informed consent forms are present, and good documentation procedures have been
employed. The review identifies obvious areas that are incomplete and deficient. (121)

Chart storage and retrieval. Provide the ability for chart storage and retrieval, including the
type of filing system, filing equipment used, record purging capability, transportation
management, and chart tracking management. (122)

Chart reservation. Provide the ability to have a chart available on a particular date, for patient
care, audit, reviews and physician studies, or release of information. The request may be
generated by the scheduling system. (123)

Transcription management. Provides the ability to include dictated reports or notes typed
directly into the system (history, physical examination, provider observations, and case
evolution notes) with transcription done in-house or outsourced. (124)

Clinical coding for statistics and billing. Provides for the assignment of International
Classification of Diseases and/or any other coding scheme/s to classify episodes of inpatient
and outpatient care. (125)

Clinical data abstracting. Provides the ability to extract certain patient data from records over
and above the basic demographic data (e.g., weeks of gestation, usual living arrangements,
allergies, images, photographs, etc.) (126)

Release of information and correspondence. Provides for the management of requests for
the release of patient information to various parties (e.g., other physicians, the patient, third-
party payers, attorneys, etc.), including the correspondence involved with such requests.
(127)

Utilization management. Provides the ability to include a review of medical appropriateness
and an analysis of the facility’s efficiency in providing necessary services in the most cost-
effective manner possible. (128)

Maintain indices. Provide the ability to maintain a medical record index, a guide (manual,
hard copy, or computerized) that points out or facilitates reference to patient information.
Some examples of indices: service, diagnosis, diagnosis-related groups PRGSs), provider,
procedure, length of stay, etc. (129)

Archive management. Provide the ability to track patient records converted from hardcopy to
another medium (e.g., microfilm, microfiche, optical disk, etc.) (130)

Risk management. Provides reporting designed to protect an organization against potential
liability through appropriate insurance coverage, reducing liability when compensable events
occur, and prevention of events that are likely to lead to liabilities. Supports the review of
accidents, injuries, and patient safety organization-wide. (131)
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Legal case file management. Supports the maintenance of patient records involved in legal
actions and the correspondence associated with it. (132)

Clinical data recording. Allows the recording of signs, symptoms, findings, treatment, and
procedures, etc. The system should support a variety of documentation methodologies, for
events such as assessments, signs and symptoms, treatments, procedures, etc. The user
should be able to select from popular methodologies such as precoded options, charting by
exception, narrative notes, free text, etc. (134)

Review of historical patient information. Inpatient and outpatient history should be supported
for documentation and on-line retrieval. (135)

Referral management. Tracking of the follow-up care both internal and external to the
institution should be supported. (136)

Track outcomes. The system should be able to capture and manage data in a way that
enables the caregivers to determine whether the patient is progressing toward a favorable
outcome, or if not, what are the variances. (137)

Provide Web-based linkage to clinical references. The system should have the ability to link
electronically (Web) to external medical reference sources, such as Medline. (143)

Flowsheet completion. The system should support posting of the patient's medical data in
typical flowsheet formats, including graphically, over long periods of time, and across multiple
episodes of care. It should support acquisition of information from medical devices and
posting it in a flowsheet. (145)

Critical pathway development tracking. The system should provide a comprehensive,
multidisciplinary approach for developing activities and tasks for patient care over a specified
timeline. It should be usable in both inpatient and outpatient settings. (146)

Critical pathways with variance monitoring. The system should support documentation of the
actual tasks completed and tracking reasons for straying from the established critical
pathway. (147)

Focused, problem-oriented charting. Quantitative data should be able to be displayed as
trends in flowsheet format with focused and problem-oriented documentation in the progress

notes. (148)

Insurance. The system should have the ability to view or ascertain insurance and coverage
information to assist clinical decision-making. (149)

Capture of positive biopsy results. The system needs to provide the tools to capture the new
data that are required for clinical management of patients with positive biopsy results. (207)
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Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Retrievable key fields values capable of bringing forward key field data from prior
registrations and/or MPI. (42)

Field updates from transactions in the Patient Registration module pass to MPIL. On
subsequent interactions the operator should be able to change and update registration fields
were updating is allowed. Updated registration file should pass updated data to the MPI. (43)

Face sheet print and reprint. System should allow client to define face sheets for registration
and clinical management functions. System should support multiple sheets with automatically
or manually selected print functions. System should support the Reprint function so that
updates or corrections can be reprinted. (45)

Convert or activate pre-admission. On patient arrival to the care unit, allow clerk to activate
and update data from pre-admission record. Also permits specifying purge parameters for
holding pre-admission records beyond expected pre-admission date. (46)

Front-end insurance capture. Allows insurance verification function and levels of benefits.
(47)

Retroactive admission. Allows back dating of admissions, with appropriate adjustments to
billing, reporting, revenue, and usage statistics. (48)

Update fields capability. Allows updates to previously recorded patient data provided field is
unlocked for such updating and user is authorized to do so. (49)
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On-demand census of beds. The census feature should support query by a variety of
perspectives including patient identifiers, bed, unit, medical problem grouping, attending
doctor, patient type, etc.. This function should also support a public information service to
facilitate location of patients and to generate directions to visitors. (56)

On-line view of census. Allow on-line review of census by nursing unit. User can choose to
review all beds, all occupied beds, and all empty beds for display by nursing unit. Occupied
beds would indicate the patient name and number, data of admission, and attending
physician. (64)

No limitation on facilities or departments. The system should support a large number of
primary, specialty, and subspecialty clinics and departments. (78)

Access to registration MPI (Master Patient Index) and pass updates. Be able to view MPI to
lookup and identify patient by demographics or Medical Records number. (92)

Patient medical data retrieval. Allows for retrieval of pertinent data recorded on the
registration module and additional patient medical data required by patient care personnel,
including, but not limited to, pre-existing conditions, allergies, blood type, and visit-related
data such as height and weight. (117)

Risk management. Provides reporting designed to protect an organization against potential
liability through appropriate insurance coverage, reducing liability when compensable events
occur, and prevention of events that are likely to lead to liabilities. Supports the review of
accidents, injuries, and patient safety organization-wide. (131)

Patient/family assessment reporting. System should support a clinical, cognitive,
environmental, psychosocial, subjective and objective nursing assessment observation
reporting of patient, parent(s), legal guardian(s), and/or significant other. (133)

Clinical data recording. Allows the recording of signs, symptoms, findings, treatment, and
procedures, etc. The system should support a variety of documentation methodologies, for
events such as assessments, signs and symptoms, treatments, procedures, etc. The user
should be able to select from popular methodologies such as precoded options, charting by
exception, narrative notes, free text, etc. (134)

Review of historical patient information. Inpatient and outpatient history should be supported
for documentation and on-line retrieval. (135)

Referral management. Tracking of the follow-up care both internal and external to the
institution should be supported. (136)

Track outcomes. The system should be able to capture and manage data in a way that

enables the caregivers to determine whether the patient is progressing toward a favorable
outcome, or if not, what are the variances. (137)
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Generate patient care plan. System should allow the caregiver to develop a problem list and
corrective interventions and timelines, ascertain expected outcomes and measure results
based on assessments. Individualized plans of care should have ability to evaluate patient
outcomes. (138)

Provide patient education/instructional material. System should provide facilities for the
production and generation of customized diagnosis-driven patient education materials based
on the care plan. (139)

Diagnostic order management. The system should allow order entry for nursing interventions,
medication, ancillary services, social work, transportation, physiotherapy, and other
therapies. (140)

Medication management. The system should provide drug interaction/adverse reaction and
possible resolution information; dosage calculation based on weight; dispensing tracking by
time intervals; and warnings for clinically contraindicated medication or inappropriate dosage.
(141)

Patient classification system. The system should support a validated patient classification
system based on clinical variables. It should be able to calculate the acuity level of the patient
and determine required nursing resources needed as a result. It should provide expected
productivity targets and suggest staffing patterns. (142)

Provide Web-based linkage to clinical references. The system should have the ability to link
electronically (Web) to external medical reference sources, such as Medline. (143)

Record point-of-care nursing activities. System should be able to chart point-of-care
activities/bedside diagnostics at the time when care is being delivered. Typical examples
include vital signs, blood pressure, order entry, results retrieval, etc. Provide for flexible
options regarding point-of-care devices. (144)

Flowsheet completion. The system should support posting of the patient's medical data in
typical flowsheet formats, including graphically, over long periods of time, and across multiple
episodes of care. It should support acquisition of information from medical devices and
posting it in a flowsheet. (145)

Critical pathway development tracking. The system should provide a comprehensive,
multidisciplinary approach for developing activities and tasks for patient care over a specified
timeline. It should be usable in both inpatient and outpatient settings. (146)

Critical pathways with variance monitoring. The system should support documentation of the
actual tasks completed and tracking reasons for straying from the established critical
pathway. (147)
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Focused, problem-oriented charting. Quantitative data should be able to be displayed as
trends in flowsheet format with focused and problem-oriented documentation in the progress
notes. (148)

Insurance. The system should have the ability to view or ascertain insurance and coverage
information to assist clinical decision-making. (149)

Nursing practice and utilization. Provide the ability to determine if the assigned staffing
level/skill mix meet the need(s) specified by the critical pathway/acuity level. (150)

Clinical Audit

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Link family members. The system should contain a cross-reference facility for linkage of
records belonging to different family members. (35)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Enrollment program. Registration systems should support enrollment and cancellation of
enrollment in group or managed care programs. The system should support a posting
program that should allow the member data to be downloaded from external insurance, group
provider, or managed care organizations. (37)

On-demand census of beds. The census feature should support query by a variety of
perspectives including patient identifiers, bed, unit, medical problem grouping, attending
doctor, patient type, etc.. This function should also support a public information service to
facilitate location of patients and to generate directions to visitors. (56)

Ability to generate a “chart-pull” list for the Medical Records Department. System should
create a list of charts needed for each clinic each day. The list may be electronically sent to
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the Medical Records Department or printed on demand in a department or in decentralized
medical records storage facilities. (98)

Audit trails. Provide necessary audit trail information for access by authorized users. Include
functions performed for each order, occurrence, and result, along with the identification of the
user that is making the change, and the date and time of entry. When results are modified,
the previous data should be maintained in the database for display on demand. (116)

Chart deficiency/incomplete record processing. Provide capability to automatically review the
chart to ensure that necessary forms are present, entries are properly authenticated,
informed consent forms are present, and good documentation procedures have been
employed. The review identifies obvious areas that are incomplete and deficient. (121)

Utilization management. Provides the ability to include a review of medical appropriateness
and an analysis of the facility’s efficiency in providing necessary services in the most cost-
effective manner possible. (128)

Risk management. Provides reporting designed to protect an organization against potential
liability through appropriate insurance coverage, reducing liability when compensable events
occur, and prevention of events that are likely to lead to liabilities. Supports the review of
accidents, injuries, and patient safety organization-wide. (131)

Capture of positive biopsy results. The system needs to provide the tools to capture the new
data that are required for clinical management of patients with positive biopsy results. (207)

Drug utilization/usage review. Ability to set up specific parameters for the review of orders,
review of historical data. Outpatient prescriptions to be tracked by patients on specific drugs,
patients on a given drug for a given diagnosis, patients on a given drug for a given diagnosis
for a given provider, and most frequently dispensed drugs by provider. (249)

C. Diagnostic and Therapeutic Technical Support Services Operation

The modules of this group have the objective of supporting the day-to-day operation and
management of vital diagnostic and therapeutic services. These services are high-volume activity
areas often using manual methods to internally process tests and procedures. A minimum level of
automation includes linkage with the Registration, Admissions, Scheduling, Orders, and the
processing of test requisitions, prescriptions, and procedure results. Because of the volume of data
involved and the heavy interdepartmental communications, each module must provide information to
support the improvement of the corresponding area workflow, the determination at any time of the
exact status of all technical work currently being carried out, and provide quality control routines.
Many modern diagnostic and therapeutic equipment have analog or digital output channels that can
provide data directly to a PMIS.

Applications of this group include the following modules:
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Clinical Laboratory

Medical Imaging: Diagnostic and Interventional
Radiation Therapy

Pharmacy

Transfusion and Blood Bank

Dietary Service

Clinical Laboratory

Patient Index (PI). Should have multiple search capabilities. The PI should be able to qualify
searches by name, date of birth, sex, national individual identifiers (such as National
Registration Number, Social Security Number, Health Plan Number, etc.) The index should
support a variety of possible internal identifiers such as medical record number, case
number, multiple account numbers, etc., for each patient and be able to maintain cross-
reference to other existing identifiers in each of the facilities used by the patient in the same
site or in other locations. (32)

System should support a Master Patient Index (MPI), at multi-site, multi-institutional, regional,
or national levels that links existing Patient Indices together. (33)

Ability to look up patient “also-known-as” (AKA). The MPI should support multiple names so
that patients who change their names can still be located with an MPI search. MPI name
searches should search both the name and the AKA files during name searches. (34)

Name alert search. Patients with same last name and same first name and initial should be
flagged to alert users of possible conflict. (36)

Quick inpatient/outpatient/emergency services registration. The system should provide an
alternate set of screens for quick registration, admission, or creation of a new record when
patient information is incomplete or unavailable. The quick screens would allow an alternate
set of entry screens for inpatient and outpatient care, emergency services, and diagnostic
services. (40)

Automatically assign billing number. A unique billing or account number is assigne